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Executive Summary

The main motivation of this document emerges from the need to clarify the definitions and procedures
related to the application of the General Data Protection Regulation (GDPR) to the MOBISTYLE system.
Since May 2018, when the project was already ongoing and GDPR became legally obliging, several
regulatory changes have been introduced on the European level. The GDPR poses explicit
requirements for personal data collection and processing that require engagement of all the partners
within the MOBISTYLE consortium, which is distributed across five EU countries (Netherlands,
Denmark, Slovenia, Poland, and Italy).

This Task 5.2 aims at identifying potential issues related to data security and data privacy that could
have also an impact on how end users develop trust in the MOBISTYLE services. Within this task, the
consortium will identify the most relevant regulations (aligned with the GDPR which came into force
in May 2018) and analyse the impact on the system, affecting design, implementation and validation
activities. In order to respect ethical issues (see section 5) and to be compliant with the GDPR, a privacy
and trust framework will be created with two main purposes:

1. to foster knowledge and information sharing based on real consumer data;

2. to ensure privacy of the consumer and avoid the issues associated with the perceived negative
impact of sharing personal information of life style.

To achieve these aims Task 5.2 will employ the defined trust and privacy framework by means of

a. creating and implementing a transparent Privacy Policy that explicates the purpose for which
personal data is collected and used.

b. identifying the GDPR-related actors within the consortium (i.e.. data controllers and processors)
who take responsibilities in the personal data safeguarding.

c. implementing necessary preventive measures and the most relevant GDPR requirements for the
personal data treatment.

The mediation of the privacy of the individual and MOBISTYLE will always be overseen and controlled
by the consumer, thus promoting trust and increasing the motivation to share.

Task 5.2 has organized co-design workshops with MOBISTYLE developers and Demo case holders in
quality of potential consumers; in those frameworks the concerns of sharing personal sensitive
information had been discussed using personas, storyboards and using interactive prototypes resulting
from the development activities. The framework resulted in guidelines, to be developed and integrated
into MOBISTYLE platform and tools.

According to this task, previous deliverable D5.2 had answered to part of the needs, in detail to phase
one as described in Introduction.
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1. Introduction

Previous Deliverable D5.2, on the same task, reported the first and initial part of a four-phases
procedure defined to address trust and privacy within the MOBISTYLE project. Starting from the
definition of GDPR requirements, the document outlined the key concepts of GDPR and provided
specific directions, i.e. an action plan, that had to be taken in order to address and assess impact of
GDPR on the MOBISTYLE project. It distinguished contractual and technical aspects that had to be used
to define data controllers, processors, personal data types, data flows, and data transformation
protocols on diverse levels of detail.

From the second to the final phases, activities are going to be reported in this Deliverable D5.6.

The second phase of the procedure had involved all the project partners and a legal expert in order to
increase awareness on the privacy and GDPR issues and to identify responsibilities of each partner
involved in personal data collection and data processing. The necessary implementation measures had
been identified in agreement with the MOBISTYLE partners during the second phase in October 2018
(month 24). The second phase activities resulted in a report that had been shared with the consortium
during November 2018 (month 26) and which is here reported.

The third phase of the procedure (month 26 - month 32) was dedicated to the implementation of steps
that were specified during the second phase, when all the relevant parties adopted and implemented
specific actions according to their roles and responsibilities assigned during the second phase.

The fourth and final phase (month 32 — month 39) consisted of a GDPR assessment and validation
procedure demonstrating to what extent the project partners have managed to address the issues
related to GDPR within the project.

Deliverable D5.6 reports the results of the implementation and GDPR validation.

H2020 MOBISTYLE_723032_WP5_D5.6 4
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2. Second phase: increase partners’ GDPR awareness

2.1. GDPR consortium survey
The brief survey was designed to facilitate the GDPR workshop and to clarify the roles and
responsibilities of the MOBISTYLE consortium partners in the General Data Protection Regulation
(GDPR) analysis within the project (see Deliverable D5.2).

Ten consortium partners have answered the survey. Here are reported questions and answers:

A. What kind of information you (your organisation) collect or process within the MOBISTYLE
project (user name, email, IP address, personal device ID, home/office address, age, sex,
health, other/specify).

Holonix: Email, user name, name, surname, encrypted password, avatar (photo), HTTP-only cookie for session,
room ownership (start date-end date), personal device ID.

No other personal data will be collected or manipulated by the app.

DEMO: Address, apartment numbers, room names (e.g. kitchen, living room), hotel room numbers and some
device names located the rooms (e.g. PC, TV)

HighSkillz: Device ID/Serial; Apartment ID (which may or may not include an); IP Address; Access code used to
allow devices to see the home’s data.
No other personal data will be collected or manipulated by the app.

Maastricht Uni: Age, name, e-mail address, sex, length, weight, general health, medicine intake

HIA: Age, name, e-mail address, sex, length, weight, general health, medicine intake

PoliTo: Measurements on indoor parameters (temperature, relative humidity, CO2 concentration), electric
consumptions (room and single appliance level), window/door openings, fan coil status, number of persons
in the room. They are collected anonymously (not knowing who are the guests inside the room).

Qualitative data (level of satisfaction with the indoor environment end opinion about MOBISTYLE tools)
gathered from anonymous questionnaires.

The access to the dashboard and mobile application require to collect (information provided by Holonix):
username, name, surname, email, password, avatar, HTTP-only cookies, period of the stay (start date-end
date). Among these, the only information owned by POLITO is the email address because . The hotel is
responsible for the personal data treatment and agrees with the guests (through the sign of the hotel privacy
sheet) to transfer their email to POLITO. The email address is used by POLITO to do the handover procedure
to give to the guests the access to the ICT solutions. No other personal information goes to POLITO. - Indeed,
POLITO is not interested in the information of the single individuals (name, IP address ...), but on which target
groups it is dealing with (guests, receptionists), as well as on the number of guests in one apartment and the
duration of the stay. The main goal of the data collection for POLITO is data analysis for evaluating the
outcomes and the process of the MOBISTYLE strategy in the Italian case study.

Aalborg Uni: All participants have provided us with name, home address phone and email

AAU has access to the data from energy meters, indoor climate sensors through the MOBISTYLE database.
IRI/UniLju: The access to the dashboard and mobile application require to collect (information provided by
Holonix): User name, name, surname, email, password, avatar, HTTP-only cookies, room ownership (start
date-end date). For continuous monitoring: data from building control system; parameters of indoor air,
human building interaction (room access, setpoints for heating and cooling, lights use, external shading use,
windows opening).

Questionnaires and ethnographic inquiries: sex, age range, level of education/position (e.g. student, teacher),
faculty, name, room number and IP (within questionnaire analysis system).

Tauron: User name, email, phone number, energy point ID, home address, sex, electricity consumption, smart
home devices ID, smart meter ID.

Whirlpool: Email address, Name, DevicelD

Home address

Personal data related to appliance usage / cycle setting / options selected / time of the running etc.

No other personal data will be collected or manipulated by the app
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B. Who has access to MOBISTYLE-related personal data collected in your organisation?

Holonix: Company system and database administrator(s), which include employees and contractors (which
have NDA agreement in place).

DEMO: Expert Tools users and company system and database administrators.

HighSkillz: Company system and database administrator(s), which include employees and contractors (which
have NDA agreement in place).

Maastricht Uni: No one, it is the project researcher of Huygen

HIA: Project researcher Loes Visser

Aalborg Uni: Two persons from Aalborg University: WP6 leader, Per Heiselberg; Research Assistant, Sandijs
Vasilevskis

PoliTo: POLITO researchers working on the MOBISTYLE project (see next question) have access to anonymous
data collected/process in the project and to the email addresses of guests.

IRI/UniLju: Researchers working on MOBISTYLE project.

Tauron: Only MOBISTYLE members — Pawet Marciniak, Joanna Herczakowska, Kinga Warchot, Mitosz
Gruszczynski.

Whirlpool: Company system and database administrator(s), which include employees and contractors (which
have NDA agreement in place) and DPO.

C. Is there a person in your organisation responsible for management of the data collected in
MOBISTYLE [if yes, please specify his/her name and role]?

Holonix: Yes, Jacopo Cassina (CEQ)

DEMO: Yes, Rosamaria Olivadese (Project Manager) Paula Etman (Data Protection Officer)

HighSkillz: No

Maastricht Uni: No; it is Loes Visser of Huygen, project researcher. Responsible for the demonstration case
and overview of the measurements

HIA: Yes, Loes Visser, project researcher. Responsible for the demonstration case and overview of the
measurements

Aalborg Uni: No, AAU has access to the data from energy meters, indoor climate sensors through the
MOBISTYLE database/expert tool

PoliTo: Cristina Becchio (Asssistant Professor), Giulia Vergerio (PhD student), Maria Valentina Di Nicoli (PhD
student), Sara Viazzo (Grant researcher), Verena M. Barthelmes (PhD student), Valentina Fabi (Assistant
Professor)

IRI/UniLju: There is an institutional data protection officer assigned in line with GDPR at the University.
https://www.uni-lj.si/university/personal_data protection/
Responsible person Jure Vetrsek (project manager).

Tauron: Yes, Janusz Libera - Data Security Administrator, Data Protection Officer

Whirlpool: Yes (Marco Signa)

D. How and where (organisation name and address) the MOBISTYLE personal data are stored
and protected in your organisation (database name and location, encryption,
anonymisation, etc.)?

Holonix: The database is stored in a dedicated server owned by Holonix and hosted by OVH in France. Upload
and developing of the MOBISTYLE platform within the server environment is done with secure communication
(SSL). The external connection at the moment is not secured, using HTTP connection. It is planned to add
certificate for the SSL layer also for the HTTP connection.

H2020 MOBISTYLE_723032_WP5_D5.6 6
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The server filesystem is not encrypted, same as the database tables in the MySQL instance. The MySQL
connection is protected by the DDMS using username and password authentication. The user passwords in
the database are encrypted using the BCrypt algorithm (a one-way encryption algorithm).

The MOBISTYLE personal data are stored in two locations:

1. DEMO Windows Servers running MS SQL Server
Hosted at: Nedzone Internet B.V.
Address: Drukkerij 6, 4651 SL Steenbergen, The Netherlands
The SQL Server databases running at this location store basic information on locations where measurement
data are collected. Servers are isolated through encrypted Virtual Machines with disk encryption. Information
is disclosed through SSL-encrypted web services. As a subcontractor, DEMO Consultants has a data processing
agreement with Nedzone. For details, see their privacy statement.!

2. DEMO Windows Server running MongoDB
Hosted at: Microsoft Azure
Location: Cloud, the Netherlands
The MongoDB Database hosted at this location periodically collects measurement data, and makes this data
available through SSL encrypted web services. The database is hosted on an isolated Virtual Machine with disk
encryption. For details see Azure’s privacy statement.?

HighSkillz: Data from the project is stored on database and message servers in Microsoft Azure (NL), Hetzner
(DE) and Aiven (DE) cloud platforms. Notifications to mobile devices are sent through Google Firebase, but
that should not include any personal data. Exception and error information is sent to Sentry.io.

Encryption will be done through cloud-provider base disk encryption, but no plans exist to encrypt it at rest
(ie, inside the DB), as it is required to be queried.

No anonymization is performed as HS only keeps minimal data on the devices and apartments (device
id/serial, apartment ID and IP address).

No information is currently being sent to cloud-based analytics services (such as Google Analytics); If this
changes, data will be anonymized.

Maastricht Uni: Key to encryption (personal data to participant id) on the local computer of Loes Visser,
behind a password. Anonymous data (age, sex, length, weight, general health, medicine intake) together with
participant id on dropbox.

HIA: Key to encryption (personal data to participant id) on the local computer of Loes Visser, behind a
password. Anonymous data (age, sex, length, weight, general health, medicine intake) together with
participant id on Dropbox.

Aalborg Uni: External utility case buildings. company Varmekontrol, ista Denmark A/S, is collecting and storing
the data from the Danish demonstration; They were already collecting and storing energy use data from all
the participants before the MOBISTYLE project started

PoliTo: The monitored (and anonymous) data are downloaded from either the local SQL database or from the
DEMO expert tool) and stored locally on computers owned by Politecnico di Torino. In order to share the data
between team members, HS also stored some samples of the data on Onedrive.

Email addresses of the guests are collected by the hotel staff (as holder of the personal data treatment) and
transferred to POLITO team in person. POLITO store them locally on computers to be used within the scope
the hotel agreed with the guests.

IRI/UniLju: Anonymization of room users is done with translation table of room names. Without this table one
cannot now from which room the data is coming from. Translation table stored in locked fir proof cabinet in
the office.

Data from SCADA (building control system) is stored on process database (GE Historian) and is secured with
several firewalls and not accessible from outside. This data is transferred to DEMO database via SFTP.

The IAQ measurements data is stored on INAP cloud hosting on Amazon servers transferring data to DEMO
database.

! https://dataplace.com/en/privacy-statement
2 https://privacy.microsoft.com/en-us/privacystatement
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Tauron: Administration of users personal data is Tauron Sprzedaz Sp. z o0.0., ul. tagiewnicka 60, 30-417
Krakow.

Data is stored by TAU partner Lerta Energy (Husar Labs sp. z 0.0.) in amazon cloud.

Recently has implemented TAU own data base in MS Azure, which is administrated by subsidiary TAURON
Obstuga Klienta sp. z 0.0. Data are anonymized — TAU use ID for every participant. TAU data base is multiplying
the partner’s data gathering it from the cloud.

Whirlpool: Whirlpool is GDPR compliant already, storing the listed data already in their server managed by
IBM.

E. Who are the parties outside of your organisation who can access, visualise or process the
MOBISTYLE personal data you collect/process?

Holonix: Aside from the very users of the platform via the platform itself, no one can access the data outside
Holonix. MOUP data are anonymized and aggregated before being shared.

DEMO: Holonix; HighSkillz and all registered Expert Tool users. Subcontracted ICT personnel that may have
administrative access to servers have signed data processing agreements.

HighSkillz: There are no plans to provide access to data to other organization, except the current participants
in the project (Tauron, Aalborg Uni, HIA, DEMO, Lerta).

Maastricht Uni: Loes Visser from Huygen

HIA: People from Maastricht University, dr. Rick Kramer, prof. Wouter van Marken Lichtenbelt, PhD student
Yoanna lvanova

Aalborg Uni: External utility company Varmekontrol, ista Denmark A/S, is providing the data from the Danish
demonstration case buildings; They were already collecting and storing energy use data from all the
participants before the MOBISTYLE project started

PoliTo: Holonix and the hotel are the only organization responsible for personal data treatment in the Italian
demo case. DEMO and BIGStudio (the society that is owner of the local database and management system of
the hotel) can access anonymous monitored data but they do not have access to information to link them to
a specific guest.

IRI/UniLju: DEMO and Holonix for measurements collected.

SCADA provider (Metronik) can see the data, and has translation table for room names.

IAQ measurements provider (INAP) can see the measurements on their cloud, but without possibility to
translate them to individual room.

Researcher employed at University, doing data mining and analysis of ethnographic data has access.

Tauron: Company who manage data from Smart devices has an access to users name, users id, electricity
consumption, smart home devices ID and smart meter ID.

Data transferred to consortium members are encrypted (without users names and any personal data) so it’s
not possible to connect data with a certain user.

Whirlpool: MOBISTYLE partners (who?).

F. If you and your organisation have possibility to access, visualise and/or process personal
data that are not stored in your organisation, please list which personal data you (your
organisation) can access (e.g. user name, email, IP address, personal device ID, home
address, age, sex, other/specify):

Holonix: The only data available for HOLX organization are the sensors data served through authenticated
APIs on DEMO. Other data stored in other organizations is not accessible for us.

DEMO: DMO did receive an Excel sheet of the Polish case with apartment number and name of the resident.
Likewise, DMO received a list of Danish addresses linked to sensor IDs.

HighSkillz: HS do not access any data not stored by HSz.

Maastricht Uni: age, sex, data on thermal comfort and physical activity.

HIA: None, Huygen collects the data.

H2020 MOBISTYLE_723032_WP5_D5.6 8
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Aalborg Uni: Data from the MOBISTYLE database

PoliTo: No personal information goes to POLITO except to the email address of the guest that is transferred
to POLITO in person by the hotel staff.

IRI/UniLju: IPs of questionnaires response via 1ka online analysis tool. 3

IAQ measurements

Data from SCADA stored in SFTP.

Tauron: TAU has possibility to access data from different smart meters — TAU smart meters communicate with
gas and water meters, but TAU cannot assign it to the participant, have no authority to use this data so TAU
do not collect it.

Whirlpool: No

G. Define the purpose for which personal data (MOBISTYLE related) is collected/processed in
your organisation:

Holonix: Personal data is collected exclusively for the purpose of authorizing access to the right application
data to users and devices and providing Ul elements to the application

DEMO: Enabling data dispersal to authorised MOBISTYLE consortium members.

HighSkillz: Personal data is collected exclusively for the purpose of: Authorizing access to the right application
data to users and devices; Diagnose and troubleshoot application errors; Provide the core functionality of the
application.

Maastricht Uni: Data, not linked to personal data (name, email), but only data that is linked to information
such as age, sex, comfort and physical activity will be linked indoor climate profiles.

HIA: Collection of data in the right manner to share with Maastricht University for their analysis.

Aalborg Uni: To be able to contact participants individually and as a group to provide information about the
project and to call for workshops and meetings

PoliTo: The only personal information that POLITO collects is the guest’s email address to do handover
procedure.

IRI/UniLju: To achieve MOBISTYLE project goals. Access to MOBISTYLE dashboard and mobile application
(Holonix). Personalized feedback provision, evaluation process (personal information such as name, email,
password, avatar is not required here).

Tauron: Users personal data are collected/processed only to fulfil pilot purposes, i.e. to develop an application
and communication platform with users and to examine its impact on users awareness about optimal energy
consumption, improving the quality of the home environment, health and lifestyle. Each user accept the terms
of pilot signing an agreement.

Whirlpool: Personal data is collected exclusively for the purpose of Running the Whirlpool / proprietary app,
for the washing machine, already running.

Authorizing access to the right application data to users and devices Provide Ul elements to the application

2.2. Involvement of a legal expert: meeting in Turin, 19 Oct 2018
During the MOBISTYLE General Assembly meeting in Turin, the lawyer Barbara Bottalico had been
involved for a physical workshop with partners. It was 19" October 2018.

The slide prepared for MOBISTYLE and presented by the lawyer Barbara Bottalico are attached in
Annex 1.

3 https://www.1lka.si/d/en/gdpr
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At the beginning of the meeting Barbara Bottalico presented herself and the objectives of the
workshop:

Introduction to the GDPR principles (B. Bottalico)

Interactive exploration (all the consortium)

GDPR actors: assignment of responsibilities (B. Bottalico and the consortium partners)
Concluding: actions and measures (B. Bottalico)

O O O O

She explained that in core, the GDPR directive is not much more different from previous directive: now
the self-responsibility is the key principle. The directive does not define any specific steps/rules to
follow but the company need to ensure to be compliant. Barbara explains that we should always have
good documentation of activities related to GDPR compliance, track everything to show that Ode
everything in our power to be GDPR compliant.

She explains that “sensitive data” are those related to health, as in MOBISTYLE measurements from
FitBit, “personal data” are those related to personal names, IP address, location when associated with
occupant and behavioural data, “pseudo-anonymized personal data” are those encrypted with code
and “anonymized data” where GDPR does not apply.

She explains that a data is considered processed when it is managed and store somewhere, including
not just digitally but also on paper.

She explains that the signed informed consent is the starting point to take care of a correct GDPR
approach. In any case it is a good option to use data in the future if data are collected anonymized or
pseudo-anonymized.

She remarks the definitions of the different subjects defined in the GDPR:

o Data subject: any identified or identifiable natural person;

o Data controller: the body that communicates with data subject (direct relation) where data
controller provides informed consent, collects data and are responsible for protecting this
data. User gives data to controller and normally the controller implies what processor should
do.

o Data processor: Process data on behalf of the controller. Must keep a record of all processing
activities they have done for a controller (audit trail) and of all controllers they conduct data
processing activities for. Must inform the data controller when using or considering using the
services of other data processors with the additional obligation to have a clear mandate for
the described personal data processing activities.

Data controller and processor sign the contract (or legal basis) in which they describe and agree on
what data processor will do for the data controller, for how long, for which reasons, which types of
data and categories of data subjects. Responsibility is shared between data controller and data
processor where they can be fined if not compliant (they both need to be compliant). They must state
who is responsible for what in case of a personal data breach (with a personal data breach notification
duty from processor to controller), also if needed a data protection impact assessment or prior
consultation.

At the end of the workshop each demo case holder schematically presents the responsibilities within
their demonstration case. Holonix gathered this input and prepared the slides with identified GDPR

H2020 MOBISTYLE_723032_WP5_D5.6 10
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roles per demo case. At the end of the workshop, everyone was aware of who is the project controller

and who is the project processor and what each role’s responsibilities are.

About DPO, at this first stage it seemed no one had a need for this figure in MOBISTYLE.

The results of the GDPR workshop have been summarized in the following charts describing:

1. the GDPR actors,

2. ageneric model of GDPR roles assignment in EU research projects,

3. its application in MOBISTYLE demo cases.

GOPR relevant actors
Data Subject Controller Processor (A)
Mobistyle user A Mobistyle partner  HOLONIX
(occupant of a (HIA, MU, Tauron, |Dashboard)
building, user PaliTo, IRKUnilju,
of apps) " AAU, Whirlpool,
Demonstration

ives

E specifies site managers)
e |8
assures

about personal data safeguard

data collection, Y
transmission and m
processing (through

apps/sensors)

Fig. 1 MOBISTYLE GDPR relevant actors

Processor (B)
Processor (E)

Processor (E)

Highskillz

{EHIIIEj DEMﬂp
MU, UniTa, AAL,
IRI-Uni Lju,

[-..] Service providers
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2.3. GDPR legal report
The official legal report had been delivered by the lawyer Barbara Bottalico on 24" of January 2019.

The entire version is available in Annex 2 of this document.
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3. Third phase: implementation of steps
According to the legal report, all the relevant parties will have to adopt and implement specific actions
according to their roles and responsibilities assigned during the second phase.

3.1. Privacy Policy in MOBISTYLE tools
According to the guidelines given by the lawyer Barbara Bottalico, HOLONIX prepared a generic version
of the Privacy Policy document.

This document had been shared and confirmed by Bottalico and then shared among MOBISTYLE ICT
partners. As a result, for each tool is actually available a confirmed version of the privacy policy
document.

In the following images is reported the generic version of the document, while the tools specific version
of the privacy policy is reported in Annex 3.
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Privacy policy
Data Controller: COMPANT NAWME, with headquarters at ADDEESS
in the person of the legal representative pro tempors NAME

In accordance with EUT Eegnlation Mo, 2016/679 —General Data Protection Regulation (GDPE) and
with the nationzl lagislation, hersinafier refarred to collectrvaly az the "Applicable Law”, this privacy
peliey {"Poliey™) describez how COMPANY WAME collects, protects and usss personal data
information (hareby also "Perzonal Information") you may provide on:

1. Toolname,
2. If double verzion desktop and app, specifi here.

It also deseribes the choices availzbla to vou regardmgz our use of vour Personal Information and bowr
¥ou can aocess and update this information.

Pursuant to legal provisions, COMPANTY MNAWME guarantses that the proces=sing of personal data will
be performed m considaration of findamental rights and freedoms 25 wall as the digmity of the data
subject, and in accordance with the lemslative provizions of the Applicable Law and ths
confidentiality clavses meluded therein

In particular, the procsssmg of personal data will be camied out in accordance with the principles of
lawfolnesz=, farmess, transparency, accuracy, purpose and storage lomitations, data mpurmization,

infegTity and confidentiality.

Before providmz any perzonal data or completing an electronic online form, we mvite usars to
carefully read thus privacy policy.

Collection of personal information

“Personal data" or “perscnal Information” means amy information relating fo an identified or
identifiable natural perzon (the "Data Subject™). An identifiable naturzl persen 1= ons who can be
identifiad, directly or mdirectly, in particular by reference to an identifier such as a mame, an
identification number, location data, an online identifier or to ona or mere factors specific to the
phyzical phyveiological, mental economie, cultural or social idantity of that natural person.

The personal data that may be processed meludas browsimg data, data provided voluntanky by tha
data subject and cookies.

We racerva and store any information vou kmowmngly provide to us when you are raquasted to be
registered. This information melede vour email address, name, or other Personal Information and ars
necessary to complats the resistration. Uszars who are uneartam zbout what mformation 13 mandatory
are invited to contact us.

Collection of non-personal information

When you visit the TOOL NAME our serverz antomatically record information that vour browser
sends. This data may include information such 2z your device's [P address, browser type and version,
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operating svstem type and version, language praferances or the webpage you were visiting before vou
came to our TOOL MAME | pagez of our TOOL MAME that you visit, the time spant on thosza pagas,
information you search for on our TOOL MAME | access times and dates, and other statistics.

The recipients of the data are the emplovess of COMPANY NAME or persons who have access to
personal datz and who are m charge of the data processing activities and authorised and mstrocted to
carry out dafa processmg activities by the data controllar.

Perzonal data may be commmnicated to externzal service providers (2. g. sendmg e-mails and analysing
the fimetional capakbility of the websita), which tvpieally process Persomal Data on behalf of
COMPANY MAWME as data processors. When required, vour personal data will be forwarded to
public zdmmistrative bodies and agenciaz, 2z provided by lawe.

Managing personal information

You are able to zccess, add to, update and delete certamn Personal Information about vou. Tha
information you can view, update, and delste may changs as the TOOL WAME changes. When vou
update information, howevar, we may maintam a copy of the wrevized information m our records.
Some information may remain in our private records after vour delstion of such information from
your account. We will retamn and wse vour imformation as necessary to comply with our legal
obligations, resolve disputes, and snforee our agresmentz. We mayv use any aggragated data derived
from or meorporating your Personzl Information after you update or delete 1t, but not in a manner that
would identify you personzlly. Once the retention peniod expires, Personal Information shall be
deleted. Therefore, the right to access, the right to erasure, the right to rectification and the right to
data portability cannot be enforeed after the expiration of the retention peried.

Perzomal data will be stored for the time neceszary to carry out the purposes for which it was collected
or az long as the zemace (section 3 b} 1= available and/or vou remain subzenibad to it Apart from tha
above, vour perzonal data will be retained for 2 period of time necessary or permirtted to comply with
the Arplicable Law; when this pariod has been reached, the data shall be deleted or made anenymons.

Use and processing of collected information

Any of the information we collect from you may be used to personalize vour experisnes; run and
operate our TOOL WAWME and Services. Non-Personal Information eollected 15 uzed only to identify
potential cases of abusa and establish statistical mformation regarding TOOL NAME usage. Thi:
statistical mformation 15 not otherwise aggregated m such a way that would identify any particular
uzar of the system.

We mav process Personal Information related to you if one of the following appliss: (1) You hava
Efven vour conzant for one or more specific purposes. Mote that under some legislations we may be
allowad to process mformation untl vou ohject to such proceszing (by ophing out), without having to
rely on consent or anv other of the following legal bazes below. Thiz, howsver, does not apply,
whenaver the processing of Perzonal Information is subject to European data protection law; (1)
Provizion of information 15 neceszary for the performancs of an agresment with vou and'or for anmy
pre-confractual oblizations thersof:, (i) Processing is necassary for compliance with 2 legal obligation
to which you zre subject; (1v) Proceszing 15 related to 2 tazk that 15 carrisd out m the public mterest
or in the exercize of official autherity vested m us; () Processing iz neceszary for the purposes of the
lzgitimate interazts porsued by us or by a third party. In any case, wa will be happy to clanfy tha
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spacific lagal basis that appliss to the procsssmg, and m parhicular whether the provision of Perzonal
Data iz a statutory or contractual requiremeant, or 2 raquiremant neceszary to enter into 2 contract.

Information transfer and storage

Dependmg on your location, data tranefers may imvolve ramsfarrmg and stormg vour mformation m
a country other than vour own. You are entitled to learn about the legal bazis of mformation transfars
to a country outside the European Umion or to any international orgamization governad by public
international lawr or set up by two or more countriss, such as the UM, and about the sacurity measures
taken by us to safagnard vour information. If any such transfer takes place, vou can find out more by
checking the relevant sections of thiz document or mguire with us wamg the mformation provided
the contact section.

The rights of users

You may exercize certain rights rezarding vour mformation processed by us. In particular, vou have
the right to do the followme: (1) you have the right to withdraw consent whera you have previously
Efven vour conszant to the procezzing of vour mformation; (1) vou have the nght to object to the
proceszing of your information if the processing is carried out on a lagal basis other than consent; (iii)
vou have the right to learn 1f imformation 1z being procassed by us, obtam dizclosure regardmg cartaim
azpects of the proceszing and obtain a copy of the mformation undergoing proceszing; (1v) yvou have
the night to vertfy the accuracy of vour mformation and aszk for 1t to be updated or comected; (v) vou
hava the right, under certamn circumstances, to restrict the procezzsing of your mformation, m which
caze, we will not process your information for any purpose other than stormg it; (v1) you have the
right, under certam circumstances, to obtain the erasure of vour Personal Information from us; (i)
you have the right to receive your information n 2 structured, commeonly used and machine readable
format and, if techmically feamibla, to have it transmrtted to another contraller vathout amy hindrance.
Thas provision 1= applicable provided that vour information 1= processed by automated means and that
the proceszng 1= based on vour consent, on a contract which vou are part of or on pre-contractual
obligations theracf

The right to object to processing

Wheare Parsonal Information 12 proceszed for the public imferest, m the exercize of an official authorty
vested in us or for the purposes of the legitimate mterests pursued by us, vou may object to such
proceszing by providme 2 ground relafed to vour particular siuation to uetify the objection. You
st kmowr that, however, should your Persomal Information be proceszad for direct marketing
purposes, you can object to that processing at any tims without providing any justification. To leam,
whether we are procezzmg Personal Information for direct marketing purposes, vou may refer to the
relevant sections of this documant.

How to exercise these rights

Any requests to exarcise Uzer rights can be directed to the Owner throuzh the contact details provided
n thiz document. These requests can be exercized free of charge and will be addreszzed by the Oumer
az sarly az pozaible and always within one nonth.

Privacy of children
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We de not kmowmgly cellect any Personal Information from children undar the aga of 13, If you are
under the aga of 13, plaass do not submat amy Persomal Information through our Websaite or Service.
We encourage paremtz and legal guardians to monitor their children's Intermet uzaze and to help
enforee this Policy by instructing their children naver to provids Perzonal Information throuzgh our
Webzite or Service without their permizsion. If vou have reason o believe that a child undsr the aga
of 13 has provided Parsonal Information to us through our Website or Servics, please contact us. Youn
must aleo be at laast 16 vears of age to consent to the proceszing of your parzonal data in vour country
{in some countries we may allow your parent or guardian to de =0 on vour behalf).

Cookies

The Webazite uses "cockies” to help personalize vour online experience. 4 cookie 13 2 text file that 1=
placed on vour hard disk by 2 web page server. Cookies cannot be used to mm programs or daliver
virnses to vour computer. Cockiss are umiquely assigned to vou, and can only be read by a web zerver
in the domain that izsuwed the cockie to vou We may uss cookies to collact store, and track
mformation for statizhical purpozasz to operate our Wabsite and Services. You have the ablity to
accept or decline cookiss. Most web browsers automatically accept cockies, but you can usually
modif your browser sething to dacline cockaes if vou prafer. If vou chooza to decline cookies, vou
may not be able to fully experience the features of the Webzite and Sarvices. To leam more about
cockies and how to manage them, vist mismetcookies org

Do Not Track signals

Some browsars incorperate a Do Wot Track feature that signals to websites you vizit that vou do not
want to have vour onlme activity tracked. Tracking iz not the sarme as wsing or collectmz information
1 connection with a webzite. For these purposes, frackimg refers to collecting personally identifizbla
mformation from consumers whe uze or visit a websrte or online zamacs as thay move across diffarent
websitaz over time. How browsers commumicate the Do ot Track signal 15 not vet uniform. As a
rezult, this Wabsite 15 not yet zat up to interpret or rezpond to Do Mot Track signals commumnicated
by vour browser. Even so, as deseribed 1n more detail throughont thiz Poliey, we limit our use and
collection of your personal mformation.

Information security

We zecure mformation yvou provide on computer servers In a controlled, securs environment,
protected from unanthorized access, use, or disclesure. We maintam reascnable administrative,
technical, and physical safeguards in an effort to protect agamst wnanthorized accessz, use,
medification, and disclosure of Personal Information in its control and custody. However, no data
transmizsion over the Internet or wirsles: network can be guzranteed Tharefore, while we sirive to
protact your Personal Information, vou acknowledze that (1) thers are securtty and privacy limrtations
of the Internat which ara bayvond our control; (1) the seconty, mtegrity, and privacy of any and all
mformation and data exchanged between vou and our Website cannot be guarantesd; and (11) amv
such information and data may be viewed or tampered with in tran=it by a third-party, despite best
efforts.

Data breach

In the svent we bacome aware that the security of the TOOL NAME has baan compromized or usars
Persomnal Information has been dizclosed to unrelated thurd parties az a result of extemal activity,
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melodmg, but not lomited to, security attacks or frand, we resarve the nght to take reazonably
appropriate measzures, meluding, but not imited to, investization and reporting, as well a= notification
to and cooperation with law enforcement authonities. In the event of a data breach, we will make
reazonable efforiz to notify affected mdividuals if we baeliave that thera iz a reazonable rizk of harm
to the user as a result of the breach or if nofice iz otherwize required by law. When we do, we will
zend you an email.

Legal disclosure

We wnll disclose any information we collect, uss or recerva if requirad or pamutted by law, such a=
to comply with a subpoena, or similar lazal process, and when we believe in zood faith that dizelosure
15 neceszary to protect our rnights, protact vour safety or the safety of others, mvestizate fraud, or
rezpond to a government request.

Changes and amendments

We rezerve the right to modify thiz Policy relating to the TOOL WNARE at anv time, effectiva upon
posting of an updated version of tus Policy on the Website. When we do we will zand vou an email
to notify vou Contimmad uze of the TOOL WARNE after any such changaz shall constitute your consent

to such changes.
Acceptance of this policy

You acknowledze that yvou have read this Policy and agree to all its terms and conditions. By using
the TOOL MAME vou azres to be bound by this Poliey. If vou do not agres to abide by the termsz of
thiz Policy, vou are not authorized to use or access the TOOL WARE .

S E

Contacting us

If you have any questicns about this Policy, pleass contact us at the following email addrass: EMATL
ADDEESS or POSTAL ADDEESSE

This document was last updated on DATE

3.2. Informed consent in MOBISTYLE Demo Cases
For the informed consent, the legal departments of each Demo case holders had been involved, to
ensure coherence with national laws and to provide the Informed Consent in national language with a
formal translation to English.

All the Informed Consent documents had been checked and approved by MOBISTYLE lawyer Barbara
Bottalico. They are reported in Annex 4.

3.3. Data Removal procedure in MOBISTYLE tools
Each tool developer can have its own procedure for data removal. Here procedures are explained:

HOLONIX (Dashboard and MOUP): According to GDPR users can request insight into, or correction,
deletion or transfer of their personal data. Likewise, they can withdraw their permission or object to
the collection and/or processing of their personal data. A written request addressed to info@holonix.it
is sufficient.

Upon receiving a written request to remove personal data ICT personnel will proceed to remove all
matching data from persistent storage.
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DEMO (Expert tool): At any point in time users can request insight into, or correction, deletion or
transfer of their personal data. Likewise, they can withdraw their permission or object to the collection
and/or processing of their personal data. A written request addressed to info@demobv.nl is sufficient.®

Upon receiving a written request to remove personal data, ICT personnel will proceed to remove all
matching data from persistent storage.

HIGHSKILLZ (MOBISTYLE game): Not being the data controller, HS has on direct contact with users,
and has on way to relate a user to its data. However, HS provides support for TAU and AAU in removing
all data from a specific apartment or a specific user mobile phone by sending a request to
gdpr@highskillz.com. After validation of authenticity of the requests (i.e., the requestor has the
authority for the request), data will be removed from the database. In the case of removal from a single

device, HS cannot force the device to access the APl with a correct code, so HS may need to force
reauthentication of other devices in the home and replace the new access code to be distributed by
TAU/AAU. In the case of removal of an apartment HS can remove all data and further requests to
access that home will be rejected.

HUYGEN (Office app): As the data is not connected to any personal data, this issue is not likely to be
risen. People are asked to put in the application a feedback about their indoor climate perception, but
this entry is totally voluntarily. It is not registered that people are in the office and the entry is
anonymous. However, if someone want his/her data to be removed, this is not an issue where it is
needed to know which entries to remove. This request is to be sent to algemeen@huygen.net

3.4. Other GDPR issues implemented
Other contractual regulation can be put in place by partners in case, for example, of specific
subcontracting activities. Details are listed here:

DEMO Consultants subcontracts hosting of their servers to Nedzone Internet B.V. and Microsoft Azure.
As stated in D2.1, DEMO has a data processing agreement with Nedzone Internet B.V. according to
GDPR regulations. Likewise, Microsoft Azure is subject to privacy agreements on the safeguarding of
personal data. More information can be found in each of their respective privacy statements.!?

DEMO shares collected data only with authorised parties within the MOBISTYLE consortium, which is
covered by signed consent forms by data owners. However, a disclosure method to non-signatories is
possible through use of the Open Platform as offered by Holonix, backed by DEMO. To ensure personal
data protection all identifying references are removed or replaced with arbitrary numeric indices.
Furthermore, the data offered is presented as the end result of KPI calculations according to non-
invertible formulae composed of aggregations as designed by WP3. Thus, there exists no relation
between disclosed data and originators and data points cannot be related back to any one source.

Holonix and HighSkillz: all used IT providers have GDPR compliant policies. There are on custom or
specific agreements with them.

> https://www.demobv.nl/Pages/Privacy-statement.aspx
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4. Fourth phase

In the fourth phase of the activity related to the GDPR assessment in MOBISTYLE, partners have to
demonstrate to what extent issues have been managed. The GDPR validation procedure includes the
verification of all legal requirements and a self-check.

Informed consent forms that had been sighed by externals, privacy policies published on tools, and
Roles assignments at partners had been checked through this D5.6 document, as shown. A final self-
assessment will be executed through a checklist which have been prepared as follows and distributed
in the frame of D5.6.

Results of the self-assessment checklist will be reported in the MOBISTYLE Final Technical report, to
verify assessment until the very last day of the project.

4.1. MOBISTYLE tools: self-assessment checklist
Here follows the self-assessment checklist to be conducted at the very end of the project. The results
will be reported in the final Technical report.

Is my organization impacted?

1. Do you manage personal data of EU residents, such as customers and employees?
2. Do you process data of EU residents for offering them goods?
3. Do you monitor customer or user behavior in the EU?

If one of the above is yes, then proceed.
Which is your role:

4. Who are you? Data controller, Data processor, Data Subject. Check with D5.6 charts to
verify if your position is still the same in all MOBISTYLE Demo Cases.

Check people involved in the management of the data:

5. Check if you have the DPO and if this is compliant.

6. Review employee, customer and supplier contracts, and update them if necessary, to
cover personal data processing.

7. Verify if you have opened new contracts with third parties to be considered.

Manage consensus:

8. Ensure your data protection policies and privacy notices are in line with the GDPR.
9. Verify you have explicit consensus in managing data.

10. Verify your Privacy Policy is accessible.

11. Verify your privacy policy is updated.

12. Verify you have signed consensus by all users involved whose data are collected.
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5. Conclusions

Task 5.2 activities had been completed successfully. Additional activities had been put in place, in
respect to the preliminary version of the Consortium Agreement and the GDPR regulation. Activities
with a lawyer expertly support had enabled partners to completely understand the new regulation and
to apply it to the organization activities and to the MOBISTYLE project. According to this, roles,
documentations, procedures and assessments had been defined and verified.

The continuous monitoring of the Information Services for Trust and Privacy, according to the new
regulation GDPR, allows also a continuous improvement of the Data Protection both to partners and
to external demo cases.

External factors involved, including civil society that participated to the project, had been successfully
invited also being informed on Data Protection methodology.

Two deliverables had been submitted for this task: a first to ensure guidance to all the consortium,
through the submission of D5.2, and a second one to report the activities done with the lawyer and
the activities done effectively by partners, D5.6.

Additionally, a final assessment checklist had been prepared and here shared. It will be checked again
with the lawyer. Then it will be used by partners to complete a final self-assessment on data protection
before the end of the project. Results will be stated in the Final Technical Report.
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6. Definitions

Personal data is defined as any information that relates to an actual living individual (not legal entities
or deceased persons). Personal data provides information that might be used to identify a person, also
referred to as ‘natural person’ and ‘data subject’ (see Art. 4, definition 1). It includes information such
as name, surname, home address, e-mail address or location data acquired from the map on a mobile
phone. This kind of personal data is most commonly collected from employees, clients, i.e. users of
services, or from external suppliers of services. According to specific field of application, personal data
can be additionally clustered in several groups, i.e. personal information types: financial data (bank
account, IBAN), demographic data (name, gender, date of birth, age, nationality), contact channels
(phone number, address, email), government identifiers (passport number, ID number, social security,
driver license), digital identifiers (IP address, coordinate), social media (Twitter, FB, LinkedIn), and
sensitive personal information (health, sexual orientation, political views, religious affiliations, genetic,
ethnicity, etc.).

Sensitive personal data, (see above, e.g. health, sexual orientation, political views, religious
affiliations, genetic, ethnicity) according to GDPR, falls under the “special categories of personal data”
(Article 9). Personal data relating to criminal convictions and offences are not included, but similar
extra safeguards apply to its processing. The GDPR applies to both automated personal data and to
manual filing systems where personal data are accessible. Therefore, data forms used to collect user’s
Informed Consent at the MOBISTYLE demonstration sites might also fall within the scope of GDPR.
Pseudonymised personal data may also fall within the scope of the GDPR if the pseudonym might be
easily associated with a particular individual.

Data Subject is defined as a person who can be identified directly or indirectly by means of an
identifier. For example, an identifier can be a national identifier, a credit card number, a username, or
a web cookie.

Processor is defined as a natural or legal person who is appointed by Controller to processes personal
data.

Recipient is defined as natural or legal person, agency or any other body to whom the personal data
is disclosed.

Third party is defined as any natural or legal person, agency or any other body other than the Data
Subject, Controller, Processor and persons who, under the direct authority of the Controller or
Processor, are authorized to process the data. For example, in the MOBISTYLE consortium, partners or
subcontractors who would have access to personal data of end-users would belong to this category.

Data Protection Officer is defined as an individual working for a Controller or a Processor with
extensive knowledge of the data privacy laws and standards. The Data Protection Officer (DPO) should
advice the controller or the processor of their obligations according to the GDPR and should monitor
its implementation. The DPO acts as a liaison between the controller/processor and the supervisory
authority. A DPO for example can be a Chief Security Officer (CSO) or a Security Administrator.
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Annex 1 - presentation from the lawyer
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Outline

Introduction to the GDPR principles (B.
Bottalico)

Interactive exploration (all the consortium)

GDPR actors: assignment of responsibilities (B.
Bottalico and the consortium partners)

Concluding: actions and measures (B. Bottalico)

The starting point: Personal Data

- Personal data means information that relates to a data subject, regardless of whether the
data subject is identified in the scope data processing or can be identified.

Personal data include rather common data such as name, email address, place of birth, date of
birth, a picture of the data subject and so forth.

Personal data also include other, less obvious data, including data and identifiers that are more
typical to the digital economy. This can include an online identifier such as an IP address,
location data, behavioral data acquired via modern means such as the Internet of Things (loT)
or face/voice recognition systems, cookies, RFID tags etc. but also data used in relationship
with an organization or government such as an identification number.

- sensitive data with additional protection needs and stipulations: These are personal data
pertaining to, among others, personal health and health history, ethnicity, religious or political
beliefs, social and cultural identity overall, genetic data and much more.

The GDPR also applies to pseudonymized personal data but not to anonymous data.

Pseudonymization is a technique that is recommended by the GDPR.

H2020 MOBISTYLE_723032_WP5_D5.6
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» The processing of personal data: the broad GDPR definition of processing
Processing’ means any operation or set of operations which is performed on personal data or on
sets of personal data (GDPR).

Processing covers a vast reality of actions and includes storage, dissemination, changes and
management of personal data. Personal data also covers a broad reality of criteria, definitions,
exceptions, personal data identifiers, pseudonymized data and more as we’ll see. Manually dealing
with personal data (carriers) is included too.

In the second part of Article 4 (‘Definitions’} of Chapter 1 of the final GDPR text , the GDPR

defines processing as follows:

*  ‘processing’ means any operation or set of operations which is performed on personal data or
on sets of personal data, whether or not by automated means, such as collection, recording,
organization, structuring, storage, adaptation or alteration, retrieval, consultation, use,
disclosure by transmission, dissemination or otherwise making available, alignment or
combination, restriction, erasure or destruction.

- the GDPR involves ALL activities regarding personal data. This also includes capturing,
scanning and processing the personal data which hard copy documents contain and even the
simple fact of “having” personal data (or we wouldn't store or process them) or “having access to

them~,

GDPR PRINCIPLES

1) Purpose limitation.

Processing of personal data must be limited to the legitimate purpose for which that personal data was
originally collected from the data subject. This effectively forbids the processing of personal data
outside of the legitimate purpose for which the personal data was collected.

2) Data minimisation.

When collecting data, only the personal data absolutely required for that purpose may be requested.
This means that no data other than what is necessary can be requested, or stored, This is of
significance when your company is analysing data. It will be important to limit the analysis of data to a
set of anonymised data, or to a set of data for which consent has been obtained or there is a clear

legitimate processing purpose.

3) Accuracy.

Personal data of data subjects must always be accurate and kept up to date. This is simple and
straightforward, meaning that controllers are asked to ensure that data is kept accurate, and data
subjects can update their data when required.

MOBISTYLE -
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GDPR Principles

4) Integrity and confidentiality.

Personal data must be processed in a way that ensures appropriate security, including
protection against unauthorised or unlawful processing. Also, controllers must ensure that data
cannot be modified by unauthorised persons.

5) Storage limitation.

Personal data should be retained only while necessary. That is, personal data should be
deleted once the legitimate purpose for which it was collected has been fulfilled. This is not
simple, and needs to be determined in line with applicable laws that may sometimes require
personal data to be retained for a longer period than the originally envisaged processing
purpose.

6) Fair and transparent.

GDPR asks that all personal data processing should be fair; that is, companies do not perform
processing that is not legitimate. Also, companies should be transparent regarding the
processing of personal data, and inform the data subject in an open and transparent manner.
This means that personal data should be processed if, and only if, there is a legitimate purpose
for the processing of that personal data. EU GDPR requires companies to practice
transparency so that data subjects will be sufficiently informed regarding the processing of
their personal data.

Data Inventories

Identifying and
tracking data

Organisations will have to take steps to
demonstrate they know what data they
hold, where it is stored, and who it is
shared with, by creating and maintaining an
inventory of data processing activities. Data
leads will have to work closely with privacy
colleagues to ensure all necessary bases are
covered. A thorough system for maintaining
inventories needs to be implemented.
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Processors

Must keep a record of all processing activities they have done for
a controller (audit trail) and of all controllers they conduct data
processing activities for

Must have a contract or legal basis that clearly describes what
they do for the data controller, for how long, for which reasons,
which types of data and categories of data subjects and more,

Must assist controllers in many obligations such as secure data
processing, the notification duty in case of a personal data breach
(with a personal data breach notification duty from processor to
controller), the potential need for a data protection impact
assessment or prior consultation,

Must inform the data controller when using or considering to use
the services of other data processors with the additional
obligation to have a clear mandate for the described personal data
processing activities.

11

Working groups
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MOBISTYLE: GDPR-related roles and responsibilities

GDPR relevant actors

Data Subject Controller Processor (A)

Processor (B) - -
I Processor (E)

" = Mprocessor (E}
Mobistyle user A Mobistyle partner HOLONIX Highskillz = — — = — =
n:oc.cu.pant ofa (e.g. HIA, Demo, (Dashboard) (Game) Mu, UniTo,
building, user Helonix, Highskillz, [...] Consent
of apps) Demonstration

collectors

site managers)
specifies

assures

data safeguard
about personal
data collection,
transmission and
processing (through

apps/sensors) Actors out of the GDPR scope

Processor (A) . Processor (C) Processor (D) -
° Processor (B) | o ! Processor (O) |
77 Protessor(G) | s
Processors of Expert analysts Open Platform
sensor data processing Developer/user
impossible agregated data working with

to associate with

aggregated data
data subjects

Mobistyle consortium
assignment of the GDPR roles
and responsibilities
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Annex 2 - Legal report about MOBISTYLE GDPR compliance

MOBISTYLE: Legal Report about the GDPR Compliance.
Dr. Barbara Bottalico

1. Introduction:
The main aim of MOBISTYLE project is to raise consumer awareness regarding energy use, indoor

environment, health and lifestyle In MOBISTYLE. Hence, the partners —jointly — initially determined

the purposes and means of processing personal data that were going to be collected.

In particular, Information about energy use and behaviour are the first to be collected and they are

made available to users.
In MOBISTYLE, sensitive data according to article 9 GDPR are not collected or processed.

The MOBISTYLE platform enables the flow of data across several ICT components, i.e. modules.
This modular system (described in Deliverables D4.1 and D4.2) utilises the extended and adjusted
software applications developed by DEMO (Re suite) and by Holonix /(i-Like). Regarding users’
interaction with the system, the following ICT tools are provided: Dashboard (mobile and desktop
version) developed by Holonix and a mobile game that is under development by HighSkillz. The
raw data coming from the five demonstration cases are collected, pre-processed and stored in
the databases of RE suite, while the user profile data (Dashboard) are stored in the i-Like

databases.

In the Deliverable 4.1., par. 2 (p. 11) the types of “raw data” are listed, divided for Countries where
each demonstration case is being run. Data are mainly referred to energy consumption, humidity,

water temperature, electricity use, and window/door opening.
In this phase, the crucial point is to properly identify the actors:

- Data subjects are MOBISTYLE users, that is occupants of a building, users of apps etc.

- Data Controllers are each MOBISTYLE partners (HIA, MU, Tauron, Polito, AAU, Whirlpool
and demonstration site managers) as far as determine the purposes of the collection and
processing of data.

- Data Processors are those partners that are doing activities according to the finalities are
provided by the Controllers, the companies and organization that run the buildings if they
have access to the data, and those who process data, servers and data repository and

manage services and tools.
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In the following two paragraphs the roles Data Controller and Data Processor will be detailed in
light of the GDPR and then specified with reference to the participants in the MOBISTYLE Project.

Data Controller

Article 4 of GDPR defines a data controller as “a natural or legal person, public authority, agency,

or other body which alone or jointly with others determines the purposes and means of processing

personal data.” A data controller could either be an organization/ company or an individual that

collects and processes information about customers, patients, etc. Under GDPR, the data

controller is responsible for ensuring that data is processed in compliance with the principles of

lawfulness, fairness, transparency, data minimization, accuracy, storage limitation, integrity, and

confidentiality.

Processing of special categories of personal
data

Reference to GDPR Practical Tasks of the Data Controller according to GDPR
Prohibit the processing of certain classes of data (e.g.
genetic/ biometric details), unless under certain conditions

Art. 9

(e.g.

the data subject has provided explicit consent to process the
given data)

Art. 13

Information to be provided where personal
data are collected from the data subject

When personal data is collected, provide data subjects with
relevant details such as the purpose of processing the data,
recipients of the data, and period for which the data will be
stored

Art. 14

Information to be provided where personal
data have not been obtained from the data
subject

When personal data has not been collected, provide data
subjects with relevant details such as the purpose of
processing the data, recipients of the data, and period for
which the data will be stored

Art. 22, Section 3

Automated  individual
including profiling

decision-making,

Implement measures to safeguard the data subject’s rights
to contest decisions that were based on automated data
processing, including profiling

Art. 24, Section 2 Responsibility of the
controller

Establish appropriate data protection policies
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Art. 47, Section 2 Binding corporate rules

Create binding corporate rules to regulate the international
transfers of personal data.

Art. 33, Section 5

Notification of a personal data breach to the
supervisory authority

Document any personal data breaches

Art. 46

Transfers subject to appropriate safeguards

Conduct assessments, and implement appropriate
safeguards before transferring personal data to a third
country or international organization

Art. 24, Section 3 Responsibility of the
controller

Adhere to codes of conduct or certification mechanisms to
demonstrate compliance with data protection requirements

Art. 25, Sections 1 & 2

Data protection by design and by default

Implement technical and organizational measures to
minimize the collection and processing of data

Art. 25, Section 3

Data protection by design and by default

Demonstrate compliance with data minimization and
protection principles

Art. 32, Section 1b Security of processing

Implement measures to ensure the confidentiality,
integrity, availability, and resilience of processing systems
and services

Art. 32, Section 1d Security of processing

Ensure ongoing testing, assessment, and evaluation of the
effectiveness of data security measures

Art. 32, Section 3 Security of processing

Adhere to codes of conduct or certification mechanisms to
demonstrate compliance with data security requirements

Art. 35

Data protection impact assessment

Conduct a Data Protection Impact Assessment (DPIA)
when a data processing activity is likely to result in a high
risk

Art. 35, Section 11

Perform reviews to assess if data is being processed in
accordance with DPIAs
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Data protection impact assessment

Art. 47, Section 2j Binding corporate rules

Conduct data protection audits to verify compliance with
binding corporate rules

Art. 12, Section 3 Transparent information,

communication and modalities for the exercise
of the rights of the data subject

Respond to requests for information from data subjects in
a timely manner

Art. 15, Section 1f

Right of access by the data subject

Respond to requests from data subjects on their right to
access their data, and to lodge a complaint with the
supervisory authority

Art. 16

Right to rectification

Respond to requests from data subjects on their right to
rectify any data that is inaccurate or incomplete

Art. 17

Right to erasure

Respond to requests from data subjects on their right to be
forgotten

Art. 18

Right to restriction of processing

Respond to requests from data subjects on their right to
restrict the processing of data under specific conditions

Art. 19

Notification obligation regarding rectification or
erasure of personal data or restriction of
processing

Notify data subjects on the actions taken to rectify or erase
personal data, or restrict data processing

Art. 21

Right to object

Respond to objections from data subjects on the
processing of personal data

Art. 22, Section 4

Automated individual
including profiling

decision-making,

Ensure that automated decision-making does not extend
to special categories of personal data, unless suitable
measures are in place to safeguard the data subject’s
rights

Art. 33

Notification of a personal data breach to the
supervisory authority

Notify the supervisory authority of a personal data breach
within 72 hours of becoming aware of it
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Art. 34

Communication of a personal data breach to
the data subject

Notify data subjects of personal data breaches without
undue delay

Art. 36

Prior consultation

Consult the supervisory authority when a DPIA indicates
that processing would result in a high risk

Art 38, Section 4

Position of the data protection officer

Ensure that DPOs can manage requests from data
subjects with regard to data processing issues

Art 28, Section 1 Processor

Onboard only those data processors that can ensure
compliance with data protection requirements

Art 28, Section 3 Processor

Implement contracts to govern how data processors store
and process data

Art. 32, Section 1c¢ Security of processing

Restore the availability and access to personal data quickly
in the event of a physical or technical incident

Data Processor

Article 4 of GDPR defines a data processor as “a natural or legal person, public authority, agency,

or other body which processes personal data on behalf of a controller.” Data processors could

include organizations such as payroll firms, cloud service vendors, and data analytics providers.

While data processors report to data controllers, they are also directly accountable for data

protection under GDPR. Incidentally, data processors can also be data controllers. A typical

example is that of a vendor conducting market research for another enterprise would be a data

processor, but when managing the data of their own employees, they take on the role of a data

controller.

Within MOBISTYLE, it is the case of a company or an institution that are partners of the project or

sub-contractor but, at the same time, collect data from data subject who are users of their devices

(e.g. FitBit or Whirpool) or who are accommodated in the spaces owned or managed by them.
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Reference to GDPR

Practical Tasks of the Data Processor according to GDPR

Art. 46

Transfers subject to appropriate
safeguards

Conduct risk assessments, and implement appropriate safeguards
before transferring personal data to a third country or international
organization

Art. 28, Sections 3f and 3h
Processor

Assist the controller in ensuring compliance with GDPR requirements,
and managing audits

Art. 28, Section 5 Processor

Adhere to codes of conduct or certification mechanisms to demonstrate
compliance with GDPR

Art. 32, Section 1b Security of
processing

Implement measures to ensure the confidentiality, integrity, availability,
and resilience of processing systems and services

Art. 32, Section 1d Security of
processing

Ensure ongoing testing, assessment, and evaluation of the effectiveness
of data security measures

Art. 47, Section 2j
corporate rules

Binding

Conduct data protection audits to verify compliance with binding
corporate rules

Art. 33, Section 2

Notification of a personal data
breach to the supervisory
authority

Notify the controller of a data breach without undue delay (in case data
are not encrypted or anonymized)

Art 38, Section 4

Position of the data protection
officer

Ensure that DPOs can manage requests from data subjects with regard
to data processing issues

Art. 28, Section 2 Processor

Ensure approval of the controller before engaging another processor

Art. 28, Section 4 Processor

Conduct effective due diligence on downstream processors to ensure
that they can comply with data protection requirements
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Art. 32, Section 1c Security of | Restore the availability and access to personal data quickly in the event
processing of a physical or technical incident

2. Roles and responsibility in MOBISTYLE
The actors within MOBISTYLE project will be identified according to their role in each

demonstration case:

1) Kilderparken (Denmark)

Data controllers are Aalborg University, as demo case coordinator and Himmerland, as

apartments manager.

Data Processors are Varmekontrol (local database); Demo (Sensor Data repository) and Microsoft

(Azur Cloud).

The informed consent® is collected by Aalborg University among the people who lives in the

Himmerland apartments (data subjects)

The following image (also the following ones) was part of the recap document prepared by Dr.
Aleksandra Sojic (HOLONIX) after the workshop that took place in Turin in October 2018, and

describes the flow of data:

6 As a legal expert, Barbara Bottalico proof edited the consent (Italy and Denmark).
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WPS5 - T5.2 (WP5/WP6) MOBISTYLE GDPR roles
Demonstraton case 1: Kildeparken (Denmark)

Varmekontrol Himmerland '
(local database) S Be
R
C) /i P
Aalborg Uni [
Microsoft | (Demo case
(Azure Cloud) co-ordinator)
e HighSkilz -

(Sensor data

repository) (Bame)

MOBISTYLE Controller c Processor P Consent -

2) University of L jubljana (Slovenia)

The Data Controllers are IRl and the University of Ljubljana. The Data processors are Holonix,
which runs the Dashboard; DEMO, which manages the sensor data repository; Amazon which
operates with the INAP cloud for the IAQ Data management; Microsoft which runs the Azure
Cloud; SACADA for Building Data Management; GE Historian which processes the database and
SFTP.

IRI does not have direct access to Demo and Azure’ but, as a controller it has the possibility to

check on them, within the scope of the project.

The informed consent is collected from the people working at the University of Ljubljana (data

subjects)

The following image describes the flow of data.

7 After the delivery of Bottalico document, IRI-UL checked to confirm this sentence, but no
access is available to Azure.
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WP5 - T5.2 (WP5/WP6) MOBISTYLE GDPR roles
Demonstraton case 2: University of Ljubljana (Slovenia)

P_ GE Historian P SCADA P \ c
SFTP (Process (BMS) Uni Lju |~
Database) n,z} A
c KU P
| 1y
P Amazon | P =
Microsoft (INAP Cloud; IRI
(Azure Cloud) |AQ data) ' uL
o P
DEMO Holonix
(Sensor data = (Dashboard)
repository)

MoBiIsTyLe | comter (€ processor P G [

3) Orologio Living Apartments (Italy)®

In the ltalian case study, Politecnico di Torino and the Hotel Orologio are Data Controllers.

The monitored data of the hotel are stored on the SQL database which is managed by an external
company (Building Intelligence Group). The stored data are acquired by DEMO on their platform
(sensor data repository) but can also be directly accessed by Politecnico di Torino (also “PoliTo”).
PoliTo will also have access to the data collected by DEMO through an expert tool, currently in
development. DEMO transforms the raw data from the SQL server into Key Performance
Indicators and forwards them to Holonix. Key Performance Indicators can then be visualized by
the end users for behavioral change (hotel manager/staff and guests) and by the data controller

for evaluation purposes (PoliTo). Polito, as the main Data Controller will ask the consent of the

8 After the legal report delivery, the way the project evolved made it necessary to readjust
and clarify some legal aspects at demo case level. In the Italian demo case, due to a change
in the relationship between POLITO and the Hotel, it has been necessary to review the text
from the legal report as follow. POLITO can access quantitative (monitored) data from guests in an
anonymous way. The only holder of personal data for the Italian demo case (apart for Holonix) is the
Hotel Orologio Living Apartments. In this role, the Hotel informs the guests about the project through
an inform consent, and agrees with them, via the sign of their privacy sheet, to treat and
communicate their personal data for research purposes within the project. Contextually, guests
agree also in providing qualitative data, gathered through questionnaires, which POLITO access as
anonymous. POLITO, as Data Controller, cannot be considered as the holder of personal data
treatment (as defined by the GDPR). Since there is no way that POLITO can link the data
collected/processed to a specific guest, GDPR is not applicable.
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users for data collection and analysis, while Holonix will gather direct (and personal) information
from the users for creating access (login details) to their ICT solutions (Dashboard and mobile

application).
PoliTo (as a Controller) selects which data will be exported from BIG and sent to DEMO.

Big (which manages the database); Demo (which manage the sensor data repository), Microsoft

(which runs the Azure Cloud), and Holonix that runs the dashboard are the Data processors.

The image below show the flow of data.

WP5 - T5.2 (WP5/WP6) MOBISTYLE GDPR roles
Demonstraton case 3: Orologio Living Apartments (Italy)

BIG

(Database) Hotel

Polio c/,ﬁ? P

Microsoft " (Demo case
(Azure Cloud) co-ordinator)

DEMO P
(Sensor data
repository)

Holonix
(Dashboard)

MOBISTYLE Controller C Processor P Consent ﬂ

4) Qeske (Netherlands)

Data Controllers are the University of Maastricht, which is the demo case coordinator, and

Huygen, which also collect the informed consents from the data subjects.

Data Processors are FitBit, which manage the wereable devices, the server and data repository;

and Microsoft which runs Azure Cloud.

However, Fitbit is also data Controller with reference to the data directly collected through the
wereable devices, since it autonomously collects and processes the same data of subjects, and
for further purposes than those of MOBISTYLE.
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WPS5 - T5.2 (WP5/WP6) MOBISTYLE GDPR roles
Demonstraton case 4: Qeske (Netherlands)

Microsoft
(Azure Cloud) c 2 Qeske
Uni Maastricht O
(Demo case ';7
co-ordinator) /l
Huygen E
Fitbit P .
(server, data
repository) (Wearables) C

MOBISTYLE . Controller ‘c Processor P Consent -

5) Smart City Wroclaw (Poland)

Data Controllers are Tauron, which is the demo case coordinator, and the Houses managers.

Data processors are Highskillz, which provides for the games to users, Demo, as the sensor data
repository, lerta (Husar labs); Sub-processors are Microsoft, which runs Azure Cloud, Whirpool,

which collect data from the washing machines, and IBM which runs the cloud service.

Whirpool, however, is also data Controller as it collects data directly from the users in their daily

lives and processes them independently.

The following image presents the flow of data.

WPS5 - T5.2 (WP5/WP6) MOBISTYLE GDPR roles
Demonstraton 5: Smart City Wroclaw (Poland)

Amazon . Lerta 7 Houses
(A.Cloud) | (Husar labs) 222 el
. ' C o P
‘ Tauron /iﬂ
Microsoft (Demo case
(Azure Cloud) co-ordinator)
= P -
1BM . Ll - HighSkilz
(Sensor data 2
(Cloud serv.) ) (Game)
repository)
Whirlpool

(Washing m.) c :

MOBIST Y-l E . Controller ‘(_: Processor P Consent n
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More in general, Data Controller and Data Processor sign a contract in which they describe and
agree on what activity, and the modality of it, the Data Processor will do for the Data Controller,
for how long, for which reasons, which types of data it collects and processes, and the categories
of data subjects. Responsibility is shared between data controller and data processor as detailed

in the tables at the beginning of the document.

3. The DPO in MOBISTYLE
According to Article 39 GDPR, the data Protection Officer (DPO) is expected:

1. toinform and advise the controller or the processor and the employees who carry
out processing of their obligations pursuant to this Regulation and to other Union
or Member State data protection provisions;

2. to monitor compliance with this Regulation, with other Union or Member State data
protection provisions and with the policies of the controller or processor in relation
to the protection of personal data, including the assignment of responsibilities,
awareness-raising and training of staff involved in processing operations, and the
related audits;

3. to provide advice where requested as regards the data protection impact
assessment and monitor its performance pursuant to article 35

4. to cooperate with the supervisory authority;
to act as the contact point for the supervisory authority on issues relating to
processing, including the prior consultation referred to in Article 36, and to consult,
where appropriate, regarding any other matter.

In the performance of his/her tasks, the DPO must have due regard to the risk associated with

processing operations, considering the nature, scope, context and purposes of processing.

The GDPR provides for the designation of the DPO in the following cases: (i) when the processing
is carried out by a public authority or body, except for courts acting in their judicial capacity; (ii)
when the core activities of the controller or the processor consist of processing operations which,

by virtue of their nature, their scope and/or their purposes, require regular and systematic
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monitoring of data subjects on a large scale; (iii) if the core activities of the controller or the
processor consist of processing on a large scale of special categories of data pursuant to article
9 GDPR (personal data revealing racial or ethnic origin, political opinions, religious or philosophical
beliefs, or trade union membership, and the processing of genetic data, biometric data for the
purpose of uniquely identifying a natural person, data concerning health or data concerning a

natural person’s sex life or sexual orientation or personal data relating to criminal convictions).
In MOBISTYLE project, the following partners already have a DPO®:

- Huygen Installatie Adviseurs: YES/NO — internal/external
- DEMO Consultants: YES/NO — internal/external

- Maastricht University: YES/NO — internal/external

- IRI'University of Ljubljana: YES/NO — internal/external

- Aalborg University: YES/NO — internal/external

- Politechnico Torino: YES/NO — internal/external

- Holonix: YES/NO — internal/external

- Highskillz: YES/NO — internal/external

- Whirlpool: YES/NO — internal/external

- Tauron Polska Energia: YES/NO — internal/external

MOBISTYLE’s partnership is composed by private and public institutions; for the purpose of this
report it is relevant to understand if the collected and processed data requires a further
designation of a DPO for the project, on the assumption that the monitoring on privacy issues by

each single partner could not be enough in order to be compliant to the GDPR principles.

First, in MOBISTYLE sensitive data according to article 9 GDPR are not collected or processed.

Also, they would not have any relevance for the purposes of the project.

As regards the second prerequisite, there is no partner institution whose core activities consist of
processing operations which, by virtue of their nature, their scope and/or their purposes, require

regular and systematic monitoring of data subjects on a large scale.

% This part of the document had been left to be completed with confirmed names, as stated at the
beginning of the deliverable in chapter 2.1 letter C.
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In the context of the Regulation, the large-scale processing has been interpreted as that aimed at
processing a significant amount of personal data at regional, national or supranational level, and
which could affect a large number of stakeholders. For example, a search engine complements

this requirement.

In this case, the sub-contractors — such as Amazon (which runs the cloud service) and Fit Bit —
are undoubtedly involved in this kind of activity and, thus they have designated a DPO for their
company’s business. The DPO is however expected to monitor the processing of all data collected

by the companies and, as such, to monitor the implementation of GDPR.

In the MOBISTYLE context, the analysis of the raw data is not going to be done on a personal
information basis but rather on aggregated data according to the single location where data

subjects are accommodated or are working and not on a large scale.

In conclusion, the type of collected data, the activity of the DPO designated by partner institutions,
combined with a proper contractual regulation between them and the sub-contractors, and — more
in general — the attention given to privacy issues in the collective activities within the duration of
the project (e.g. The workshop on privacy issues; this legal report; a constant update of the

activities, and so son) is expected to guarantee for the correct implementation of GDPR principles.
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Annex 3 - Privacy Policy

Dashboard
Here follows the privacy policy for the MOBISTYLE Dashboard, in desktop and mobile app version,
made by HOLONIX.

Privacy policy

Drata Contreller: HOLOMIE, with headquarters at Meda (WE), Ttaly, 20821, Corze Itzha &, m the
perzon of the legal representative pro fempors Jacope Caszina,

In accordances with EUT Eegnlation Mo, 2016/67% —General Diata Protection Eegulation (GDPE) and
with the nationzl legislation, hereinafiar refarred to collectrvely as the "Applicable Law”, this privacy
pelicy ("Policy™) deseribes how HOLONI collects, protects and uses personal data information
{heraby alse "Personal Information™) vou may provide on:

1. the mobistyle demo holonix. biz Dashboard,
2. the Mobastyla APP available on Google store as “MOBISTYLE".

It alse dezcribes the cholces availabls to vou regardmz our use of vour Personal Information and how
you can access and update this mformation.

Pursmant to legal provisions, Holomix guarantsez that the processing of persomal data wall be
performed in consideration of fundamental nights and freadoms as well as the dignrty of the data
subject, and m accordance with the legislative prowizioms of the Applicable Law and the
confidentiality clauses meludad therem

In particular, the processme of personal data will be carried out in accordanca with the principles of
lawfulnezz, fairmess, transparency, accuracy, purpose and storage lpmitations, datz mommusation,
mtegnity and confidentiality.

Before providing anv personal data or completing an electromic onlme form, we myvite uszers to
carefully read this privacy pelicy.

Collection of personal information

"Personzl datz" or “persemal Information™ means anwy information relatng fo an identifisd or
identifiable natural person (the "Data Subject). An identifizble natural person is one who can ke
wdentified, directly or mdirectly, in parficular by reference to an 1dentifier such as a mame, an
identificafion sumbar, location data, an online identifier or to one or more factors specific to the
phy=ical phyvziolesical, mental economuc, cultural or zocial identity of that natural person.

The personal data that may ke processed meludes browsing data, data provided voluntanly by tha
datz subject and cooloes.

We recerve and store any information vou kmowingly provids to us when vou are reguested to be
registerad. This information melude vour emazil address, name, or other Personal Information and are
necessary to complate the registration. Users who are uneartam about what mformation 15 mandatory
are mvited to contact us.

Collection of non-personal information

Whan you visit the Dashboard our servers automatically record mformation that your browser sands.
Thiz data may inchide imformation swch as vour devica's IP address, browser fype and version,
operating svetem type and version, languaze preferances or the wabpags vou were visiting before vou
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came to our Dashboard | pages of our Dashboard that vou wasit, the time spent on those pages,
mformation vou zearch for on our Dashboard | access timas and datasz, and other statistics.

The recipuents of the data are the emplovess of HOLONIY or persons who have aceess to personal
datz and who are in charge of the data processmng activities and anthorized and mstructed to carry out
data procezzing activities by the data controller.

Perzonal data mav be communicated to external servies providers (2. g. sendims e-mails and analysing
the fimetional capability of the websita), which tvpieally process Persomal Datz on behalf of
HOLOKEL as data processors. When required, vour perzonal data will be forwarded to public
admimistratrve bodies and agencies, as providad by law.

Managing personal information

You are able to aceess, add to, update and delste certain Personal Information zbout you. The
mformation vou can viaw, l.1pu:1.1.t+11 and delete may change az the Dashboard changez. When vou
update information, howewvar, we may maintam a copy of the wrevized information in our recards.
Some information may remain in our private records after vour delstion of such information from
your account. We will retain and uwse vour information as necessary to comply with our legal
obligations, resclve disputes, and anforce our agreementz. We may use any aggregated data derived
from or meorporating your Personal Information after you update or dalsts 1t, but not in 2 manmer that
would identify you persomzlly. Once the retention period expires, Personal Information shall be
deleted. Therefore, tha right to access, the right to erasure, tha right to rectification and the right to
data porfabality cannot be enforced afier the expiration of the retention pericd.

Perzonal data will be stored for the time neceszary to carrv out the purposes for which it was collected
or az long as the service (section 3 b} 1= availzble and or vou remain subseribed to it Apart from the
above, vour perzonal data will be retamed for 2 period of time necessary or permirtted to comply with
the Arplicable Lawr; when this pariod has been reached, the data shall be deleted or made ancmymons.

Use and processing of collected information

Ay of the information we collect from you may be used to personalize vour experience; run and
operate cur Dazhboard and Services. Non-Personal Information collected 1= used only to identify
potential cases of zbuse and establish statiztical information regarding Dazhboard usage. This
statistical information 1= net ctherwise agsregated m such a way that would identify any particular
uzar of the systern.

We may process Perzonal Information relatad to you if one of the following applias: (1) You hava
gfven vour conszant for one or more specific purposes. Mote that under some legizlations we may be
allowed to process mformation unhl vou chyject to such processing (by opting cut), without having to
rely on consent or anv other of the following legal bazes below. Thiz, howsaver, doss not apply,
whenever the processing of Personal Information 13 subject to European data protection law; (1)
Provizmon of information 15 necezsary for the performancs of an agreament with vou and'or for any
pre-contractual oblizations thereof; (i) Processing 15 necezsary for compliance with a legal obligation
to which you are subject; (1v) Processing 1s related to a task that i1z carried out i the public mterest
or in the exercize of official authenity vested m us; (v) Processing 1= naceszary for the purpozsz of the
legitimate interests pursued by us or by a2 third party. In any case, we wall ha happ'L to clanfy the
3.].1E|::|ﬁ|: legal baziz that appliss to the procazzsmgz, and m pa.th.;:ula: v.heth&r the provizion of Parsonal
Data iz 3 statutory or contractual requirement, or a requirsment necesszary to enter into 2 contract.
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Information transfer and storage

Diependims on your location, data transfers may imvolve transfarring and storing vour information in
a country other than vour own. YVou are antitled to leam about tha legzal baziz of mfcrmation tramsfars
to a country outside the European Union or to any internationzl organization governad by public
mternational lavwr or set up by two or more countries, such as the UM, and about the sacunty measures
taken by uz to zafaguard vour mformation. If any such transfer takes place, vou can find out more by
checking the relevant sections of this document or mauire with us nsmg the mformation provided m
the contact section.

The rights of users

You mav exerciza certain rights regarding vour mformation procassed by us. In partioular, vou hava
the right to do the following: (1) vou have the right to withdraw consent where you have previoush:
Erven vour conzant to the procesamgz of vour mformation; (1) yvou have the nght to object to tha
proceszing of your mformation if the processing 15 carmied out on a legal basis other than consent; (111)
you have the right to leam if information is being procsssed by us, obtam disclosure regarding cartain
azpects of the proceszing and obfain a copy of the mformation undergoing proceszing; (1v) vou hava
the right o verify the accuracy of vour mformation and azk for it to be updated or corrected; () vou
hava the nght, undar certamn circumstances, to restrict the procezzmz of your mformation, m which
caze, we will not process vour information for any purposze other than stormng it; (vi1) you have the
right, under cartam eircumstances, to obtain the erasure of vour Personal Information from us; (vid)
you have the right to receive your information m 2 structured, commonly uzed and machme readabla
format and if technically feazible, to have it transmitted to another controller without any hindrance.
This provision 1= applicabls provided that vour information 1z processed by automated means and that
the proceszing 1= based on your consent, on a contract which vou are part of or on pre-contractual
obligations theract

The right to object to processing

Where Personal Information 1= processed for the public interest, m the exercize of an official authority
vested 1 uz or for the purposes of the lagitimate mterests pursued by uz, vou mav cbject to zuch
proceszing by providing 2 ground related to your particular simation to justify the objection. You
st kmowr that, howsever, zhould vour Persomal Information be proceszad for direct marketing
purposes, you can object to that procezzing at any time without providing any justification. To leam,
whethar we are procesamgz Personal Information for direct marketing purpeses, vou may rafer to tha
relevant sections of this document.

How to exercise these rights

Ay raguaests to exarcise Uzar nights can be directed to the Owner through the comtact details provided
i thizs document. Thesza requests can be exercized fee of charge and will be addreszzed by the Cramer
az earky az poszibla and alvays within one month.

Privacy of children

We de not kmowmgly cellect any Personal Information from children undar the aga of 13. If you are
under the aga of 13, plaaze do not submit any Personal Information through our Website or Service.
We encourags parents and legal guardians to monitor their chuldren’s Intemst nsage and to help
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enforee this Poliey by instructing their chuldren naver to provids Personal Information throusgh our
Webzite or Service without their permizzion. If vou have reazon o believe that a child undar the aga
of 13 has provided Parsonal Information to us through our Website or Servics, please contact us. Yon
rnst ales be at laast 16 vears of age to consent to the proceszing of your parzonal data in vour country
{in some countries we may allow your parent or guardian to de =0 on vour behalf).

Cookies

The Webazite uses "cockies” to help perzonalize vour online sxperience. &4 coolie 1z 2 text file that 1=
placed on vour hard disk by 2 web page server. Cookies cannot be used to rum programs or daliver
virnses to vour computer. Cockiss are umiquely azzsigned to vou, and can only be read by a web server
m the domain that 1zsued the cockie to vou. We may use cookies fo collect stors, and track
mformaton for statizheal purpozasz to operate cur Wabsite and Services. You have the ability to
accept or decline cockiss. Most web browsers automatically accept cockies, ut you can usually
medify your browser settmg to decline coclkies if you prafer. If vou chooza to decline coolkaes, yvou
may not be able to fully exparience the features of the Webzite and Sarvices. To leam more about
cockies and how to manage them, visit mfemetcookies.org

Do Not Track signals

Some browszers incorporate 2 Do Wot Track feature that signals to websites you visit that vou do not
want to have vour onlme actvity tracked. Tracking 1= not the same as wsing or collectmz information
1 connection with a webzite. For these purposes, frackimg refers to collecting personally identifiabla
mformation from conzumers who use or visit 2 website or online sarvice as they move across diffarent
websitaz over time. How browsers commumeata the Do ot Track signal 1s not vet uniform. Az a
rezult, this Wabsite is not yet zat up to interpret or rezpond to Do Mot Track signals commumicated
by vour browser. Even so, as deseribed 1n mers detail throughont thiz Poliey, we limas our use and
collection of your personal mformation.

Information security

We zecure mformation vou provide on computer servers In a controlled, securs environment,
protected from unanthorized access, use, or disclesure. We maintain reascnable administrative,
technical, and physical safaguard:z inm an effort to protect agamst wnautheorized access, use,
modification, and dizclosurs of Personal Information i its control and custody. However, no data
transmizsion over the Internet or wireles: network can be guaranteed. Tharefore, while we sive to
protect your Personal Information, vou acknowledze that (1) thers are securtty and privacy limrtations
of the Infernat which ars beyond our control; (11} the secunty, mtegrity, and prrvacy of any and all
mformation and data exchanged batween vou and our Website cannot be guarantesd; and (11) ame
such information and data may be viewed or tampered with in transit by a third-party, despite best
efforts.

Data breach

In the event we bacome aware that the zacunty of the Dashboard has been compromized or usars
Persomnal Information has been dizclosed to wnrelated thurd parties az a result of extemal activity,
meluding, but net lomitad to, security attacks or frand, we reserve the rnght to take reasonably
appropriate maazures, meluding, but not imited to, mvestization and reporting, as well az notification
to and cooperation with law enforcement awthorities. In the event of a data breach, we will maks
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reazonable efforts to notify affected mdividuals if we balieve that thers 1= 2 reazonable rizsk of harm
to the user as a result of the breach or if notica 15 othermnse requirad by law. When we do, we will
send you an email.

Legal disclosure

We will dizclose any information we collect, use or recerve if requirad or permitted by law, such a=
to comply with a subpoena, or similar lezal process, and when we believe in good faith that dizclosurs
15 naceszary to protect our rights, protact vour zafety or the zafety of othars, mvestigats fravd, or
rezpond to a government request.

Changes and amendments

We reserve the night to modify thiz Policy relating to the Dashboard at any fime, effectiva upon
posting of an updated version of this Policy on the Wabsite. When we do we will zand vou an email
to motfy vou. Contimoed use of the Dachboard after amy such changes shall constitute yvour conzent
to such changes.

Acceptance of this policy
You acknowledze that vou have read this Policy and agree to all its terms and conditions. By using

the Dashboard vou agres to be bound by thas Pohiey. If you do not agree to abide by the terms of this
Policy, vou are not avthorizad to use or access the Dashboard .

Contacting us

If vom hava any questions about thiz Policy, pleaszs conmtact uz at the followmgz ernail address:
infoi@holonix it or heda (MB), Italv, 20821, Corso Italia 8.

This docuntent was last updated on March 20, 2019

H2020 MOBISTYLE_723032_WP5_D5.6

52



@VIOBISTYLE PN

MOBISTYLE Game

Here follows the privacy policy for the MOBISTYLE Game, in mobile app version, made by HighSkillz.

This document contains two parts: End-user License Agreement and a Privacy Policy. Please
read them attentively before proceeding,

End-User License Agreement

PLEASE READ THIS CAREFULLY BEFORE CONTINUING

BEFORE CLICKING ON THE "ACCEPT" BUTTON BELOW TO COMMENCE USING THE APP, YOU
SHOULD CAREFULLY READ THE TERMS AND CONDITIONS OF THIS LICENCE AGREEMENT. BY
CLICKING ON THE "ACCEPT" BUTTON BELOW YOU ARE AGREEING TO BE LEGALLY BOUND
BY THE TERMS AND CONDITIONS OF THIS LICENCE AGREEMENT AND AGREE TO BECOME A
LICENSEE. IF YOU DO NOT AGREE TO ALL OF THE TERMS AND CONDITIONS OF THIS LICENCE
AGREEMENT YOU SHOULD CLICK THE "DO NOT ACCEPT" BUTTON AND NOT USE THE APP.

When you accept the terms and conditions of this Licence Agreement by clicking on the
"accept" button below, HighSkillz Ltd (the "Licensor") shall immediately grant you (the
"Licensee") a limited, non-exclusive, non-transferrable licence to Use MobiStyle Game App
and any and all accompanying documentation (the "Software") for personal, home and
academic purposes only.

1. Use of the Software

1.1 In this Licence Agreement, "Use" shall be defined as including the installation of the
App by copying, transmitting or loading it into the permanent memory of a computer or
other device (each a "Computer") for the processing of the system instructions or
statements contained in the App. "Use" shall not include copying the App in machine-
readable form for the purposes of understanding the contents of such machine-readable
material (which may be known as reverse-engineering).

2. Nature of the Software
The App is commercially licensed software. It is not open-source, freeware or shareware.

3. Licensee's Undertakings

By accepting the terms and conditions of this Licence Agreement you hereby undertake:
3.1 Not to disassemble, decompile or otherwise reverse-engineer the App;

3.2 To reproduce and include any and all copyright notices of the Licensor as they
appear in or on the App and any and all copies thereof;

33 Not to permit or facilitate the Use of the App in any manner which would
constitute a breach of the terms and conditions of this Licence Agreement;

3.4 Not to place or distribute the App on any website, ftp server or similar location
without the express prior written consent of the Licensor; and

35 Not to Use the App for any purpose which may be deemed immoral, illegal,

offensive, threatening, abusive or otherwise harmful.

4. Limited Warranty

4.1 Subject to the limitations and exclusions of liability below, the Licensor warrants
that the App will materially conform with any documentation that accompanies it and with
any specifications or descriptions provided by the Licensor.
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42 The App is provided "as is" without any warranty of any kind, whether express or
implied, including but not limited to the implied warranties of merchantability, fitness for a
particular purpose, title and non-infringement.

4.3 The Licensor does not warrant that the App will be error-free or that such errors
will be corrected, and the Licensee is solely responsible for all costs and expenses associated
with the rectification, repair or damage caused by such errors.

4.4 The Licensor shall not be liable if the App fails to operate in accordance with the
limited warranty as a result of any modification, variation or addition to the App not
performed by the Licensor or caused by any abuse, corruption or incorrect use of the App,
including use of the App with equipment or other software which is incompatible.

4.5 In the event that the Licensor incurs any liability of any kind, that liability shall be
limited to the licence fee paid by the Licensee for the App. Nothing in this Clause 4 nor in
the remainder of this Licence Agreement shall limit or exclude the Licensor's liability for
death or personal injury arising out of the Licensor's negligence nor for fraudulent
misrepresentation.

5. Your Statutory Rights

This Licence Agreement gives you specific legal rights and you may also have other rights
that vary from one country to another. Some jurisdictions do not allow the exclusion of
implied warranties, or certain kinds of limitations or exclusions of liability, so the limitations
and exclusions included in this Licence Agreement may not apply to you. Other jurisdictions
do allow limitations and exclusions subject to certain conditions. In such a case the
limitations and exclusions included in this Licence Agreement shall apply to the fullest
extent permitted by the laws of such applicable jurisdictions. If any part of the limitations or
exclusions in this Licence Agreement is held to be void or unenforceable, such part shall be
deemed to be deleted from this Licence Agreement and the remainder of the limitation or
exclusion shall continue in full force and effect. Any rights that you may have as a consumer
(i.e. a purchaser for private as opposed to business, academic or government use) are not
affected.

6. Intellectual Property Rights

The App and related documentation are copyright works of authorship and are also
protected under applicable database laws. The Licensor retains ownership of the App and all
intellectual property rights subsisting therein, regardless of the form in which such copies
may exist. This Licence Agreement is not a sale of the original App or any copies thereof.

7. Term and Termination

7.1 This Licence Agreement is effective until terminated. You may terminate it at any
time by uninstalling and/or destroying the App together with all copies in any form.

7.2 This Licence Agreement shall also terminate upon conditions set out elsewhere in

this Licence Agreement or if you fail to comply with of the terms and conditions of this
Licence Agreement.

7.3 You agree that, upon such termination, you will uninstall and/or destroy the App
including any copies in whatever form.

8. General
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8.1 Each party irrevocably agrees that the courts of the country of registration of the
Licensor, its subsidiary office, or reseller which issues an invoice for the App, shall have
exclusive jurisdiction to resolve any controversy or claim of whatever nature arising out of
orin relation to this Licence Agreement and the place of performance of this Licence
Agreement shall be that country and the laws of that country shall govern such controversy
or claim.

8.2 This Licence Agreement constitutes the complete and exclusive statement of the
Licence Agreement between the Licensor and you with respect to the subject matter of this
Licence Agreement and supersedes all proposals, representations, understandings and prior
agreements, whether oral or written, and all other communications between us relating to
that subject matter.

8.3 Any Clause in this Licence Agreement that is found to be invalid or unenforceable
shall be deemed deleted and the remainder of this Licence Agreement shall not be affected
by that deletion.

8.4 Failure or neglect by either party to exercise any of its rights or remedies under this
Licence agreement will not be construed as a waiver of that party's rights nor in any way
affect the validity off the whole or part of this Licence Agreement nor prejudice that party's
right to take subsequent action.

8.5 This Licence Agreement is personal to you and you may not assign, transfer, sub-
contract or otherwise part with this Licence Agreement or any right or obligation under it
without the Licensor's prior written consent.

9. Data Protection

9.1 All personal data that HighSkillz Ltd may use will be collected, processed, and held
in accordance with the provisions of EU Regulation 2016/679 General Data Protection
Regulation ("GDPR") and Your rights under the GDPR.

9.2 For complete details of Our collection, processing, storage, and retention of
personal data including, but not limited to, the purpose(s) for which personal data is used,
the legal basis or bases for using it, details of Your rights and how to exercise them, and
personal data sharing (where applicable), please refer to Our Privacy Policy.

9.3 Any questions concerning this Licence Agreement or the Software can be obtained
by email at mobistyle @support.highskillz.com.

Privacy policy

Data Processor: HighSkillz Ltd (HSZ), with headquarters at 27 Wessex Gardens, NW11, 9RS,
London, UK, in the person of the legal representative pro tempore.

In accordance with EU Regulation No. 2016/679 4€“General Data Protection Regulation
(GDPR) and with the national legislation, hereinafter referred to collectively as the
"Applicable Law", this privacy policy ("Policy") describes how HSZ collects, protects and uses
personal data information (hereby also "Personal Information") you may provide on the
Mobistyle Game App, available on Google Play.

It also describes the choices available to you regarding our use of your Personal Information
and how you can access and update this information.

Pursuant to legal provisions, HSZ guarantees that the processing of personal data will be
performed in consideration of fundamental rights and freedoms as well as the dignity of the
data subject, and in accordance with the legislative provisions of the Applicable Law and the
confidentiality clauses included therein.
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In particular, the processing of personal data will be carried out in accordance with the
principles of lawfulness, fairness, transparency, accuracy, purpose and storage limitations,
data minimisation, integrity and confidentiality.

Before providing any personal data or completing an electronic online form, we invite users
to carefully read this privacy policy.

Collection of personal information

"Personal data" or "personal Information" means any information relating to an identified
or identifiable natural person (the "Data Subject). An identifiable natural person is one who
can be identified, directly or indirectly, in particular by reference to an identifier such as a
name, an identification number, location data, an online identifier or to one or more factors
specific to the physical, physiological, mental, economic, cultural or social identity of that
natural person.

The personal data that may be processed includes browsing data, data provided voluntarily
by the data subject and cookies.

We receive and store any information you knowingly provide to us when you agreed to
participate in the MobiStyle project. This information include your Google profile ID which is
necessary to install the application, and the association to a house that was selected to
participate in the project. Users who are uncertain about what information is mandatory are
invited to contact us.

Collection of non-personal information

When you install the Mobistyle Game App, Google Play automatically records information
on the mobile device that installed the application. When you open the application, our
servers automatically record information that your application sends. This data may include
information such as your devices IP address, mobile device brand, model, serial number,
operating system type and version, language preferences, the house association code you
entered to allow access to a specific set of device measurements, time spent on the
application and related usage information, information you use to configure the application,
access times and dates, and other statistics.

The recipients of the data are the employees of HSZ, members of the MobiStyle Project
Consortium or persons who have access to personal data and who are in charge of the data
processing activities and authorised and instructed to carry out data processing activities by
the data controller.

Personal data may be communicated to external service providers (e.g. sending e-mails and
analysing the functional capability of the website), which typically process Personal Data on
behalf of HSZ as data processors. When required, your personal data will be forwarded to
public administrative bodies and agencies, as provided by law.

Managing personal information

You are able to access, add to, update and delete certain Personal Information about you.
The information you can view, update, and delete may change as the Mobistyle Game App
changes. When you update information, however, we may maintain a copy of the unrevised
information in our records. Some information may remain in our private records after your
deletion of such information from your account. We will retain and use your information as
necessary to comply with our legal obligations, resolve disputes, and enforce our
agreements. We may use any aggregated data derived from or incorporating your Personal
Information after you update or delete it, but not in a manner that would identify you
personally. Once the retention period expires, Personal Information shall be deleted.

H2020 MOBISTYLE_723032_WP5_D5.6 56



@VIOBISTYLE PN

Therefore, the right to access, the right to erasure, the right to rectification and the right to
data portability cannot be enforced after the expiration of the retention period.

Personal data will be stored for the time necessary to carry out the purposes for which it
was collected or as long as the service (section 3 b) is available and/or you remain
subscribed to it. Apart from the above, your personal data will be retained for a period of
time necessary or permitted to comply with the Applicable Law; when this period has been
reached, the data shall be deleted or made anonymous.

Use and processing of collected information

Any of the information we collect from you may be used to personalize your experience; run
and operate our Mobistyle Game App and Services. Non-Personal Information collected may
be used to identify potential cases of abuse, establish statistical information regarding
Mobistyle Game App usage, and provide inputs for the MobiStyle project. This statistical
information is not otherwise aggregated in such a way that would identify any particular
user of the system.

We may process Personal Information related to you if one of the following applies: (i) You
have given your consent for one or more specific purposes. Note that under some
legislations we may be allowed to process information until you object to such processing
{by opting out), without having to rely on consent or any other of the following legal bases
below. This, however, does not apply, whenever the processing of Personal Information is
subject to European data protection law; (ii) Provision of information is necessary for the
performance of an agreement with you and/or for any pre-contractual obligations thereof;
(ii) Processing is necessary for compliance with a legal obligation to which you are subject;
{iv) Processing is related to a task that is carried out in the public interest or in the exercise
of official authority vested in us; (v) Processing is necessary for the purposes of the
legitimate interests pursued by us or by a third party. In any case, we will be happy to clarify
the specific legal basis that applies to the processing, and in particular whether the
provision of Personal Data is a statutory or contractual requirement, or a requirement
necessary to enter into a contract.

Information transfer and storage

Depending on your location, data transfers may involve transferring and storing your
information in a country other than your own. You are entitled to learn about the legal basis
of information transfers to a country outside the European Union or to any international
organization governed by public international law or set up by two or more countries, such
as the UN, and about the security measures taken by us to safeguard your information. If
any such transfer takes place, you can find out more by checking the relevant sections of
this document or inquire with us using the information provided in the contact section.

The rights of users

You may exercise certain rights regarding your information processed by us. In particular,
you have the right to do the following: (i) you have the right to withdraw consent where you
have previously given your consent to the processing of your information; (ii) you have the
right to object to the processing of your information if the processing is carried out on a
legal basis other than consent; (iii) you have the right to learn if information is being
processed by us, obtain disclosure regarding certain aspects of the processing and obtain a
copy of the information undergoing processing; (iv) you have the right to verify the accuracy
of your information and ask for it to be updated or corrected; (v) you have the right, under
certain circumstances, to restrict the processing of your information, in which case, we will
not process your information for any purpose other than storing it; (vi) you have the right,
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under certain circumstances, to obtain the erasure of your Personal Information from us;
{vii) you have the right to receive your information in a structured, commonly used and
machine readable format and, if technically feasible, to have it transmitted to another
controller without any hindrance. This provision is applicable provided that your
information is processed by automated means and that the processing is based on your
consent, on a contract which you are part of or on pre-contractual obligations thereof.

The right to object to processing

Where Personal Information is processed for the public interest, in the exercise of an official
authority vested in us or for the purposes of the legitimate interests pursued by us, you may
object to such processing by providing a ground related to your particular situation to justify
the objection. You must know that, however, should your Personal Information be
processed for direct marketing purposes, you can object to that processing at any time
without providing any justification. To learn, whether we are processing Personal
Information for direct marketing purposes, you may refer to the relevant sections of this
document.

How to exercise these rights

Any requests to exercise User rights can be directed to the Owner through the contact
details provided in this document. These requests can be exercised free of charge and will
be addressed by the Owner as early as possible and always within one month.

Privacy of children

We do not knowingly collect any Personal Information from children under the age of 13. If
you are under the age of 13, please do not submit any Personal Information through our
Website or Service. We encourage parents and legal guardians to monitor their children
Internet usage and to help enforce this Policy by instructing their children never to provide
Personal Information through our Website or Service without their permission. If you have
reason to believe that a child under the age of 13 has provided Personal Information to us
through our Website or Service, please contact us. You must also be at least 16 years of age
to consent to the processing of your personal data in your country (in some countries we
may allow your parent or guardian to do so on your behalf).

Information security

We secure information you provide on computer serversin a controlled, secure
environment, protected from unauthorized access, use, or disclosure. We maintain
reasonable administrative, technical, and physical safeguards in an effort to protect against
unauthorized access, use, modification, and disclosure of Personal Information in its control
and custody. However, no data transmission over the Internet or wireless network can be
guaranteed. Therefore, while we strive to protect your Personal Information, you
acknowledge that (i) there are security and privacy limitations of the Internet which are
beyond our control; (ii) the security, integrity, and privacy of any and all information and
data exchanged between you and our services cannot be guaranteed; and (iii) any such
information and data may be viewed or tampered with in transit by a third-party, despite
best efforts.

Data breach

In the event we become aware that the security of the Mobistyle Game App has been
compromised or users Personal Information has been disclosed to unrelated third parties as
a result of external activity, including, but not limited to, security attacks or fraud, we
reserve the right to take reasonably appropriate measures, including, but not limited to,
investigation and reporting, as well as notification to and cooperation with law enforcement
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authorities. In the event of a data breach, we will make reasonable efforts to notify affected
individuals if we believe that there is a reasonable risk of harm to the user as a result of the
breach or if notice is otherwise required by law. When we do, we will inform the Data
Controller.

Legal disclosure

We will disclose any information we collect, use or receive if required or permitted by law,
such as to comply with a subpoena, or similar legal process, and when we believe in good
faith that disclosure is necessary to protect our rights, protect your safety or the safety of
others, investigate fraud, or respond to a government request.

Changes and amendments

We reserve the right to modify this Policy relating to the Mobistyle Game App at any time,
effective upon posting of an updated version of this Policy on the Website. When we do we
will send you an email to notify you. Continued use of the Mobistyle Game App after any
such changes shall constitute your consent to such changes.

Acceptance of this policy

You acknowledge that you have read this Policy and agree to all its terms and conditions. By
using the Mobistyle Game App you agree to be bound by this Policy. If you do not agree to
abide by the terms of this Policy, you are not authorized to use or access the Mobistyle
Game App.

Contacting us

If you have any questions about this Policy, please contact us at the following email address:

mobistyle@support.highskillz.com.
This document was last updated on June 28, 2019
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EXPERT TOOL

No data owners actually interact with this tool. Is a privacy statement necessary? Everything refers to
‘your personal data’, which does not apply.

Generic privacy statement: https://ww3.demobv.nl/en/privacy-statement

Privacy Statement DEMO Consultants

\We are DEMO Consultants. We respect your privacy and private life, but sometimes we need your personal data. In this privacy policy we explain which data we use
and how we sawe, protect and process this data. This privacy policy apgolies fo our website www demobw.nlien (the "Website) and the senvices that we offer (the
"Services"). We comply with the General Data Protection Regulation (the "Relevant Legisiation™).

Are you under the age of sixteen?
f you are younger than sizteen years old, you cannat uss our Website and Services without the pemmission of your parents or legal guardian.

Personal data
To offer our Website and Services we process personal data. "Personal dats™ means any information relating to an identified or identifiable natural person as defined in
the Relevant Legislation.

Your permission

\We can store your data at vanious moments, for example when you visit our Website, create an account via our Website, use our Senvices or when you contact us. We
are allowed to process your data because we ask your permission wvia this privacy policy. We will not process your data without your consent. unless we are legally
obliged fo do so.

What data do we collect and how do we use your data?
T use our Website and Services, we need the following data:
1 Your name

® You comparry

v Cfour e-mail address

HNewsletter
DEMO Consultants offers newsletters. That way, you are fully informed of news. We use an optin system, every fime we send you a newsletter you have the
possibdity to unsubscribe from the newsletter.

We will only use your personal data for the purposes listed above or any other purpose that is connected thereto. This way, your data will never be used by us in an
unexpected way.

Google Analytics

The DEMO website uses Google Analytics. We have taken safeguards to ensure that the right of visitors to the protection of their privacy does not prevail over our
legifimate interest. That is why we have signed a Data Processing Amendment with Google Analytics and DEMO has chosen to mask the last octet of the |P address.
n addition, we have "data sharing' disabled and we do not use other Google services in combination with the Google Analytics cookies.

Security
\We work hard to protect your personal data from unauthorized or unlawful sccess, alteration, disclosure, use or destruction. That way, unauthorized persons do not
have access to your data. We take the following measures to protect your personal data:

' Secure network connections with Secure Socket Layer (S5L) technology or 2 technology that is similar to S5L

s The access to the data is limited to the persons that need the data

How long do we store your data®
\We shall store your personal data for as long 2= necessary to fulfil the purposes Ested above.

Transfer
We will only process your data within the European Union. We will only process your data outside of the European Union if the country has an effective protection level
for your data.
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We will never transfer your data to other countries or other parties then described above.

Links
“fou may find content on our Website that link to other websites. We do not control the content on these websites and are not responsible for the content or the privacy
protection of these websites. We advise you to read the privacy policies of those websites.

Cookies
Cookies are little (textifiles which are stored on your compauter. Your web browser stores these cookies when you visit our Website. These cookies will be retrieved
when you visit our website again. This allows our Website to recognise you as a previous visiton

WWe may use cookies to improve your user experence on our Website. Cookies are essential for the operation of our Website, make sure that you can visit our Website
safely and track bugs and errors at our Website.

‘Y'ou can change your cookie setlings in your browser, if you don't want cookies io be sent to your device. We will not save cookies if you visit our Website. Please note

that some Website features or services of our Website may not funclion propery without cookies.

Muodifications to this privacy policy

WWe may update our privacy policy from timne to time. When we change this privacy policy in a significant way, we will post a notification on cur Website along with the
updated privacy policy. We also inform users that are registered with an email address in case of any significate moderation. f you are not registered as user we
advise you to visit the Website and this policy regularly.

Your rights

The data we collect is personal. Therefore, you have the following rights:

" You may request access to the personal dats we procsss about you:

» “fou may request us to correct, update, shield or delete your personal information in our records;

" “fpu may request a copy of the personal data we hawve processed about you. We can - on your request - send this copy to another party. so you don't hawve to send

the data yourself,
= “You may file a complaint against processing your data;
® “You may file a complaint. if you are under the impression that we process your data unlawiully;
» “fou may aheays withdraw your consent fo process your data. We cannot process your data from the moment you withdraw your consent.
Should you have further questions regarding this privacy policy, please contact us via the information below.
Contact information
See in the footer below.
Data protection officer: Paula Etman

Telephone number: +31 15 7502520

H2020 MOBISTYLE_723032_WP5_D5.6

61



@MOBISTYLE AT

OFFICE APP

The collected data is completely anonymous, therefor no privacy policy is applied. People are asked to
put in feedback about the indoor climate, but this entry is totally voluntarily. It is not registered that
people are in the office and the entry is anonymous.
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MOBISTYLE OPEN USERS PLATFORM
Only English version:

Privacy policy

Data Controller: HOLONEL, wath headquarters at Mada (MB), Italy, 20821, Corso Italia B, m the
person of the legal representative pro tempors Jacopo Caszina.

In accordance with EUT Begulation We. 2016679 —General Data Protection Regolation (GDPE) and
with the nationzl lezzlation, heramafter referred to collactrvaly 2s the "Applicable Law”, this privacy
policy (Policy™) describes how HOLONWEK collects, protects and uszes perzonal data information
(hereby also "Personal Information") you may provide on the s408ISTYLE OPEN USERS PLATFORM (here
on “MCUPY).

It alzo describes the choices available to vou regarding our use of vour Personal Information and how
you can access and update thiz mfonmation.

Pursuant to legal provisions, Holompor puarantees that the proceszing of personal data wall be
performad in consideration of findamental rights and freedoms as well 25 the diznity of the data
subject, and In accordancs with the lsmslative provizions of the Applicabls Law and the
confidentiality clauszes included theramn.

In particular, the processing of personal data will ke carmed out m accordance with the principles of
lavrfulness, faimmess, transparency, accuracy, purposze and storage hnutations, data minimization,
imtegrity and confidentiality.
Befors providing amy persomal datz or completing an electrome online form, we nvite users to
carefully read this privacy poliey.

Collection of personal information

"Personal datz" or “persomal Information” meanz any information relating to an idemiified or
1demtifizble nateral perzon (the "Data Subject). An identifiable natural perzon 1=z one who can be
identified, directly or mdirectly, in particular by reference to an identifier such a= a name, an
1dentafication mumber, location data, an onlme idantifier or to one or more factors specific to the
physical, phvaiological, mental economic, cultural or secial identity of that natural person.

The parsonal data that may be proceszad includes browsing data, data provided volmtarily by the
dzta subject and cockies.

We recerve and store any information you kmowingly provids to us when you are reguested to be
regiztered. This information melods vour emzil address, name or other Persomal Information amd are
necessary to complete the registration. Users who are uncertaim about what mformation 15 mandatory
are mvitad to contact us.

Diata collectad from the MOBISTYLE platform are here provided aggregated and anonymizad, no
personal data 1= mada availzble through the providad APIs.

Collection of non-personal information

When vou vizit the Dazhbozrd our zervars automatically record information that vour browser sends.
Thiz data may includs mformation such as youwr device's [P address, browser type and version,
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operating svstem fype and version, language preferences or the webpage vou were viziting befora vou
came to our Dashboard |, pages of our Dashboard that ven wizit the tome zpent on those pages,
mformation you search for on our Dazhboard |, access times and dates, and other statistics.

The recipients of the data are the employees of HOLONEL or persons who have access to personal
data and who are mn charge of the data processmgz actrvities and authorized and metmeted to carmy out
data procezsmg actrvities by the data controller.

Perzonal data mzy be commmumicated to exctornzl sarvice providars (e.g. sendmyz e-mals and analyzmz
the functional capability of the website), which typically process Perzonal Data on behalf of
HOLONI as data processors. When raquired, your personal data will be forvwarded to public
admimstrative bodies and agencies, as providad by law.

Managing personal information

You are zble to acceszz, add to, update and delete certamn Persomal Information about vou. The
mformation you can view, update, and delete mayv change as the Dashboard changes. When you
update mformation, however, we mayv mamtam a copy of the wnrevized information m our records.
Some mformation may remain in our private records after vour delstion of such mformation from
your account. We will retam and use vour mformation as neceszany fo comply with our lazal
oblizations, reselve dizputes, and enforce our agresments. We may use any aggregated data derrved
from or Incorporztmg vour Personal Information after vou update or delate it but not in 2 manner that
would identify you personallv. Omce the retention period expires, Personal Information szhall be
deleted. Therefore, the nght to access, the nght to erasure, the nght to rectification and tha nght to
data portability carmot be enforcad after the expiration of the retention period.

Perzonal data wall be storad for the time naceszary to carry out the purposes for which it was collectad
or az long as the zarvice (zaction 3 &) is available and/or vou remam subscnbed to it. Apart from the
above, vour persenal data will be retaimed for 2 period of ime nacessary or penmittad to comply with
the Applicable Law; when thiz period has been reached, the data shall ke deleted or made anomymous.

Use and processing of collected information

Amy of the information we collect from you may be used to persomalize vour experisnce; nm and
oparate our Dashboard and Sarvces. Non-Personal Information collacted 1= used only to idantify
potential cazes of abuze and establish statistical mformation regardmz Dashboard usage This
statistical mformation 1= not otheranze aggregated in such a way that would idanhfy any particular
uzer of the system.

We may process Parsonal Information related to vou if one of the following apphes: (1) Yoo have
Erven your conzent for one or mors specific purposes. MNote that under some legislations we may be
allowed to process information until you object to such processing (by opting out), without having to
rely on conzent or any other of the following legal bases below. This, however, does not apply,
whenevar the processing of Perzonal Information 1= subjact to European data protection lawr; (u)
Provizion of information 15 neceszary for the performance of an agreement with vou and'or for any
pre-contractual oblizations thersof: (11) Processing 1= necessary for compliance with a legal oblization
to which vou ara subjact; (1v) Processimg 1= related to a tazk that 1= camied oot m the public mterest
or i the exercize of official authorty vested mus; (v) Processing 1= necazzary for the purposes of the
lzzrtnmate interastz pursuad by us or by 2 third party. In amv casze, we will be happy to clandy the
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specific legal basiz that applies to the processing, and in particular whether the provizsion of Parsonal
Dratz 15 2 statutory or contractual requiremant, or 2 requiremant necazzary to anter mto a contract.

Information transfer and storage

Depending on vour location, data transfars may invelve transfamng and stormg your information m
a country other than your oun. You are entitled to leam zbout the legal basiz of mformation fransfers
to 2 country outside the European Union or to any mitemztional organization govemed by public
imternational law or sat up by two or more countries, such as the UM, and about the security measurss
taken by us to safeguard vour mformation. If any such transfer takes place, you can find out more by
checkmg the relevant sactions of thiz docuntent or inquire with us using the mformation provided
the contact section.

The rights of users

You may exercize cerfamm nights regarding vour mformation proceszed by us. In particular, vou have
thie right to do the follovwing: (1) vou have the right to vithdraw: conzant whers vou have previously
grven your consent to the proceszing of vour mformation; (1) vou have the right to object o the
processmg of your mformation if the proceszing 1= carmed out on a legal bazis other than consent; (1)
vou have the night to learn if information 15 being proceszed by uz, obtain dizclosure regardms certain
aspects of the processing and cbtam a copy of the information undergomg processmg; (1v) vou have
the right to verfy the accuracy of vour information and azk for it to be updated or comacted; (v) vou
have the right, under certam circumstances, to restrict the proceszsing of your information, in which
caza we will not procass vour information for amy purpoze other than stormz 1t (vi) vou have the
right, under certam circumstances, to obtain the esrasure of vour Personal Information from us; (viz)
vou have the night to recerve your mformation n a stuctured, commenly usad and machmea readable
format and, if techmically feazible, to have it transmitted to another controller without any hindrance.
Thus provision 1= applicable provided that vour mformation 15 processad by antomated means and that
the procezzmg 1= bazad on your consent, on a contract which vou are part of or on pre-comtractual
okligztions theraof.

The right to object to processing

Whers Perzonal Information i= processed for the public mtarest, m the exerciza of an official avtherity
vested m uz or for the purposes of the legitomate mterasts pursuad by us, vou may object to such
processing by providing a ground related to youwr particular situation to justfy the objection. You
st kmowe that, howevar, should vour Personal Information be proceszad for direct marketms
purposes, you can object to that processing at any time without providing any justification. To leam,
whether we are proceszing Personal Information for direct marketing purpeses, you may refer to the
ralevant zactions of this dociment.

How to exercise these rights

Amv requests to exerciza Uszer rights can be directed to the Cromer through the contact details providad
in thiz docirmant. These requests can be exercized fres of charge and will be addressed by the Comer

az aarly az pozzible and always within one month

Privacy of children
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e do not kmowingly collect any Perzonal Information from children undar the age of 13, If youw are
under the age of 13, pleaze do not submit any Personal Information through our Wabsite or Sarvice.
We encourage parents and legal guardians to montor thewr children's Intemnet wsage and to help
enforcs this Palicy by metrocting their children never to provide Parsonal Information through our
Website or Service without their pernussion. If vou have reason to believe that a child under the age
of 13 has providad Personal Information to us through our Website or Servics, pleaza contact us. You
rmst also be at laast 16 vears of ags to consent to the procazzimg of vour personal data in your country
{in zome countries we may allow vour parent or guardian to do =0 on your behalf).

Cookies

The Wabsite uses "cookdas" to help parsonzlizas vour online experience. A coolds 1= a taxt file that is
placed on vour hard dizk by 2 web page sarver. Cockies cannot be uzed to mom programs or delrver
viruzas to your computer. Cockies are umquely azzizned to you, and can only be read by a web sarver
in the domain that jzsued the cookie to vou We may use coolies to collect, store, and track
information for statistical purpozes to operate owr Website and Services. You have the ability to
accept or dechne cockies. Most web browsers autcenatically accept cockaes, but vou can wsually
modify vour browrzer satting to declme cookdes if vou prefer. If vou chooss to dacline coolass, vou
mazy not ba able to fully expenence thae faatures of the Website and Services. To leam mere about
cookies and how fo manage them vizit imtematoookies org

Do Not Track signals

Some browszers meorporate a Do Mot Track feature that signals to websites vou visit that vou do not
want to have vour online activity tracked. Tracking is not the zame az using or collecting information
in connecton with 2 wabsite. For these purposes, tracking rafers to collactmg personally identrfiable
information from consumers who use or visit a websits or online service as they move across differant
wabsites over time. How browsers commumicate the Do Mot Track mignal 15 not vet umiform. A= a
rezult, thiz Website 1z not yvet =et up to mierpret or respond to Do Mot Track signals commumcated
by your browsar. Even =o, as deseribed m mere detail throughout thas Poliey, we It our use and
collection of vour perzonal mformation.

Information security

We secure mformation you provide on computer servers in a controlled, zecure environment,
protected from unauthorized access, use, or disclosure. We mamtain reascnzble admimistrative,
technical, and phyzical safeguard: m an effort to protect agamst umamthonzed access, use,
modification, and disclosure of Personal Information m 1ts eontrol and custody. However, no data
tranzmizzion over the Intemmet or wirelass network can be guarantesd. Tharefors, whils we strrve fo
protect vour Personal Information, you acknowledge that (1) thers are security and privacy linutations
of tha Intemat which are bayond cur control; (1) the secunity, mtepnty, and privacy of any and all
information and data exchanrged between vou and our Website cannot be guarantsed; and () any
such mformation and data may be viewed or tampered with in transit by a third-party, despite best
efforts.

Data breach

In the svant we bacome aware that the security of the Dashboard has been compromized or users
Perzonal Information has been disclosed to wnrelated third parties as a result of extemal activity,
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meldimg, but not houted to, secunty attacks or fraud, we reserve the nght to take reascnably
appropriate measures, including, but not limated to, imrestization and reporting, as well a= notification
to and cooperation with law enforcemant authorties. In the svent of a data breach, we will make
rezsonable efforts to notify affectad individuals if we balisve that there iz 2 reasonable rizk of harm
to the usar as a result of the breach or if notics 1= otherwise required by law. When we do, we will
zend vou an email.

Legal disclosure

We will dizcloze any information we collact, use or recenca if raguired or pammittad by law, such as
to comply with a subpoena, or similar legal process, and when we belisve in good faith that dizclosure
15 mecessary to protect our nghts, protect your zafety or the safaty of others, 1mrestizate fraund, or
rezpond to a govemmnent raquest.

Changes and amendments

We rezerve the nght to modify thi= Policy relating to the Dashboard at any time, effective upon
posting of an updated version of thiz Policy on the Webzita, Whan we do wa will send you an email
to motify vou. Continmed uze of the Dashboard after any such changss shall constitute your conzant
to such changes.

Acceptance of this policy

You acknowledze that vou have read this Policy and agras to all its terms and conditions. By usng
the Dashbeard vou agree to be bound by this Policy. If vou do not agres to zbide by the terms of this
Policy, you are not authorized to use or access the Dashboard .

Contacting us

If vou have any questions about thiz Policy, please confact us at the following email address:
mfo@holonie it or Meda (MB), Italy, 20821, Corzo Italia B.

This documnent was last updated on JTanuary 3th, 2020.
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Annex 4 - Informed consent

Here follows the list of Informed consent collected by all demo case holders in National language and

in English translation.

Danish demo case
English version, shared together with the Danish version:

@MDBISTYLE « Om

G WHIVARSITY HIMMERLAND

EBOLIGFORENIMG

INFORMATION LETTER
MOBISTYLE: EU research project on energy consumption and indoor climate

Thank you for your participation in the EU MOBISTYLE project, which deals with measurement and
registering of indoor climate and energy savings im your home and thank you for your help in
developing and testing new IT solutions that will help you to better manage your indoor climate and
save ensrgy in your home.

The IT solutions will be in the form of smartphone apps and games, and will b2 based on measuring
your home environment’s indoor climate and energy consumption.

As 3 participant in the project, the following will happen:

# Your accommodation will be equipped in March 2018 with sensors for measuring indoor
climate and window opening in Iving and bedrooms as well as presence sensor in the living
room. The sensors will measure your indaor dimate for the following 24 months. The
mounting is carried out by company varmekontrol in cooperation with Himmerland
Boligforening and will takes approx. ¥ hour.

#* In connection with the installation of s=nsors in your aparbment, you will be asked to sign an
infiormed consent form that zllows the collection of data on your indoor climate and ensrgy
consumption and use of these data for research purposes.

#  During the summer of 2018, you will be notified about how to access to data of your ensrgy
consumption and indeor climate. Access is done via a new APP, which you can download to
your smartphone. There will b2 organized one or more meetings, in which you will be able to
get help with accessing the APP and J or receive answers for your guestions in the common
meetinghouse.

= You will receive instructions via the App on how you can possibly improve your indoor dimate
and / or reduce your ensrgy consumption.

# During the first year and at the end of the project you will b= interviewed (approx. 3 times)
about your opinion and use of the app, which will be continugusly improved and tailored to
your wishes / needs. The interview will [ast approsx. 1-2 hours.

= You will also be invited to 1-2 workshops where you will be given the opportunity to come up
with your sugzestions for improvements and further development of the IT solution.

Collected data will be used for research purposes in order to develop relevant guidance for you on how
to improve your own indoor climate and achieve energy savings. Collected data will also be used to
gain knowledge about indoor dimate and energy consumption in apartments, the importance of our
own habits for indoor climate and energy consumption, and whether these habits can be changed once
one becomes aware of their significance.

Contact: Rasmus Hjarth, Himmerand Boligforening, TH. 896315238 , [-mail: chi@abhim.dk
Per Heiselbarg, Aalborg Universitet, TIF 2023 4660, E-mail: phi@civilaau.dk
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Informed consent in connection with participation in the research project:
“MOBISTYLE"

In the MOBISTYLE project data on energy consumption and indoor climate is collected, which is
subsequently s=nt back via an APP solution to the smartphone and visualized for the individual
resident.

| have been informed of the above research project through participation in the information meeting
on 15 November 2047 in the F=lleshuset, Blakildeve], and / or trough reading the written matsrial.
| have had the opportunity to ask questions, have signed up for the project and allowsd the uss of

indoor climate senzors in my apartment.

| have the opportunity to undo my participation at any time and may require that the indoar climate
sEnsors in the apartment are removed without giving any explanation.

| consent to participation in the research project and give permission to collect data on energy
consumption and indoor climate in my apartment and to be used for ressarch purposes as described
in the information letter.

I'wish / do mot wish [please select selection) to be informed of the project results.

1 allow data 1o be stored wp to 10 years after the project is completed.
Name

Date of birth

Date Signaturs:

The undersigned responsible ressarcher declares that the sbovementionsd person has been
infiormed of the research project both verbally and in writing.

Name:

Jcocupation:

Diate Signaturs:

m This projest kar recwhees
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Italian demo case
Italian version:

ORCLOGIO

LIVING APARTMENTS - TORINO

INFORMATIVA SUL TRATTAMENTO DEI DATI PERSONALI CLIENTI
ai sensi dell’art 13 del Reg. UE 2016/679

Ai sensi dell’articolo 13 del Regolamento UE 2016/679, di seguito denominato come GDPR (Regolamento
Generale per la Protezione dei Dati Personali), RESIDENCE L’OROLOGIO S.r.l., nella persona del Legale
Rappresentante, Sig. Talaia Roberto, con sede Legale in C.so A. de Gasperi n°41 — 10129 Torino, in qualita di
titolare del trattamento dei dati personali, La informa in merito a quanto segue:

Titolare del trattamento
Il titolare del trattamento & RESIDENCE L’OROLOGIO S.r.l. con sede Legale in C.so A. de Gasperi n°41—10129
Torino.

Oggetto del trattamento

Il Titolare tratta i dati personali, identificativi (ad esempio, nome, cognome, ragione sociale, indirizzo,
telefono, e-mail, riferimenti bancari e di pagamento) — in seguito, “dati personali” o anche “dati”) da Lei
comunicati.

Finalita del trattamento
| dati personali da Lei forniti verranno trattati esclusivamente per le seguenti finalita:

a) stipulazione ed esecuzione del contratto e di tutte le attivita ad esso connesse, quali, a titolo
esemplificativo, fatturazione, tutela del credito, servizi amministrativi, gestionali, organizzativi e
funzionali all’esecuzione del contratto;

b) svolgimento di attivita di marketing e promozionali di prodotti e servizi del Titolare, comunicazioni
commerciali realizzate mediante modalita automatizzata di contatto (posta elettronica, social
network con particolare riferimento a Facebook, Instagram e Google +);

c) pubblicazione sul proprio sito internet di recensioni scritte dagli utenti che hanno soggiornato presso
la struttura a soli fini pubblicitari;

d) pubblicazione sul proprio sito internet di fotografie scattate dagli utenti in occasione di particolari
iniziative (concorsi fotografici, etc.);

e) adempimento degli obblighi previsti dalla legge, regolamenti, normativa applicabile e altre
disposizioni impartite da autorita investite dalla legge e da organi di vigilanza e controllo;

f) partecipazione al Progetto Europeo MOBISTYLE, che si propone di verificare I'efficacia degli
strumenti ICT - dashboard e App - per favorire un’attitudine comportamentale piu attenta
all'ambiente, alla salute dell’occupante e al risparmio energetico; & condotto da Huygen Installatie
Adviseurs, in collaborazione con il Politecnico di Torino, DEMO Consultants, Maastricht University,
Institute for Innovation and Development of University of Ljubljana, Aalborg University, HOLONIX,
HighSkillz, TAURON Polska Energia e Whirlpool.

Il trattamento dei dati personali per le finalita di cui sopra (ad eccezione delle finalita a) ed e)) richiede il suo
consenso espresso (art. 7 del GDPR). Lei avra sempre il diritto di opporsi in maniera agevole e gratuitamente,
in tutto o anche solo in parte al trattamento dei Suoi dati per dette finalita.

Natura obbligatoria o facoltativa del conferimento dei dati e conseguenze di un eventuale rifiuto di fornire
i dati personali

| dati richiesti per le finalita di cui alle precedenti lettere a) ed e) devono essere obbligatoriamente forniti per
I'adempimento degli obblighi di legge e/o per la conclusione ed esecuzione del rapporto contrattuale e la
fornitura dei servizi richiesti. Pertanto il Suo eventuale rifiuto, anche parziale, di fornire tali dati
comporterebbe I'impossibilita per il Fornitore di instaurare e gestire il rapporto stesso e di fornire il servizio
richiesto.

Il conferimento dei dati personali necessari per le finalita di cui alle precedenti lettere b), c), d) e f) & invece
facoltativo, pertanto il Suo eventuale rifiuto di fornire tali dati comporterebbe I'impossibilita di porre in
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Modalita di trattamento dei dati

Il trattamento dei dati personali & realizzato per mezzo delle operazioni indicate all’art. 4 n. 2) GDPR, per le
finalita di cui sopra, sia su supporto cartaceo che informatico, per mezzo di strumenti elettronici o comunque
automatizzati, nel rispetto della normativa vigente in particolare in materia di riservatezza e sicurezza e in
conformita ai principi di correttezza, liceita e trasparenza e tutela dei diritti del Cliente. Il trattamento & svolto
direttamente dall’organizzazione del titolare, dai suoi responsabili e/o incaricati.

Comunicazione e Diffusione
| Suoi dati personali potranno essere comunicati, nei limiti strettamente pertinenti agli obblighi, ai compiti
ed alle finalita di cui sopra e nel rispetto della normativa vigente in materia, alle seguenti categorie di soggetti:

1] soggetti a cui tale comunicazione deve essere effettuata al fine di adempiere o per esigere
I’'adempimento di specifici obblighi previsti da leggi, da regolamenti e/o dalla normativa
comunitaria;

2. societa che agiscono in qualita di responsabili del trattamento o per finalita amministrativo
contabili (finalita connesse allo svolgimento di attivita di natura organizzativa interna,
amministrativa, finanziaria e contabile, in particolare, funzionali all’adempimento di obblighi
contrattuali e precontrattuali);

3. persone fisiche e/o giuridiche esterne che forniscono servizi strumentali alle attivita del Titolare
per le finalita sopraccitate (es. fornitori, consulenti, societa, enti, studi professionali). Tali soggetti
opereranno in qualita di responsabili del trattamento;

'y limitatamente all'indirizzo mail, al Politecnico di Torino svolgente attivita di ricerca nell’ambito
del Progetto Mobistyle.

Periodo di conservazione dei dati personali

| dati personali, relativamente alle finalita a) ed e) saranno conservati per l'intera durata espressa dal
contratto stipulato con il Titolare concluso il quale i dati saranno conservati per I'espletazione dei termini
previsti per legge per la conservazione dei documenti amministrativi dopodiché saranno eliminati.

| dati personali, relativamente alle finalita b), c) e d) saranno conservati fino all’eventuale richiesta di
cancellazione da parte dell’utente.

| dati personali, relativamente alla finalita f) saranno conservati fino al raggiungimento delle finalita del
Progetto.

Trasferimento dei dati

| dati personali sono conservati su server ubicati all’interno dell’'Unione Europea. Resta in ogni caso inteso
che il Titolare, ove si rendesse necessario, avra facolta di spostare i server anche extra-UE. In tal caso, il
Titolare assicura sin d’ora che il trasferimento dei dati extra-UE avverra in conformita alle disposizioni di legge
applicabili, previa stipula delle clausole contrattuali standard previste dalla Commissione Europea.

Diritti dell’interessato
In relazione al trattamento dei suoi dati personali, ha diritto di richiederci:

o |'accesso: puo chiedere conferma che sia 0 meno in essere un trattamento di dati che la riguardano,
oltre a maggiori chiarimenti circa le informazioni di cui alla presente Informativa, nonché di ricevere i
dati stessi, nei limiti della ragionevolezza;

o la rettifica: puo chiedere di rettificare o integrare i dati che ci ha fornito o comunque in nostro
possesso, qualora inesatti;

e la cancellazione: puo chiedere che i suoi dati acquisiti o trattati vengano cancellati, qualora non siano
pil necessari alle nostre finalita o laddove non vi siano contestazioni o controversie in essere, in caso
di revoca del consenso o sua opposizione al trattamento, in caso di trattamento illecito, ovvero qualora
sussista un obbligo legale di cancellazione;

¢ la limitazione: puo chiedere la limitazione del trattamento dei suoi dati personali, quando ricorre una
delle condizioni di cui all’art. 18 del GDPR; in tal caso, i suoi dati non saranno trattati, salvo che per la
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conservazione, senza il suo consenso fatta eccezione per quanto esplicitato nel medesimo articolo al
comma 2.

o |'opposizione: puo opporsiin qualunque momento al trattamento dei suoi dati sulla base di un nostro
legittimo interesse, salvo che vi siano nostri motivi legittimi per procedere al trattamento che
prevalgano sui suoi, per esempio per I'esercizio o la nostra difesa in sede giudiziaria;

o la portabilita: puo chiedere di ricevere i suoi dati, o di farli trasmettere ad altro titolare da lei indicato,
in un formato strutturato, di uso comune e leggibile da dispositivo automatico.

Inoltre, ai sensi dell’art. 7, par. 3 del GDPR, la informiamo che pud esercitare in qualsiasi momento il Suo
diritto di revoca del consenso, senza che venga pregiudicata la liceita del trattamento basata sul consenso
prestato antecedentemente.

La informiamo che ha, altresi, diritto di proporre reclamo dinanzi all’Autorita di Controllo, che in Italia & il
Garante per la Protezione dei Dati Personali.

Per I'esercizio dei Suoi diritti o per domande o informazioni in ordine al trattamento dei Suoi dati ed alle
misure di sicurezza adottate potra in ogni caso mettersi in contatto con la nostra Societa mediante una
richiesta con le seguenti modalita:

- raccomandata a/r all’indirizzo: Sig. Talaia Roberto
RESIDENCE L’OROLOGIOS.r.l.
C.so A. de Gasperin°41 —10129 Torino

- comunicazione via e-mail all'indirizzo: amministrazione@orologio-residence.com
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CONSENSO AL TRATTAMENTO DEI DATI PERSONALI

ai sensi del Reg. UE 2016/679

in qualita di cliente, acquisite le informazioni fornite dal Titolare del Trattamento dei Dati ai sensi dell'Articolo
13 del Reg. UE 2016/679, dichiara di aver ricevuto e compreso I'informativa di cui all’Art.13 del Reg. UE
2016/679 e da il consenso al trattamento ed alla comunicazione dei propri dati qualificati come personali

dalla citata normativa per le finalita e per la durata precisati nell'informativa:

Finalita b) svolgimento di attivita di marketing e promozionali di prodotti e servizi del Titolare, comunicazioni
commerciali, realizzate mediante modalita automatizzata di contatto (posta elettronica, social
network con particolare riferimento a Facebook, Instagram e Google +).

__Acconsento __Non Acconsento

Finalita c) pubblicazione sul proprio sito internet di recensioni scritte dagli utenti che hanno soggiornato
presso la struttura a soli fini pubblicitari;

__Acconsento ___Non Acconsento

Finalita d) pubblicazione sul proprio sito internet di fotografie scattate dagli utenti in occasione di particolari
iniziative (concorsi fotografici, etc.);

__Acconsento __Non Acconsento

Finalita f) svolgimento di attivita di ricerca nell’lambito del Progetto MOBISTYLE e ricezione del questionario
per la valutazione dei dati qualitativi.

___Acconsento ___Non Acconsento
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English version:

ENGLISH TRANSLATION:

PRIVACY POLICY ON THE PROCESSING OF CUSTOMER PERSONAL DATA
pursuant to art 13 of Reg. UE 2016/679

Pursuant to article 13 of EU Regulation 2016/679, hereinafter referred to as GDPR (General Regulation for
the Protection of Personal Data), RESIDENCE L'OROLOGIO Srl, in the person of the Legal Representative, Mr.
Talaia Roberto, with registered office in C.so A. de Gasperi n ° 41 - 10129 Turin, as holder of the personal
data processing, informs you of the following:

Holder of the processing
The data controller is RESIDENCE L’OROLOGIO S.r.l. with registered office in C.so A. de Gasperin ° 41 - 10129
Turin.

Object of the processing

The Data Controller processes personal and identification data (for example, name, surname, company
name, address, telephone, e-mail, bank and payment references) - subsequently, "personal data" or even
"data") communicated by you.

Purpose of the processing
The personal data you provide will be processed exclusively for the following purposes:

a) stipulation and execution of the contract and all activities related to it, such as, for example,
invoicing, credit protection, administrative, managerial, organizational and functional services for the
execution of the contract;

b) carrying out marketing and promotional activities of the Owner's products and services, commercial
communications made through automated contact methods (e-mail, social networks, in particular
Facebook, Instagram and Google +);

c) publication on the Owner’s website of reviews written by users who have stayed at the facility for
advertising purposes only;

d) publication on the Owner’s website of photographs taken by users during particular initiatives (photo
competitions, etc.);

e) fulfillment of the obligations established by law, regulations, applicable legislation and other
provisions issued by authorities invested by the law and by supervisory and control bodies;

f) participation in the MOBISTYLE European Project, which aims to verify the effectiveness of ICT tools
- dashboards and apps - to encourage a behavioral attitude more attentive to the environment,
occupant health and energy saving; it is conducted by Huygen Installatie Adviseurs, in collaboration
with the Polytechnic of Turin, DEMO Consultants, Maastricht University, Institute for Innovation and
Development of University of Ljubljana, Aalborg University, HOLONIX, HighSkillz, TAURON Polska
Energia and Whirlpool.

The processing of personal data for the aforementioned purposes (except for the purposes a) and e))
requires your express consent (art.7 of the GDPR). You will always have the right to object easily and free of
charge, in whole or in part, to the processing of your data for these purposes.

Mandatory or optional nature of the provision of data and consequences of a refusal to provide personal
data

The data required for the purposes referred to in letters a) and e) above must be provided for the fulfillment
of legal obligations and / or for the conclusion and execution of the contractual relationship and the provision
of the requested services. Therefore, your eventual refusal, even partial, to provide such data would make it
impossible for the Supplier to establish and manage the relationship itself and to provide the requested
service.

The provision of personal data necessary for the purposes referred to in letters b), c), d) and f) is instead
optional, therefore your refusal to provide such data would make it impossible to carry out the activities
described therein.
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Data processing methods

The processing of personal data is carried out by means of the operations indicated in art. 4 no. 2) GDPR, for
the aforementioned purposes, both on paper and computerized means, by means of electronic or automated
tools, in compliance with current legislation in particular regarding confidentiality and security and in
accordance with the principles of correctness, lawfulness and transparency and protection of customer
rights. The processingis carried out directly by the Owner's organization, by his/her managers and / oragents.

Communication and Dissemination

Your personal data may be communicated, within the limits strictly pertinent to the obligations, tasks and
purposes referred to above and in compliance with current legislation on the subject, to the following
categories of subjects:

1 subjects to whom this communication must be made in order to fulfill or to require the fulfillment
of specific obligations provided for by laws, regulations and / or EU legislation;
2. companies that act as data controllers or for administrative and accounting purposes (purposes

related to the performance of activities of an internal organizational, administrative, financial
and accounting nature, in particular, functional to the fulfillment of contractual and pre-
contractual obligations);

3. external natural and / or legal persons who provide services instrumental to the activities of the
Data Controller for the aforementioned purposes (e.g. suppliers, consultants, companies,
entities, professional firms). These subjects will operate as data processors;

4, limited to the email address, to the Politecnico di Torino carrying out research activities within
the Mobistyle Project.

Retention period of personal data

Personal data, for the purposes a) and e) will be kept for the entire duration expressed by the contract
stipulated with the Data Controller concluded which the data will be kept for the fulfillment of the terms
established by law for the conservation of administrative documents after which they will be deleted.
Personal data, for purposes b), c) and d) will be kept until the user requests a cancellation.

Personal data, relating to the purpose f) will be kept until the purposes of the Project are achieved.

Data transfer
Personal data are stored on servers located within the European Union. In any case, it is understood that the
Owner, if necessary, will have the right to move the servers even outside the EU. In this case, the Data
Controller ensures as of now that the transfer of non-EU data will take place in accordance with the applicable
legal provisions, subject to stipulation of the standard contractual clauses provided by the European
Commission.

Rights of the interested party
In relation to the processing of your personal data, you have the right to request us:

e access: you can request confirmation that there is or is not a processing of data concerning you, as well
as more clarifications regarding the information referred to in this privacy statement, as well as to
receive the data, within the limits of reasonableness;

o rectification: you can ask to rectify or integrate the data you have provided us with or anyways in our
possession, if incorrect;

o cancellation: you can request that your acquired or processed data are deleted, if they are no longer
necessary for our purposes or if there are no objections or disputes ongoing, in face of withdrawal of
the consent or of your opposition to the processing, in case of illegal processing, or rather there is a
legal obligation to cancellation;

o the limitation: you can request the limitation of the processing of your personal data, when one of the
conditions referred to in art. 18 of the GDPR; in this case, your data will not be processed, except for
storage, without your consent except as specified in the same article in paragraph 2.

o the opposition: you can object at any time to the processing of your data on the basis of our legitimate
interest, unless there are our legitimate reasons to proceed with the processing that prevail over yours,
for example for the exercise or our defense in court;
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e portability: you can ask to receive your data, or to have it transmitted to another holder indicated by
you, in a structured format, commonly used and readable by an automatic device.

Furthermore, pursuant to art. 7, par. 3 of the GDPR, we inform you that you can exercise your right to
withdraw consent at any time, without affecting the lawfulness of the processing based on the consent
previously given.

We inform you that you also have the right to lodge a complaint before the Control Authority, which in Italy
is the Guarantor for the Protection of Personal Data.

For the exercise of your rights or for questions or information regarding the processing of your data and the
security measures adopted, you can in any case contact our company through a request in the following
ways:
- registered return mail to the address: Mr. Talaia Roberto
RESIDENCE L’OROLOGIOS.r.l.
C.so A. de Gasperin°41 —10129 Torino

- communication by e-mail to the address: amministrazione@orologio-residence.com

H2020 MOBISTYLE_723032_WP5_D5.6 76



@MOBISTYLE

CONSENT TO THE PROCESSING OF PERSONAL DATA

pursuant to EU Reg. 2016/679

as a customer, having acquired the information provided by the Data Controller in pursuing to Article 13 of
EU Reg. 2016/679, declares to have received and understood the information referred to in Article 13 of EU
Reg. 2016 / 679 and gives consent to the processing and communication of his/her data qualified as personal
by the aforementioned legislation for the purposes and for the duration specified in the privacy policy:

Purpose b) carrying out marketing and promotional activities of the Owner's products and services,
commercial communications, carried out through automated contact methods (e-mail, social networks, in
particular Facebook, Instagram and Google +).

__Agree __Disagree

Purpose c) publication on the Owner’s website of reviews written by users who have stayed at the property
for advertising purposes only;

__Agree __Disagree

Purpose d) publication on the Owner’s website of photographs taken by users on the occasion of particular
initiatives (photo competitions, etc.);

__Agree __ Disagree

Purpose f) carrying out research activities within the MOBISTYLE Project and receiving the questionnaire
for the evaluation of qualitative data.

___Agree __Disagree
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Slovenian demo case
English version:

of B Eunopsaan L

~<PEOPLE @ MOBISTYLE  Eaumss froganme -

Informed consent to participate in the research about
people-centered approaches to developing tools to reduce energy consurmplion

Dear 5ir or Madam,

‘fou are invited to participate in the PEOPLE project (People-Centred Development Approaches in
Practical and Learning Environments) that focuses on the use of energy in work environments and on
people health related habits. We would very much appreciate your participation in the project.

General information

The information on this site has a purpose of detailed wnderstanding of the research amd what is
expected from you. Based on this, you can decide whether you want to participate in the research.
Please carefully read the consent before deciding to continue. f you do not want to participate in the
research, this fact will by no means be used against you. You can abort your cooperation at any time.

The aim of the research is to collect information about the behavigur and habits of people in work
environments. f you decide to participate, we will monitor and analyse the use of your office. You
will also be invited fior an interview that will help us understand the motivation and causes of spedfic
activities. The research is also part of 3 wider doctoral dissertation that combines data analysis of
sensory data with ethnographic (gualitative) approaches.

Data

The following data will be collected in the survey: room temperature, desired temperature, cooling
and heating valve opening, actual fam speed, fam switch position, mode [day, night, sawvings),
temperature regime and external weather station measurements. Part of the data for 2016 and 2017
will be obtained from the archives of the SCADA system. In addition, we would like to obtain ensrgy
consumption measurements, room 3ir quality (0D, dust, chemicals) and the history of room
entering. If you do not wish that a specific data is collected, notify the researcher and your data for
the s=lected measurement will be excluded from the research.

Confidentiality of datg

Your participation in the survey is entirely voluntary. ¥our data will b2 anonymised and will not be
transferred to anyone without your consent unless you explicitly want to give up anonymity. Your
answers will only be used for reszarch purposes. The data will be transferred via a secure, encrypted
connection and will be stored in 3 secure database. The Institute of Innovation and Development of
University of Ljubljana, the responsible for the PEOPLE project, ensures that the research meets
national and Europ=an standards in the field of personal data protection.

Possible domoge / advantages
The resarch does not foresee any possible damage for the participants.

If you agree with the above conditions, confirm your participation with the signature. Thank you very
much in advance for your time and cooperation. Please be frank in your answers, as these are
extremely valuable sources of research information. ¥ you hawe any additional guestions, 1 am
available.

Thank you,
O MO
resarcher
xexiExer

Projekt PEOPLE - Soglasje za sodefovanje w raziskavi
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Nome and surname:

By =igning | confirm participation in the research.

Pioce and date: Signature:

Comment:

Projekt PEDPLE - Soglasje za sedefovanje v raziskavi
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++PEOPLE @ MOBISTYLE  Eraumss frogranme -

Soplasje za sodelovanje v raziskawvi
K ljuderm usmerjeni pristopi pri rozvoju orodij 2o zmanjsanje porabe energije
SpoStovani,

Powabljeni ste bili k sodelovanju v raziskavi projekta PEOPLE (K ljudem usmerjeni razvojni pristopi v
praktiénifn in winih okoljih), ki 32 osredotoda na uporabo energije v delovnih okoljih in na navade,
powezane 2 zdravjem ljudi. Z=lo bi bili veseli vaiega sodelovanja pri projektu.

Splosne informacije

Informadije na te] strani s0 namenjene podrobriemu razumevanju raziskave in kaj se v njgj pricakuje
od vas. Ma podlagi tega se lahko cdlodite, ali Zelite sodelovati v raziskavi. Prosim, pozomno preberite
soglesje, preden ze odlofite nadaljevati. e v raziskawi ne Zelite sodelovati, to nikakor ne bo
uporabljena proti vam. Sodelovanje lshko v katerem koli trenutku prekinste.

Mamen raziskzve je zbrati informacije o vedenju in navadah uporabnikov v delownih okoljih. Ce =
odlofite sodelovati, bomo spremiljali in anzlizirali uporabo vase pisarne. Povabljeni boste tudi na
intervju, ki nam bo pomagal razumeti motivacijo in vzroke posameznih dejavnosti. Raziskava je todi
del Zirfe doktorske dissrtacije, ki zdruiuje podatkowvno analitiko senzornih podatkov z etnografskimi
[kwalitativnimi) pristopi.

Podatki

W raziskavi bome zbirali naslednje podatks: temperatura sobe, sktivna zelena ternperatura, odpriost
ventila za hlajenje, odprtost ventila za gretje, dejanska hitrost wentilztorja, poloZzj stikala
ventilatorjz, dnevni rezim, temperaturni rezim in meritve zunanje vremenske postaje. Del podatov za
leti 2016 in 2017 bomo pridobili iz arhiva sistema SCADA. Nadalje Zelimo pridobiti tudi meritve
porabe =nergije, kvaliteto zraka v prostoru (stopnja 0Oz, prah, kemikalije) ter zgodoving vstopanja v
prostor. Ce ne Felite zbiranjz zgolj dolodenega dela podatkov, to sporofite raziskovalou in vadi podatki
za izbrano meritev bodo izvzeti iz raziskave.

Zawpnost podathow

Vase sodelovanje v raziskavi je povsem prostovoljno. Vadi podatki bade anonimizirani in ne bedo
posredovani nikomur Brez vaiega soglasja, razen fe s izrecno Zelite odpovedati ancnimnost. vasi
odgovori bodo wporzbljeni zgolj za namene raziskave. Podatki == bodo prenadzli preko varne,
enkriptirane povezave in bodo shranjeni w zaEfiteni podatkowni bazi. Inowacijsko-razvojni indtitut
Univerze v Ljubljani, ki je nosilec projekta PECPLE, zagotavljs, da raziskava izpolnjuje drzavne in
evropske standzrde s podrodja zaidite osebnih podatkoy.

Modng Skodo / prednosti
raziskava ne predvideva nobene moine Skode za sodelujode.

Ce e strinjate 2 2gornjimi pogoji, potrdite svoje sodelovanje s podpisom. Majlepa hvala £e vnaprej za
vak £as in sodelovanje. Prosim, bodite odkriti pri swojih edgovorih, saj so t izredno dragocen vir
informaci] za raziskavo. G2 imate dodatna vprafanjs, sem vam na voljo.

Hvala,
Ajda Pratnar
doktorske Studentha in roziskovalka
gjda. pretnar@ i umi-ij si
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5 podpisom potrjuiem sodelovanje v raziskavi.

Krayj i dotum: Podpis:

"Ir L E Eras

Komentar:

Projekt PEOPLE - Soglasje za sodefovanje v raziskavi

H2020 MOBISTYLE_723032_WP5_D5.6

81



@MOBISTYLE

Polish demo case

English version:

S"ﬁu_umw

L AP

Regulations of the Offer
MOEBISTYLE

§ 1 POSTANOWIENIA OGOLNE

1. 1. The Crganizer of the MOBISTYLE Offer, hersinafter referred to as: "Ofer”, is TAURON Spreedat sp. 2 auo. with
registered affice and address: ul. tagiewnicka 60, 30 - 417 Krakdw, hereinafter referred to as the "Organizer”,
acting on behalf of TAURON Palska Enerngia 5.4 with registered office and address: ul. Sciegiennego 3, 40 - 114
Katawicse, hereinafter referred to as: "TPLE".

2. 1. The Research Project is implemented within the MOBISTYLE Consartivm on the basis of a consortium
agreament basaed an the REGULATION (EU) Mo 1200/2013 OF THE EUROPEAN PARLIAMENT AND COUNCIL of 11
December 2013 laying down the rules for participation and dissemination for Horizon 2020 - the Framework
Program in research and innavation {2014-2020)" and the Curopean CommEsion's Framewark Madel Contract
for Granting, concluded with many beneficiaries, together with its annexes, was concluded on December 1,
1004,

3. The partners of the Research Project - alongside TPE - are:

a] a) Husar Labs sp. o.o. based in Poman,

bl b) Huygen Installatie Adviseurs BY with its registered office in the Netherlands,

ci ] DEMO Consultants BV with its registered office in the Netherlands,

d}  d) Maastricht Uniwersity with headguarters in the Netherlands,

el e) Institute for Innovation and Development of the University of Ljublj based in 5 i,

fi f] Aalborg Uni v with its regi d office in D L

¢l gl Politechnico Torino based in Italy,

bl ] Holonix S.r.L based in ltaly,

il i) Highskillz Limited with its registered office in Great Britain,

il iV Whirlpool Eurape srl based in aly,

4. hereinafter referred to as: 'Partner’. 4. The Regulations define the terms and conditions for the use of the Offer
for Participants wha mest all the conditions far participation in the Research Project, which are referred to in
the Regulations, hersinafter referred to as "Regulations”, in particular the conditions descoribed in § 2 af the
Regulations. The terms used in the Regulations mean:

4.1. Participant - a natural person wha has fFulfilled all the conditions for participation in the Offer specified in
the Regulations, in particular the conditions described in § 2 of the Regulations..

4.2, PPE [Energy Consumption Point| - a point in the power grid in which snergy products {energy, distribution
services, power, atc.) are measured by devices enabling the registration of measurement data. If there s
more than ane measuring device under ane address, esach of them & a separate PPE and has a unigue
identification number.

4.3, Price list - & set of prices ar rates for electricity paid for the OHer, defined in GTC and indicated in these
Regulations.

4.4. Contract - Comprehensive agreement regarding electricity (TAURDHN Spreedaz Sp. £ oo ) together with the
General Conditions of the Agreesment (GTC)

4.5 Survey - a dedicated form located at www tauronet. Bauron.pl/new or sent ta the e-mail address provided
by the Participant, cantaining guestions about the functioning of MOBISTYLE. The Organizer and Partner
reserve the right to call the Participant by phone for additional verification of MOBISTYLE. The cantact will
take place an the mabile phane number provided by the Participant. An exemplary guestionnaire is Annex
Mo 1 to these Regulations. &pplication - dedicated software for smartphone or tablet, which is based an
data transferred fram Smart Devices. And & the basic interface for communication and control between
the Participant and MOBISTYLE devices, ..

4.6 MOBISTYLE - dedicated application awailable on smartphones with an Android operating system that
processes the gamification process in the Research Project by means of communication with the wser
motivating to specific activities aimed at improving energy efficiency, indoor enviranment and health.,..

4.7. Research project - a project invalving the varification of the affectiveness of the use of Smarnt Devices and
gamification in order to achieve improvement of energy and heat efficiency in residential premises that
also take into account parameters such as: termperature, humidity, air guality..

4.E Smart devices - devices with autanomous Wil communication {2.4 GHz) and implementing. amang
others, functions::

- LSmart measuramants of electricity consumed or
- measuring and presenting to the end user environmental parameters in the househald
|temperature, hurmidity, ste ) or

Stmna 1 =3
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= detection of events coourring in the househald [detection of open doors [/ windows, detection of
temperature, humidity, VOC and on-line monitaring).
Cach Smart Device has its own documentation {including installation and aperating instructions or regulations far
uses], with which the Participant must resd and which must be accepted by the Participant. The adoption of Smart
Devices confirmed by the signing of the MOBISTYLE transfer protocal means automatic acceptance of the sttached
dacumentation. Full documentation of Smart Devices is available 2t waow.tsuronet. tsuron. plinew.
§ 2 PARTICIPANTS OF THE RESEARCH PROJECT

M participant in the Research Project may become a natural persan wha will benefit from the OHer, having full legal
capacity and being @ consumer who will meet the fellowing conditions jainthy:
® |5 3 customer who is on the Saller's Tarilf Tauron Spreedai Spo @ oo, or be is not a Tauron Custamear
= Upon jaining the Offer, enter into a price list containing the following in the mame:

EE_GD GROZ B SerwisantDom_NF_mobi TS

EE_GO GROZ O SerwisaniDom_MF_mobi TS

EE_GD GR5 B SerwisantDom_NF_mabi TS

EE_GD GRS O SerwisaniDom_NF_mobi TS
= Has an Smart AMI energy meter belonging to TAUROM Dystrybucia Pomiary Sp. 2 0.0, located at a distance enabling
oammunication with Smart Devices
» |t has g broadband internet connection and & netwark device that supports wirelass 2.4 GHz WiFi {WiFi router).
The participant is reguired to own or purchase a WiFi wireksss router an their own and connect and configure it
accordingly.
= [t has a smartphane, operating under the control of the 126 operating system (106 B or newer) ar Gaagle Andraid
14.2 or newer ) and undertakes to use this type of device during the duration of the Research Project.
laining the Ressarch Project and making use af the Offer is connected with the necessity of submitting by the
Participant the email address and telephone number that he hag, which the Participant accepts. The @ - mail sddrass
and telephone number will be used by the Organizer and the Partner for the purpose of carrying out this Offer and
the Research Project, in particular in connection with delivering the questionnaine for the Participant

& 3 RESEARCH PROJECT
1. The aim of the Research Project & to use the application and the communication platfarm with slectricity
consumers, and bto examine its impact an increasing customers’ awareness of the optimal wse of energy, improving
the quality of the indoor environment, health and lifestyle. The mativation to change habits and behaviors in this
area is to be personalized, madular infarmation servioes delivered to end users using attractiee ICT solutions.
2. The Research Propect will start na earlier than 06/0%/201% and will last wuntil 31032020
= During the Research Project, the Participant will use Smart Devicss and Applications, taking active part in the
Research Praject.
3. During the Research Project, the Grganizer, TPE or Partner will provide Participants with Smart Cguipment.
4. Participant of the Ressarch Praject will receive 3 maximum af 10 Smart Devices. The Organizer decides about the
typee and quantity of Smart Devices defivered to Participants.
5. The transher of Smart Devices will take place after signing appropriate protocals far the transfer aof BMOBISTYLE
eguipment and concluding a contract for the Price List referred ko in §2.
G. The first Smart Device will be transferred to the Participant no later than 30 days fram the date of conclusion of
the Price Lt Agreement. The next Smart Devices Organizer or Partner will provide successieely.
7. Smart Devices will be sent by courier to the PPE address of the Participant, for which the Participant has concluded
an Agrasment an the Price List.
A4t the moment of sending a courier parcel, an e-mail or text message will be sent to the e-mail address or phone
number with information on the shipment of the device.
9. The participant independently starts and configures the Smart Devices received fram the Organizer ar Partner
within 14 days of their receipt.
10. In the case of the Smart Devices issued to the Participant, the pravisions af the Civil Cade are applied as for the
use of the item, whereas the time of lending is synonymous with the term of the Research Project.
11. The participant agrees to use the Smart Devices at the PP address to which the Participant has submitted the
applicatian.
12 The Customer may join the Research Project and use the Offer only ance far a given PPL.
& a4 AUTHORITY'S COMPLAINTS

1. The participant is ohliged ta use the received Smart Devices in sccordance with their intended use and the rules
af use in the period referred ta in § 3 paint 2.
2. The Participant undertakes to complete the Surveys that will be placed on the www tauron.plinew wehsite ar
sent to the e-mail address pravided by the Participant during the duration of the Research Project. The participant
will be notified wia e-mail to the e-mail address provided during the application in the competition. The participant

Stmna 2z s
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& chliged to fill in the guestionnaire within 14 calendar days from the date of receiving from the Organizer e-mail
infarmatian about the need ta complete the tureey.
3. After the completion of the Research Project, the Smart Devices provided by the Onganizer may become the
praperty af the Participant of the Research Praject for PLW 1 gross.
4.4 participant wha has viclated any of the provisions of the Regulations shall not be entitled ta purchase eguipment
far PLH 1 gross and he is obliged to return the equipment at the request of the Organizer under pain of payment of
a contractual penalty in the amount af PLY 2 500 {eguipment cast].
5. The participant, in the case referred to in point 4, is obliged to return the Smart Devices to the following address:
TAUROM Spreedai Sp. r oun, ul. tagiewnicka 60, 30-217 Krakdw.
G. The participant is abliged ta regart any defects ar errars found that present further implementation of the
Research Project at the indicated e-mail add ress: tauron @lerta.energy or by phone at <48 575 211 900, Applications
should be made no later than the next day warking day after the detection of a Fault ar errar.

& S INFORMATION ON PROCESSING OF PERSOMAL DATA
1. The administrator of the Participants' personal data is TAURON Spreedad sp. £ o.o. based in Krakow (postal code
30 - 417, at wl. tagiewnickiej 60, District Cowrt in Krakiw, 11th Commercial Department of the Mational Caurt
Register, Entrepreneurs Register of the National Court Register: DD00270491, NIP: 6TE2337735.
2. W'e have appointed the Data Protection Supervisar, which can be comtacted by writing to s iod@ tauron.pl or ta
the correspondence address: 10D TAURON Spreedai sp. 2 0.0, ul. Lwowsks 23, 40-385 Katowice.
3. The processing of personal data of Participants is based on consent, i.e. art. B par. 1 lit. 2] CU Regulation 2016/679
af 27 Agril 2006 an the protection af individuals with regard ta the processing of peréonal data and an the free
movernent of such data and repealing Directive 85046 / EC {general regulation on data protection), hereinafter
‘Regulation . The text of the Regulation can be found at customer sarvice points and st tavran.plfrodo.
4. Providing personal data by the Participants is voluntary. Providing data: name, address, address, PPE address, e -
miail address, phone number is a condition of participation in the MOBISTYLE Offer.
5. Personal data provided by Participants, as well a& measurement data obtained fram the AR smart electricity
mieter will be processed in order to participate in the BMOBISTYLE Offer - a research project striving to creats an
application and & communication platform with electricity consumers, and examine ite impact an increasing
customer awareness in terms of optimal energy consumptian, improving the guality of the home environment,
health and lifestyle. The persanal data of the Participants will be processed for the period necsssary to schieve the
abjective referred to abowe, e until 30/06 2030, and in any case until the consent is withd rewn.
. The participant has the right to withdraw consent to the processing of persanal data at any time {without affecting
the lywfulness of the processing of persanal data priar to the withdrawal of consent), hawever, this entails the
resignation from participation in the MOBISTYLE Offer. The consent to the processing of personal data can be
withdrawn in the following way: by @-mail to tauroni@lerts energy.
7. In connection with the processing of persanal data, the following rights are entitled to the Participants:
= the right to sooess persanal data
= thie right o rectify persanal data
= the right to delete personal data (also known as the "right to be fargatten®)]
= the right ta limit the processing of persanal data
= the right ko transfer data
#. 1f the Participant will want to exercise the rights referred to above or for more information - it & possible to contact
us in the fallowing ways:
= in writing to the address TAURDHN Obsluga Klienta sp. 0.0, ul. Lwowska 23, 20-3E9 Katowice;
= by e-miail ta the following address: osobosobowe wnioski@tauran.pl
= by phone on +48 32 B06 0BG,
If the Participant decdes to use the above rights, the Administrator will ghve him an answer as to the consideratian
af the request, without undue delay, hawever not later than within one month fraom the date of recsipt of the
request.
9. The right to lodge a complaint to the supervisory body. If the Participant believes that by processing his © her
personal data, the Administrator violates the law, he / she has the right to ladge a complaint with the supervisory
bady - the Prasident of the Office of Persaonal Data Protection.
10. Participant data may be transferred autside the Curapean Cconomic Area [ TEA'). Such & situation may take place
when the Administrator commissions certain services to entities established outside the ELA o processing data
autside the ECA. Your persanal data may anly be transferred to third countries [countries outside the CE&) ar entities
in third countries {on the basis of the Privacy Shield program) far which an adeguate level of data protection has
been established by the Curopean Commission ar included in contracts with those standard data protection clauses,
In connection with the transfer of data cutside the LA, you may request the Administrator to provide further
infarmation an the security measuras applied in this regard, abtain a copy of thess safeguards and information abaut

where ta disclose them by contacting the Administrator in the manner indicated in this information.
Stena 3c S
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1. The intended recipients of the participants’ persanal data are:
a) Other administratars wha process personal data on their awn befali:
= TAURON Palkka Energia 54,
» Filot Partners listed in § 1 para. 3 of these Repulations [only measurement data obtained fram the &hAl Smart
alectricity mater),
= Cntities conducting postal ar courier activities,
b Entities processing personal data on our hehalf:
= TAURON Obstuga Klienta sp. O.a.,
» Lerta sp. O,
= Entities supporting ICT systems and IT services,
= Entities supporting us in handling correspandence ar in the customer service process;
= Entities providing comsultancy, consulting, audit, legal, tax and accounting asistance;
= Entities providing document archiving services;
to the extent it is necessary for the purposes of processing personal data.
£ 6 COMPLAINTS
1. All complaints resulting from participation in the Research Project, as well as physical defects of Smart Devices
should be submitted electranically to the e-mail address taurani@ lerts snergy
2. In the case of physical defects of Smart Dewicss, the Organizer and the Partner undertake to repaic the
malfunctioning Smart Device or its subassembly free of charge. The Organizer and Partner may decide that instead
af repairing the faulty Smart Device, they will replace it with & Smart Device Fres from defects.
3. In the case of physical defects of Smart Devices, the Participant is obliged to inform the Organizer about any
defects noted. IF it is necessary to send back the Smart Device, the Participant undertakas to send them by courier
service indicated by the Organizer or Partner ta the address indicated by the Organizer. .
4. The Onganizer and Partner undertake to repair or replace the faulty Smart Device within 30 days. i, for reasons
beyond the Organizer's and the Partner's control, the deadline can nat be met, the Participant will be notified wia
amail to the e-mail address,
5. This complaint pracedurse doss nat exclude the passibility of pursuing passible claims by the Custamer an the
basis of generally applicable laws.
& 7 TERM
1. The affer runs fraom 0605/ 2049 te 310372030,
2. The Research Project rums fram 01,007,/2019 to 31,/03/2020
3. In the circumstances described in § 9 ttern 1, the Organizer recervas the right to change the tarm af the Offer
specified in paragraph 1.
4. The participant will be notified via e-mail about the change of the term of the Offer. Any changes to the dates will
alun be announced on the webiite waww tawron. plfnes
£ B RESIGNATION FROM PARTICIPATION IN THE RESEARCH PROJECT
1. The participant has the right ta resign from participation in the Offer’s Research Project during its duration.
2. The participant in the case described in paragraph 1 is obliged to return the Smart Devices to the Onganizer’s
request under the pain of payment of a contractual penalty in the amount of PLN 2,500.00 {equipment cost).
3. The participant, in the case referred ko in paragraph 1 & obliged to return the Smart Dewices to the fallvwing
address: TAURON Spraedat sp. 0.0, vl bagiewnicka 60, 30 - 417 Krakiw.
§ 9 FINAL PROVISIONS
1. D to the research nature of the Ressarch Project, the Organizer infarms the Participant that the MOBISTYLD
solution may be burdened with defects that may hinder or disable the use of MOBISTYLE and it will not constitute
grounds for lodging complaints within the meaning of apphcable law, which the Participant acoepts.
2. In matters mot regulated in the Regulations, the relevant provisions of the Civil Code shall apply.
3. The amendment of the Regulations {with the exception of the replacemants describad in § 7 section 2) reguires a
written form under pain of nullity.
4. The Regulations are available for the entire duration of the Offer at the registered office of the Company,

Customer Service Paints and ab s o roneplinew
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| declare that | agree ta the procsssing of my personal data in the farm of: name, addrecs, PPE address, e-mail
address, telephone number, measuremeant data obtained from the AMI intelligent electricity meter in arder ta
participate in the MOBISTYLE Offer - Le. the Research Project striving to create an application and a platfarm far
cammunication with electricity consumers, and to examine its impact an increasing customers’ awareness of the
aptimal use of energy, improving the quality of the home environment, health and lifestyle.

| declare that | agres to transfer measurement data from my smart electricity meter AMI by TAURDN Dystrybucja
Pamiary 5p. 2 oo, TAUROHN Sprzedat sp. 2 0.0, and ather Partners mentioned in § 1 point 3 for processing during
the implementation of the BOBISTYLE Pilotage.

| declare that | have been informed about the obligation to complete surveys concerning the functioning of
MAOQRISTLES, which will be placed by the Organizer at least once a month at www tauran.plnew

| declare that | have been informed that after the Pilotage, the Intelligent Devices | use during the Pilatage may
transfer to my property for PLN 1 gross.

(place, dobe | (Customer's slanadure |

Polish version:
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Regulamin Oferty
MOEISTYLE

§ 1 POSTANOWIENIA OGOLNE

Organizatorem Oferty MOBISTYLE, rwanej dalej: | Ofertg”, jest TAURON Sprredad sp. z oo, @ siedribg

i adresem: ul. tagiewnicka 60, 30 - 417 Krakdw, zwana dalej:  Orgenizoterem”, drialajyca na zlecenie TARURON

Polska Energia S.4. # siedziba i adresem: ul. Stiegiennego 3, 40 — 114 Katowice, rwana dalej: , TRE".

Projekt Badswcry realizowany jest w ramach Konsorcjum MOBISTYLD na podstawie umowy konsorcjum

opigrajgosj sk na ROZPORZADIENIL JUE} Mr 129072013 PARLAMENTL CUROPCISKIEGO | RADY @ dnia 11

grudnia 2013 r. ustanawiajgoym sasady wcrestnickwsa | uprwirechniania dla programu Morprant 2020 -

programy remowege w o rokresie bodod noukowpch § innowocl (2014 — 2020)" oraz na Ramowej Umowie

Wrorcowe] Komisji Curopejskiej o Udrielenie Dotacji, sswieransj @ wisloma bensficjentami, wraz 2 jaj

zalgeenikami i rostala awarta dmia 01 grudnia 2014 r.

Partnerami Projektu Badawcrego — obak TRE - sa:

a]  Husar Labs sp. z 0.0, z siedreibg w Poznaniu,

bl Huygen Installatie Advisewrs BY 1 siedziby w Holandii,

c)  DEMO Consultants BV rsiedriby w Holandii,

d}  Maastricht University z siedziby w Holandii,

e|  Institute for Innovation and Development of University of Ljubljana z skedziby w Slowenii,

f}  Aalborg University 1 siedziby w Danii,

gl Politechnico Torino © siedziby we Wioszech,

bl Holonix S.r.L z siedziby we Wioszedh,

il Highskillz Limited z siedziby w Wielkiej Brytanii,

il Whirlpool Europe srl 1 siedziby we Wioszedh,

rwanidalej: ,Partnerem”.

Regulamin okresla masady i warunki skorzystania @ Oferty dia Uczestnikow, ktorey speiniajg wizystkie warunki

urrestnictwi w Projekcie Badawerymakredlone w Regulaminis, swanym dalej Regulaminem”, w tym w

srcregdinodei warunki opisane w § 2 Regulaminu,

Uiyte w Regulaminie pojecia ornacrajy:

5.1, Ucrestnik - oceoba fizyerna, kbtdra speinila wsrystkie warunki ucrestnictwa w Ofercde okredlone
w Regulaminie, w bym w stczegolnesci warunki opisane w § 2 Regulaminu.

5.2, MPE {Punkt Poboru Energii] — punkt w sied alektroenergetyczng), w ktdrym pradukty Ensrgstycne
{energia, usfugl dystrybuci, moc, itp.) 53 mierone preez urzadeenia umodliwiajace rejestracje danych
pomiarawych. ledli pod jednym adresem enajduje sie wigcej nii jedno urzgdzenie pomiarawe to kaide
2 nich jest asphaym PPE | posisda unikatawy numer identyfiksogjmy.

5.3, Cennik - dedykawany do Oferty zbidr cen lub stawek oplat za energiy elektryczng, rdefiniowany w OWLU
Twskarany w niniejsrym Regulaminie.

54, Umowa - Umowa kompleksowa dotyczgca energii elektrycene] (TAURON Spreedad Sp. ¢ oo} wraz 2
Ogdlnymi Warunkami Umowy {3WU |

5.5, Ankieta - dedykowany farmularz umisszczany na stronbe wws . tauron et tau ronplinew lub preeskany na
podany prrer Uczestnika adres e-mail, zawierajgcy pytania dotyczace funkcjonowania MOBISTYLE
Organizatar araz Partner rastrregaja sobie prawa do telefonicznego kontakto @ Uerastnikiem celem
prreprowadrenia dodatkowe] weryfikacji funkcjonowania MOBISTYLE. Kantakt nastapi na podany preez
Uczestnika numer telefony komorkowepa. Prayiladowa ankieta stanowi Zatacenik ne 1 do ninlsjsnego
Repulaminu.

5.0, Aplikacja - dedvkowane oprogramowanie na, smartfon lub  tablet, ktdre bazuje na danych
prrekarywanych 2 Inteligentnyeh Urzgded. | jest podstawawym interfajsem do komunikacji | sterawania
pomigdry Ucrestnikiem a urrgdzeniami MOBISTYLE,..

5.7. MOBISTYLE - dedykowana aplikacja dostepna nia smartfonach posiadajgcych system aperacyjny Android
realizupgea proces grywalizagi w Projekcie Badawcrym 2a pomocy komonikacii 2 wiytkewnikiem
motywujace] do okreslonych coynnodcl sdudgopch poprawie efektywnodci energetycene], komfartu
cieplnego i jakoiei powistrza. .

5.E. Projekt badawcry — projekt polegajgcy na weryfikacji skutecmodci wykorzystania Inteligentnych
Urzgdren oraz grywalizacji w celu osiggnigda poprawy efektywnoid energetyczne] i deplinej w lokalach

iniafgcych dodatkowo parametry takie jak: temperstura, wilgotnodc, jakodd

O 2
L yon L

powietrza.
5.9, Imteligentne Urzgdzenia — urrgdrenia posisd sjgee autonomiczng kamunikacje berprrewadows WiFi (2,4
GHz| arar realizujace muin. funkeje:

H2020 MOBISTYLE_723032_WP5_D5.6 87



@MOBISTYLE

y“T;ﬁ.UHDN

R A AP

= inteligentnych pomiardw pobranej energil elektrycenej lub

*  misrrenia i prerentowania uiytkownibowi | kodcowemu  parametrow drodowiskowych
w gospodarstwie domawym (temperatura, wilgotnadci ied. ) lub

+  wykrywania adarzef mistnialych w gospodarstwie domowym {detekcja otwartych drowifokien,
detekcja tem peratury, wilgotnods, YOO oraz manitaring an - linef.

Kaide Inteligentne Urrgdrenie posiada wiasmg dokumentacje (mein. instrukcje instalacji i obstugi lub
regulamin uiytkowania), @ ktdry Uceestnik musi sig zapoenad | kbora mousi by prrez Uczestnika
rsakceptowana. Proyjecie Inteligentnych Urzadeen potwierdzone podpisaniem protokaby prrekazania
spreetu MOBISTYLE cenacra sutomatycing akceptacie ralgcrons dokumentacji. Pedna dokumentscja

Inteligentriyeh Urzgdzen dostepna jest na stranie waw.tauronet.tau ron. plf new.
& 2 UCTESTMICY PROJEKTU BADAW CZEGOD

Ucrestnikiem Projektu Badawcrega mobe stad sig osoha fizycmna kbdra skarzysta @ Oferty, posiadajyos pelng idolnoic
da crynnadci privwnych i bedigca konsumentem, ktdra spedni lgcenie nastepujice warunki:

L

LI L I

Jest Klientern bedgcym na Taryfie Spreedawey Tauron Spreedai Sp. r oo, lub nie jest Klientem Tauran

W momencie praystypienia do Oferty zawrze umows na Cennik mawierajgoy w nanwie:

EE_GD GROZ B SerwisantDom_NF_mobi TS

EE_GD GROZ O SerwisantDom_MF_mobi TS

EE_GD GRS B SerwisaniDom_NF_mobi TS

EE_GO0 GRS O SerwisaniDom_MF_mobi TS

Posiada inteligentny lcrnik energii AW naleigoy do TAURDN Dystrybucja Pomiary Sp. 2 oo, umigjscowiany w
odlegloici umailiwiajgoe) komunikacje & Urzgdzeniami Inteligentymi

Posisda szerokopasmows Bacze internetowe oraz urzgdeenie sieciows obslugujgce berproewodawy transmisjg
WiFl 2.4 GHz (router berpreewodowy WiFQ). Ucrestnik robhowigrany jest posiadad lub mabye we wlasmym
zakresie router bezpreewoedowy WiFi oraz odpowiednio go podigcryd oraz skonfigurowad.

Posisda telefon komdrkawy typu smartfon, pracujgcy pod kontroly systemu operacygnego i05 (106 8 lub nowsey]
lub Goagle Andraid (4.2 lub nowsey) | 2obowizruje e do karzystania @ tego typu urrgdrenia w okresie
obowigsywania Projektu Badawezego

Proystypienie do Projektu Badvweraga i shoraystania @ Oferty wigle sie @ koniecinobeiy preekazanis preez Uerastnika
posiadanego proer niega adresu e — mail i numeary telefonu, co Uczestnik akosptuje. Adres e — mail | numer telefonu
hedy wykorzystywane proer Organizatora orae Partnera w celu realizacii niniejszej Oferty i Projektu Badawcrego , w
srcregolnoic w rwigzky @ dorecraniem ankiet dia Ucrestnika.

1.

§ 3 PROJEKT BADAWCIY

Celem Prajektu Badawcerego jest wykorrystanie aplikagi oraz platformy komunikacji @ adbiorcami energii
elektrycinej, orar tbadanie jej wplywu na pwigksrenie Swiadomods klientow w rakresie optymalnego 2ufycia
energi, poprawy jakado srodowiska domowega, sdrowia i style fycia. Motywascjy do rmiany preyewycsajen i
machowan w btym rakresie majg byd spersonalizowans, modubowe ustogl informacyjne dostarczane do
kafcowych uiytkownikdw s pomocs atrakoyjnych roowigzan ICT.
Projekt Badawery rozpacenis sie nie weredniej nid 06.05.2019 i patraa da 31.03.2020

= W trakcie trwania Projektu Badawczepgo Uczestnik korpystad bedzie 2 Inteligentrych Urzgdred oraz Aplikaci,

biorgc aktywny vdziad w Projekeie Badawcaym.

W otrakcie trwania Projekty Badawcsego Organizator, TPE lub Partner dostarcey Uczestnikom Inteligentne
Urzgdrenii.
Uezastnik  Projektu Badawerego atreyma maksymalnie 10 Inteligentnpch Urzgdeed. O rodssjo §0iledei
Inteligentnych Uregdren dostarczanych Uczestnikom decyduje Organizator.
Froskazanis Inteligentnych Urzgdzend adbedrie sie po podpisaniv odpowiednich protokodtw preekazaniasproetu
MOBISTYLE prar sawarciu umowy na Cennik, o kberym mowa w 52.
Figrsste Inteligentne Urzgdeenie rostanie przekazane Uczestnikowi najpoéniej 30 dni od daty sawarcia Umoey
ma Cennik.. Kolejne Intaligentne Uregdrenia Organizator lub Partner bedy dostarcrad sukcesywnia.
Inteligentne Urzgdrenia wysylane bedy preesylky kuriersky na adres PPE Uczestnika, na ktdry Uczestnik saward
Umoawe na Cennik.
W mamencie nadania preesyki kurierskie], na adres e-mail, lub na numer telefone, rostanie wysdany
od powiednio e-mail lub sms zinfarmaciy o wysylce urzgdrenia,
Uezastnik samodrielnie uruchamia i kanfiguruje Inteligentne Urzgdrenia atreymane od Organizatara lub
Partnera w terminie 14 dni od ich adbiaru.

Stene 2 o &

H2020 MOBISTYLE_723032_WP5_D5.6

88



@MOBISTYLE

y‘iTAUHDN

Ll P

10. Wabec wydanych Ucrestnikowi Inteligentnych Urzgdren stosuje sie preepiy Kodeksu cpwilnegoe jak dla
stosunky ufycrenia rrecay, prry crym cras uiyczenia pest réwnonaceny @ terminem abowidzywania Projektu
Badawcrega.

11, Ucrestnik pobowiaruje sie korrystad @ imteligentnych Urmadzen na adresie PPL, na ktory Ucrestnik  zlaiyl
glasrenie.

12, Klient mode proystapic do Projektu Badawcsago i skorzystac @ Oferty tylko raz dia danego PPE.

§ 4 POWINNOSCI UCZESTNIKA

1. Uceestnik jest robowigzany do kareystania @ otreymanych Inteligentnych Urzgdred sgodnie & ich prreznaczeniem
oraz rasadami ubytkowania w akresie o kbérym mowaw § 3 pkt 2,

2. Ucpsitnik rohawigruje sie do wypelnienia Ankiet, ktore w okresie obowigzywania Projektu Badawciegn,
umiesrcrane bedy na stronie www tauron.plnew lub wysytane na podany preez Ucrestnika adres e-mail.
0 koniecrnoici wypednienia ankiety Ucrectnik rostanie powiadomiony droga elektroniceng na adres e-mail
podany poderas rgloszenia w konkursie. Ucrestnik jest robowigzany do wypelnienia ankiety w ciggu 14 dni
kalendarzowych aod dnia atreymania od Organizatora infarmacji e-miail o kaniecznoto wypelnienia Ankiety.

3. Po rakodcreniu Projekty Badawcrego, uiycrone pree: Organizatora Inteligentne Urzgdzenia mogy preejic na
wilasnodc Urzestnika Projektu Badawczego ra kwote 1 xl brutto,

4. Uepsitnikowi, ktory naruszyl ktorekobuiek @ postanowien Regulaminu nie proysfuguje prawo do wyko pisnia
urrgdzern za 1zl brutta § jest an rabowigeany do rwrotu urzgdzen na werwanie Organizatora pod rygarem
maplaty kary umownej w wysokosci 2 500 zl (koszt urzgdoen).

5. Ucesitnik, w preypadiu o ktorym mowa w pkt 4 jest sobowiggany do zwrotu Inteligentnych Urzgdeen ma adres:
TAURON Spreedat 5p. 2 0.0, ul tagiewnicka 60, 30-417 Krakdw.

6. Urcpsitnik jest robowigzany do rgloszenia stwierdronych usterek lub bledow, ktore uniemodiimwiajy dalszg
realizacis Projektu Badawesego na wskarany adres e-mail tauronii@lertaensrgyl lub droga telefoniceny pad
numerem telefonu +48 575 211 900, Zglosrenia naledy dokonat nie pdiniej nid mastgpnege dnia roboceega po
dniu wilerycia usterki lub badu.

£ 5 INFORMACIA O PREETWARZANIU DANYCH OS0BOAWYOH

1.  Adminstratorem danych asobowych Uczestnibdw jest TAURON Sprredat sp. r oo ¢ siedziby w Krakowie (kod
pocztawy 30 - 417), prey ul. bagiswnickie] 60, S3d Rejonowy w Krakowie, | Wydzial Gospodarcey KRS, Rejestr
Preadsighiorciw KRS: DO00270491, NIP: 6762337735,

2. Powoalalidmy Inspektara Ochrony Danych, @ kbdrym moina sig skontaktowad pisege na tiiod@tauran.pl lub na
adras korespondencyjny: 10D TAUROM Sprredad sp. ¢ oo, ul. Lvowska 23, 40-389 Katawice.

3. Prostwarranie danych osobowych Ucrestnikdw odbywa sie na podstawie rgody, ti art. & wst. 1 e a)
Rozparrgdzenia UE 2016/679 & dnia 27 kwietnia 206 r. w sprawie aochrony asob firycenych w swigzko 2
przetwarzaniem danych osobowych | w sprawie swobodnego preeplywue takich danych araz uchylenia
dyrektywy 95/46WE |ogdlne rozporzgdrenie o ochronie danych), dalej  Rorporzadeenie”. Tekst
Rozporrgdrenia mogy Pafstwa rnaleic w punktach ohslugi klienta orar na stronie tauron.pl/rada.

4. Podanie prier Ucrestnikdw danych oeobowych jest dobrowalne. Podanie danych: imie, narwisko, dane
adresowe, adres PPE, adres @ — madl, numer telefonu stanowi jed nak warunek udziaby w Ofercie BOBISTYLE.

5. Dane asobowe podane preez Uczestnikow a takie dane pomiarowe pozyskane ¢ inteligentnega licenika energii
elektrpcene AMI bedy prostwarzans w oslu udristy w Ofercie MOBISTYLE — coyli Projekeie badaywerym daiacym
do stworsenia aplikacji ora: platfarmy komunikaci 2 odbiorcami energii elektrycene), oraz rhadania jej wptywu
na mwisksrenie dwiadomadci klientdw w rakresie optymalnego rufycia energii, poprawy jakodci Srodowicka
domowega, rdrowis | stylu fycia. Dane csobowe Uczestnikdw bedy prostwarzane preez akres nierbedny do
realizagi celu, o ktdrym moawa powyie] tj.o do 30,06 2020 r., @ w kaidym preypadiy do crasu wycofania tgody.

6. Uerestnik ma prawo do wycofanis :gedy na preetwarzanie danych asoboaych w dewalnym momencie {bez
wiphywu na legainaid preetwarzania danych osobowych preed cofnigoem zgody), jednakie wigde sig to 2
rezygnacjy ¢ udisdu w Ofercie MOBISTYLE. Zgode na preetwarzanie danych osobowych modna wyoofad w
nastepujacy spasdh: mailowo na adres mabistyle@tauron.pl.

7. W rwigrku @ prretwarzaniem danych asobowych, proyedugujy Uczestnikom nastgpujace prawa:

+  prawo dostgpu do danych csobowych

+  prawo do sprostowania danych osobowych
prawo do usunigeia danych osobowych [wanego rdwnie prawem do bycia zapamnaianym”}
prawo do ograniczenia preetwarzania danych csobowych
+  prawo do prreniesienia danych
8. ledli Ucrestnik bedrie cheial skorrystad @ praw, o kborych mowa powyie] lub uzyskad wigoe | informadji — moélray
jest kontakt na wybrany @ poniiszych sposabdwe:
- pisemnie na adres TAURON Obiduga Klienta sp. & ooo. ul. Lwowska 23, 40-389 Katawice;
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+  mailywe na adres d aneosohowe wnioskiEtauran.pl

- talefanicznie pod numererm +48 32 606 0 B0G.

Jesli Ucrestnik rdecyduje sie skorrystad @ powyisrych praw, Adminstrator edzieli mo odpowiedsi oo do
rarpatrzenia dydania, ber shedne] rwlakl, jednakie nie péiniej niz w terminie miesigea od dnia atreyrmania
Eqdania.

Prawo do wniesienia skargi do organu nadrorczego. Jesli Ucrestnik uwata, fe preetwarzajac jego dane
oeabowe Administrator narusza prospisy prawa, preysdugoje mo prawa do wniesienia skargi do organu
madrorcrego - Praresy Urzed o Ochromy Danych Qeobowych.

10, Dane Ucrestnikdw mags byc preekazane pota Curopejskl Obsrar Gospodarcry dalej | E0G"). Sytuacja taka

maie miet miegce w praypadku gdy Administrator deca wykonanie okretlonych uslug podmiotom majacym
siedribe poza E0G lub prestwarzapacym dane paza E0G. Panstwa dane asabawe magy byt preskazans jedynie
do pafstw trzecich (panstwa poza D0G) lub podmictdw w panstwach trzecich {na podstawie programu
Ochrona prywatnasel Privacy Shield”), w stasunke do ktérych decyrjy Komiji Curopejskisj stwisrdrona
odpowiedni stopien achrony danych lub zawarto w umewach @ tymi podmictami standardowe klauzule
ochrony danych, W rwigeky z prrekazaniem danych poa E0G mogy Pafstwa radgdac od Administratora
dalsrgch infarmacji o stosowanych raberpiecreniach w tym rakresie, usyskad kopis tych raberpiecren aras
informacs o migjscy ich udostgpnienia kontaktujac sig @ AdminGtratorem w sposdh wskazany w niniejsze)
informaci.

11, Preewidywanymi adbicrcami danych asobawych Ueeestnikda sa:

al  Inniadministratorsy preetwarzajgoy dane osobowe we wlasnym imieniu:
- TAURDHN Palika Energia 5.4,
= Partnerzy Pilotabu wymisnieni w § 1 ust. 3 niniejseego Regulaminu (tylka dane pomiarawe
pozyskane ¢ inteligentnego liceniks energi elaktrycene) AR,
+  Podmioty prowasdeges deislalnoic pocrtaws lub kurierska,
b} Padmiaty preetwarzajgce dane asobowe w naszym imieniu:
- TAURDN Obstuga Klienta sp. z 0.0,
- Podmioty obsfugujgce systemy teleinformatyeene i Swisderges usbugi [T,
+  Podmioty wspomagajaoe nas w ohsludze karespondencji coy w procesie obsdugi Klienta;
- Podmioty dwiaderace nam uslugi doradcre, konsultacyjne, sudytowe, pamac prawng, podatkowa,
rachunkowa;
+  Podmioty Swisdcrgce ustugl archiwizacji dokumentdaa;

w rakresie w jakim jest to niezbedne da realizsci celdw prestwarzania danych asobowych.

1

& G REKLAMALIE

Werelkie reklamacje wynikajgce @ udeisly w Projekeie Badawceym, a takie datyergee wad fizyernych
Inteligentnych Urrgdren nalety skladac drogy elektronicing na adres e-mail tauran@lerta energy
W preypadku wystygpienia wad fizyeznych Inteligentnych Urgadeen, Organizator oraz Partner zobowiseujy sic do
nisadplatne] naprawy wadlrwie driatajgoepo Inteligentnego Uregd renia lub jego podrespolu. Organizator arae
Partner moga sdecydowid, fe ramiast naprawy wadliwie dzisfajgrego Inteligentnego Urzgdzenia dokonajy jego
wymiany na Inteligentne Urrgdremie walne ad wad.
W prrypadky  wystapienia wad  firyeanych  Inteligentnpch Urrgdren, Ucrestnik jest robowigrany do
poinfarmowania Organizatora o pavwatonych wadach. kereli koniecine bedrie odeslanie Inteligentnego
Urzgdzenia to Ucrestnik zobowigruje sie wyskad jo pocrty kuriersks wskazang pree: Organizatora lub Partnera
ma adres wikazany prie: Organizatora. .
Organizator orar Partner rohawigzujy sie do naprawy bydi wymiany wadiiwego Inteligentnego Ureadrents w
ciggu 30 dni. Jeteli & przyoryn niezaleinych od Organizatora oraz Partnera termin ten nie bedzie magl by
dotrzymany, Ucrestnik rostanie o tym poinformowany drogg elektronicenyg na adres e-mail
Minigjsze postepowanie reklamacyne nie wyklucza dochodienia ewentualnych roszceen preez Klienta
ma podstawis powsiechnie obowigiujacych proepisdw prawa.

& T OBOWIATYWANIE
OFerta trwa od 01.07.2019 de 31.03.2020
Projekt Badawery trwa od 001.07.2019 do 31.03 2020
W preypadku okolicenoddi apisanych w § 9 pkt 1, Organizator zastrzega sobie mogliwaid rmiany tarminug
obowigzywania Oferty akredlonego w ust. 1.
0 rrmianie terminu ahawigrywania Oferty Ucrestnik rostanie powisdomiony drogy elektronicenyg na adres e-
mail. Wszelkie rmiany termindw rostang takie ogloszone na stronie wewe tauranet. tauron. plf new

Stonad r &

H2020 MOBISTYLE_723032_WP5_D5.6

90



@MOBISTYLE

g'iTﬁ'r'.'?‘E".‘

§ 8 REZYGNACIA 2 UDZIARU W PROJEKCIE BADAWCTYI

1. Ucpestnik ma prawa do rerygnacii @ uddalu w Prajekcie Badawerym Ofercie w trakeie jej treaania,

2. Uepsitnik w proypadio opisanym w ust. 1 robawigzany jest do pwrote Intsligentnych Uregdzen na warnwanie
Organizatora pod rygorem saplaty kary umawne] w wysokasci 2.500,00 PLN (koszt urzgdren).

3. Ucesitnik, w preypadio o ktdrym mowa woust. 1 jest robowigrany do zwratu Inteligentnych Urzgdzen ma adres:
TAURCOHN Spreedat sp. 2 oo, ul bagiewnicka 60, 30 - 417 Krakdw.

& 9 POSTANOWIENIA KONCOWE

1. Ze wegledu na badawery charakter Projekty Badawerego, Organizator informuoje Uerastnica, fe rorwigeasnie
MOBISTYLE mode byd abarczone wadami, ktdre mags utrudniac bydd uniemoiliwiac karzystanie @ MOBISTYLL
mie stanowic to bedrie podstaw do skladania reklamacji w rorumieniv obowigzujacych preiepisdw prawa, oo
Uczestnik akceptuje.

2. W kwestiach nieuvregulvwanych w Begulaminie stosuje sig od powisdnie zapisy Kodeksu opwilnego.

3. Imiana Regulaminu {2 wyjatkiern zamian opisanyeh w § 7 ust. 2} wymaga formy pisemnej pod rygarem
miswanoci.

4. Regularmin dostepny jest proez caly cras abowiazywania Oferty w siedzibie Spodki, Punktach Obsfugi Khenta orae
ma stronie www tauronet tauron. plinew

Odwiadcram, e rgadssm sig na prretwarsania maoich danych asobowych w postaci: imig, narwisko, dane adresowe,
adres PPL, adres e — mail, numer telefonu, dane pomiarowe pozyskane @ inteligentnego lcenika energii elektryczneg)
AMI w calu wdeisdy w Ofercie BMOBISTYLE — coyli Projekcs badawceym dgigeym do stworzenia aplikacji orae
platformy komunikacji @ aodbiorcami energli elektrycenej, oraz dhadania jej wplywo na pwigkszenie Swiadomodc
klientdw w rakresie pptymalnego rufycis anergii, poprasy jakads irodowika domowegn, od rowda i stylu Byca.

Odwiadcram, fe :gadram sie na priekacywanie danych pomiarowych @ majega inteligentnega beenika energii
elektryczne) AMI preer Spilke TAURDN Dystrybucia Pamiary Sp. & ooo., Spabcs TAURDN Spreedat sp. & ooo. arae
porostalym Partneram wymienionym w § 1 pkt 3 celem ich preetwarzania w trakeie realizacji Pilotazu MOBISTYLE.

Odwiadczam, e rstalerm poinformowany o chowigzke wypelniania Ankiet dotycrgopch  funkgonowania
WIORISTYLE, ktdre preynajmnie) rar ow miesigee umiesicrane beda  pree: Organmizatora na stronie
www tauronet tauron. plinew

Odwiaderam, fe ractalem poinfarmowany, it po rakoncreniu Pilotaiy, ueytkowane preege mnie padcras Pilataiu
Inteligentne Ursydzenia, mogy preejic na mojy whsnold ra kwote 1 2l brutta.

(miejscowasd, dataf {nodpis Elenta)
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Zatgcznik nr 1 do Regulamin Pilotaiu MOBISTYLE

Przykizdowa ankieta oceniajgca funkcjonowanie
MOEISTYLE

Prosimy o wypeinienie poniisze) ankiety, ktora sludy badaniu poriomo radowolsnia Ucrestniktow  Pilotaiu
¢ razwigrania MOBISTYLE. Zebrane apinie | otrrymane wyniki preyesyniy sie do wprowadzenia ewentualnych smian
w funkojonalnodci testowanego rorwigeania,

L INTELIGENTHA WTYCZKA

1. Jakie urrgdzenie podigcrone rostado do Inteligentne) Weyczki? (modiease wybon kilky adpowkedzi)
Lla) Loddwka

b} Telawizar
Ule) Lampa

d) Komputer
Ule) inme {jakie?)

2. lak oeeniase dealanie [nteligentne) Wiyceki?
_a) Deisla bezprablemowa

b Diriala byt gloina
) Wystapily prablemy poderas konfiguraci
Uld) inne wwagi (jakbaf]

1L APLIKACIA
1. Na jakim wrzgdreniu karzystass ¢ aplikac)i {moskwads wibor ke odpowhedzl]
_la) Smartphone

b} Takblet
Lle| Kamputer

2. I jakiego systemu operacyjnega korzystas: fimadlivedd wybory ki odpowiedn)
Lla) Goagle Andraid
Ub}i0s

I SUGESTIE dotycrpos jakedc rasobu, ustug, spregtu itp.
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Dutch demo case
Dutch version:

Toestemmingsrerklaring

TOESTEMMINGSVERKLARING

voor deelname aan het wetenschappelijk onderzoek:

DYNKA metingen

Ik ben over het onderzosk geinformeerd. |k heb de schriftelijke informatie
gelezen. |k ben in de gelegenheid gesteld om vragen over het onderzoek te
stellen. Ik heb over mijn deslname aan het onderzoek kunnen nadenken. |k heb
het recht mijn toestemming op ieder moment weer in te trekken zonder dat ik
daarvoor een reden behoef op te geven.

Ik stem toe met deelname aan het onderzoek, en geef hierbij tevens
toestemming woor het gebruik van mijn onderzoeksgegevens, zoals
omschreven in de informatiebrief.

Cwer de resultaten van het onderzoek (zoals die op mij van toepassing zijn) wens
it: wel / niet (A.U.B. Uw keuze aangeven) geinformeerd te worden.

Maam deelnemer
Geboortedatum

Handtekening : Datum:

Ondergetekende, verantwoordelijke onderzoeker, verklaart dat de hierboven
genoemde persoon zZowel schriftelijk als mondeling over het bovenvermelde
onderzoek is geinformesrd.

Maam
Functie

Handtekening : Diatum:

H2020 MOBISTYLE_723032_WP5_D5.6

93



@MOMSTYLE

English version:

Declaration of corsent

PERMISSION STATEMENT

for participation in scientific research:

DYNKA measurements

| have been informed about the investigation. | have read the written
information. | have been given the opportunity to ask guestions about the
research. | have thought about my participation in the study. | have the right
to withdraw my consent at any time without having to give a reason.

| agree to participate in the research, and hereby also give permission for
the use of my research data, as described in the information letter.

| do / do not wish to be informed about the results of the research (as they
apply to me) (A.U.B. Indicate your choice).
Name contestant

Date of birth:

Signature: Date:

The undersigned, responsible researcher declares that the above-mentioned
person has been informed of the above-mentioned research both orally and
in writing.

Name
Position

Signature: Date
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