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Executive Summary  

The main motivation of this document emerges from the need to clarify the definitions and procedures 

related to the application of the General Data Protection Regulation (GDPR) to the MOBISTYLE system. 

Since May 2018, when the project was already ongoing and GDPR became legally obliging, several 

regulatory changes have been introduced on the European level. The GDPR poses explicit 

requirements for personal data collection and processing that require engagement of all the partners 

within the MOBISTYLE consortium, which is distributed across five EU countries (Netherlands, 

Denmark, Slovenia, Poland, and Italy).  

This Task 5.2 aims at identifying potential issues related to data security and data privacy that could 

have also an impact on how end users develop trust in the MOBISTYLE services. Within this task, the 

consortium will identify the most relevant regulations (aligned with the GDPR which came into force 

in May 2018) and analyse the impact on the system, affecting design, implementation and validation 

activities. In order to respect ethical issues (see section 5) and to be compliant with the GDPR, a privacy 

and trust framework will be created with two main purposes:  

1. to foster knowledge and information sharing based on real consumer data;  

2. to ensure privacy of the consumer and avoid the issues associated with the perceived negative 

impact of sharing personal information of life style. 

To achieve these aims Task 5.2 will employ the defined trust and privacy framework by means of  

a. creating and implementing a transparent Privacy Policy that explicates the purpose for which 

personal data is collected and used.  

b. identifying the GDPR-related actors within the consortium (i.e.. data controllers and processors) 

who take responsibilities in the personal data safeguarding.  

c. implementing necessary preventive measures and the most relevant GDPR requirements for the 

personal data treatment.  

The mediation of the privacy of the individual and MOBISTYLE will always be overseen and controlled 

by the consumer, thus promoting trust and increasing the motivation to share.  

Task 5.2 has organized co-design workshops with MOBISTYLE developers and Demo case holders in 

quality of potential consumers; in those frameworks the concerns of sharing personal sensitive 

information had been discussed using personas, storyboards and using interactive prototypes resulting 

from the development activities. The framework resulted in guidelines, to be developed and integrated 

into MOBISTYLE platform and tools. 

 

According to this task, previous deliverable D5.2 had answered to part of the needs, in detail to phase 

one as described in Introduction.  
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1. Introduction 

Previous Deliverable D5.2, on the same task, reported the first and initial part of a four-phases 

procedure defined to address trust and privacy within the MOBISTYLE project. Starting from the 

definition of GDPR requirements, the document outlined the key concepts of GDPR and provided 

specific directions, i.e. an action plan, that had to be taken in order to address and assess impact of 

GDPR on the MOBISTYLE project. It distinguished contractual and technical aspects that had to be used 

to define data controllers, processors, personal data types, data flows, and data transformation 

protocols on diverse levels of detail.  

From the second to the final phases, activities are going to be reported in this Deliverable D5.6.  

The second phase of the procedure had involved all the project partners and a legal expert in order to 

increase awareness on the privacy and GDPR issues and to identify responsibilities of each partner 

involved in personal data collection and data processing. The necessary implementation measures had 

been identified in agreement with the MOBISTYLE partners during the second phase in October 2018 

(month 24). The second phase activities resulted in a report that had been shared with the consortium 

during November 2018 (month 26) and which is here reported.  

The third phase of the procedure (month 26 - month 32) was dedicated to the implementation of steps 

that were specified during the second phase, when all the relevant parties adopted and implemented 

specific actions according to their roles and responsibilities assigned during the second phase.  

The fourth and final phase (month 32 – month 39) consisted of a GDPR assessment and validation 

procedure demonstrating to what extent the project partners have managed to address the issues 

related to GDPR within the project.  

Deliverable D5.6 reports the results of the implementation and GDPR validation.  
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2. Second phase: increase partners’ GDPR awareness  

2.1. GDPR consortium survey 

The brief survey was designed to facilitate the GDPR workshop and to clarify the roles and 

responsibilities of the MOBISTYLE consortium partners in the General Data Protection Regulation 

(GDPR) analysis within the project (see Deliverable D5.2).  

Ten consortium partners have answered the survey. Here are reported questions and answers: 

A. What kind of information you (your organisation) collect or process within the MOBISTYLE 

project (user name, email, IP address, personal device ID, home/office address, age, sex, 

health, other/specify). 

Holonix: Email, user name, name, surname, encrypted password, avatar (photo), HTTP-only cookie for session, 
room ownership (start date-end date), personal device ID. 
No other personal data will be collected or manipulated by the app. 

DEMO: Address, apartment numbers, room names (e.g. kitchen, living room), hotel room numbers and some 
device names located the rooms (e.g. PC, TV)  

HighSkillz: Device ID/Serial; Apartment ID (which may or may not include an); IP Address; Access code used to 
allow devices to see the home’s data. 
No other personal data will be collected or manipulated by the app. 

Maastricht Uni: Age, name, e-mail address, sex, length, weight, general health, medicine intake 

HIA: Age, name, e-mail address, sex, length, weight, general health, medicine intake 

PoliTo: Measurements on indoor parameters (temperature, relative humidity, CO2 concentration), electric 
consumptions (room and single appliance level), window/door openings, fan coil status, number of persons 
in the room. They are collected anonymously (not knowing who are the guests inside the room).  
Qualitative data (level of satisfaction with the indoor environment end opinion about MOBISTYLE tools) 
gathered from anonymous questionnaires.  
The access to the dashboard and mobile application require to collect (information provided by Holonix): 
username, name, surname, email, password, avatar, HTTP-only cookies, period of the stay (start date-end 
date). Among these, the only information owned by POLITO is the email address because . The hotel is 
responsible for the personal data treatment and agrees with the guests (through the sign of the hotel privacy 
sheet) to transfer their email to POLITO. The email address is used by POLITO to do the handover procedure 
to give to the guests the access to the ICT solutions. No other personal information goes to POLITO. - Indeed, 
POLITO is not interested in the information of the single individuals (name, IP address …), but on which target 
groups it is dealing with (guests, receptionists), as well as on the number of guests in one apartment and the 
duration of the stay. The main goal of the data collection for POLITO is data analysis for evaluating the 
outcomes and the process of the MOBISTYLE strategy in the Italian case study. 

Aalborg Uni: All participants have provided us with name, home address phone and email 
AAU has access to the data from energy meters, indoor climate sensors through the MOBISTYLE database. 

IRI/UniLju: The access to the dashboard and mobile application require to collect (information provided by 
Holonix): User name, name, surname, email, password, avatar, HTTP-only cookies, room ownership (start 
date-end date). For continuous monitoring: data from building control system; parameters of indoor air, 
human building interaction (room access, setpoints for heating and cooling, lights use, external shading use, 
windows opening). 
Questionnaires and ethnographic inquiries: sex, age range, level of education/position (e.g. student, teacher), 
faculty, name, room number and IP (within questionnaire analysis system).  

Tauron: User name, email, phone number, energy point ID, home address, sex, electricity consumption, smart 
home devices ID, smart meter ID. 

Whirlpool: Email address, Name, DeviceID 
Home address  
Personal data related to appliance usage / cycle setting / options selected / time of the running etc. 
No other personal data will be collected or manipulated by the app 
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B. Who has access to MOBISTYLE-related personal data collected in your organisation?  

Holonix: Company system and database administrator(s), which include employees and contractors (which 
have NDA agreement in place). 

DEMO: Expert Tools users and company system and database administrators. 

HighSkillz: Company system and database administrator(s), which include employees and contractors (which 
have NDA agreement in place). 

Maastricht Uni: No one, it is the project researcher of Huygen 

HIA: Project researcher Loes Visser 

Aalborg Uni: Two persons from Aalborg University: WP6 leader, Per Heiselberg; Research Assistant, Sandijs 
Vasilevskis 

PoliTo: POLITO researchers working on the MOBISTYLE project (see next question) have access to anonymous 
data collected/process in the project and to the email addresses of guests. 

IRI/UniLju: Researchers working on MOBISTYLE project.  

Tauron: Only MOBISTYLE members – Paweł Marciniak, Joanna Herczakowska, Kinga Warchoł, Miłosz 
Gruszczyński. 

Whirlpool: Company system and database administrator(s), which include employees and contractors (which 
have NDA agreement in place) and DPO. 

 

C. Is there a person in your organisation responsible for management of the data collected in 

MOBISTYLE [if yes, please specify his/her name and role]?  

Holonix: Yes, Jacopo Cassina (CEO) 

DEMO: Yes, Rosamaria Olivadese (Project Manager) Paula Etman (Data Protection Officer) 

HighSkillz: No 

Maastricht Uni: No; it is Loes Visser of Huygen, project researcher. Responsible for the demonstration case 
and overview of the measurements 

HIA: Yes, Loes Visser, project researcher. Responsible for the demonstration case and overview of the 
measurements 

Aalborg Uni: No, AAU has access to the data from energy meters, indoor climate sensors through the 
MOBISTYLE database/expert tool 

PoliTo: Cristina Becchio (Asssistant Professor), Giulia Vergerio (PhD student), Maria Valentina Di Nicoli (PhD 
student), Sara Viazzo (Grant researcher), Verena M. Barthelmes (PhD student), Valentina Fabi (Assistant 
Professor) 

IRI/UniLju: There is an institutional data protection officer assigned in line with GDPR at the University. 
https://www.uni-lj.si/university/personal_data_protection/  
Responsible person Jure Vetršek (project manager).  

Tauron: Yes, Janusz Libera - Data Security Administrator, Data Protection Officer 

Whirlpool: Yes (Marco Signa) 

 

D. How and where (organisation name and address) the MOBISTYLE personal data are stored 

and protected in your organisation (database name and location, encryption, 

anonymisation, etc.)?  

Holonix: The database is stored in a dedicated server owned by Holonix and hosted by OVH in France. Upload 
and developing of the MOBISTYLE platform within the server environment is done with secure communication 
(SSL). The external connection at the moment is not secured, using HTTP connection. It is planned to add 
certificate for the SSL layer also for the HTTP connection.  

https://www.uni-lj.si/university/personal_data_protection/
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The server filesystem is not encrypted, same as the database tables in the MySQL instance. The MySQL 
connection is protected by the DDMS using username and password authentication. The user passwords in 
the database are encrypted using the BCrypt algorithm (a one-way encryption algorithm). 

The MOBISTYLE personal data are stored in two locations: 
1. DEMO Windows Servers running MS SQL Server  

Hosted at: Nedzone Internet B.V. 
Address: Drukkerij 6, 4651 SL Steenbergen, The Netherlands 
The SQL Server databases running at this location store basic information on locations where measurement 
data are collected. Servers are isolated through encrypted Virtual Machines with disk encryption. Information 
is disclosed through SSL-encrypted web services. As a subcontractor, DEMO Consultants has a data processing 
agreement with Nedzone. For details, see their privacy statement.1 

2. DEMO Windows Server running MongoDB 
Hosted at: Microsoft Azure 
Location: Cloud, the Netherlands 
The MongoDB Database hosted at this location periodically collects measurement data, and makes this data 
available through SSL encrypted web services. The database is hosted on an isolated Virtual Machine with disk 
encryption. For details see Azure’s privacy statement.2 

HighSkillz: Data from the project is stored on database and message servers in Microsoft Azure (NL), Hetzner 
(DE) and Aiven (DE) cloud platforms. Notifications to mobile devices are sent through Google Firebase, but 
that should not include any personal data. Exception and error information is sent to Sentry.io. 
Encryption will be done through cloud-provider base disk encryption, but no plans exist to encrypt it at rest 
(ie, inside the DB), as it is required to be queried. 
No anonymization is performed as HS only keeps minimal data on the devices and apartments (device 
id/serial, apartment ID and IP address). 
No information is currently being sent to cloud-based analytics services (such as Google Analytics); If this 
changes, data will be anonymized. 

Maastricht Uni: Key to encryption (personal data to participant id) on the local computer of Loes Visser, 
behind a password. Anonymous data (age, sex, length, weight, general health, medicine intake) together with 
participant id on dropbox. 

HIA: Key to encryption (personal data to participant id) on the local computer of Loes Visser, behind a 
password. Anonymous data (age, sex, length, weight, general health, medicine intake) together with 
participant id on Dropbox. 

Aalborg Uni: External utility case buildings. company Varmekontrol, ista Denmark A/S, is collecting and storing 
the data from the Danish demonstration; They were already collecting and storing energy use data from all 
the participants before the MOBISTYLE project started 

PoliTo: The monitored (and anonymous) data are downloaded from either the local SQL database or from the 
DEMO expert tool) and stored locally on computers owned by Politecnico di Torino. In order to share the data 
between team members, HS also stored some samples of the data on Onedrive.  
Email addresses of the guests are collected by the hotel staff (as holder of the personal data treatment) and 
transferred to POLITO team in person. POLITO store them locally on computers to be used within the scope 
the hotel agreed with the guests. 

IRI/UniLju: Anonymization of room users is done with translation table of room names. Without this table one 
cannot now from which room the data is coming from. Translation table stored in locked fir proof cabinet in 
the office. 
Data from SCADA (building control system) is stored on process database (GE Historian) and is secured with 
several firewalls and not accessible from outside. This data is transferred to DEMO database via SFTP.  
The IAQ measurements data is stored on INAP cloud hosting on Amazon servers transferring data to DEMO 
database.  

 

1 https://dataplace.com/en/privacy-statement 
2 https://privacy.microsoft.com/en-us/privacystatement 

 

https://privacy.microsoft.com/en-us/privacystatement
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Tauron: Administration of users personal data is Tauron Sprzedaż Sp. z o.o., ul. Łagiewnicka 60, 30-417 
Kraków.  
Data is stored by TAU partner Lerta Energy (Husar Labs sp. z o.o.) in amazon cloud. 
Recently has implemented TAU own data base in MS Azure, which is administrated by subsidiary TAURON 
Obsługa Klienta sp. z o.o. Data are anonymized – TAU use ID for every participant. TAU data base is multiplying 
the partner’s data gathering it from the cloud. 

Whirlpool: Whirlpool is GDPR compliant already, storing the listed data already in their server managed by 
IBM. 

 

E. Who are the parties outside of your organisation who can access, visualise or process the 

MOBISTYLE personal data you collect/process? 

Holonix: Aside from the very users of the platform via the platform itself, no one can access the data outside 
Holonix. MOUP data are anonymized and aggregated before being shared.  

DEMO: Holonix; HighSkillz and all registered Expert Tool users. Subcontracted ICT personnel that may have 
administrative access to servers have signed data processing agreements. 

HighSkillz: There are no plans to provide access to data to other organization, except the current participants 
in the project (Tauron, Aalborg Uni, HIA, DEMO, Lerta). 

Maastricht Uni: Loes Visser from Huygen 

HIA: People from Maastricht University, dr. Rick Kramer, prof. Wouter van Marken Lichtenbelt, PhD student 
Yoanna Ivanova 

Aalborg Uni: External utility company Varmekontrol, ista Denmark A/S, is providing the data from the Danish 
demonstration case buildings; They were already collecting and storing energy use data from all the 
participants before the MOBISTYLE project started 

PoliTo: Holonix and the hotel are the only organization responsible for personal data treatment in the Italian 
demo case. DEMO and BIGStudio (the society that is owner of the local database and management system of 
the hotel) can access anonymous monitored data but they do not have access to information to link them to 
a specific guest. 

IRI/UniLju: DEMO and Holonix for measurements collected.  
SCADA provider (Metronik) can see the data, and has translation table for room names.  
IAQ measurements provider (INAP) can see the measurements on their cloud, but without possibility to 
translate them to individual room.  
Researcher employed at University, doing data mining and analysis of ethnographic data has access. 

Tauron: Company who manage data from Smart devices has an access to users name, users id, electricity 
consumption, smart home devices ID and smart meter ID. 
Data transferred to consortium members are encrypted (without users names and any personal data) so it’s 
not possible to connect data with a certain user. 

Whirlpool: MOBISTYLE partners (who?). 

 

F. If you and your organisation have possibility to access, visualise and/or process personal 

data that are not stored in your organisation, please list which personal data you (your 

organisation) can access (e.g. user name, email, IP address, personal device ID, home 

address, age, sex, other/specify):  

Holonix: The only data available for HOLX organization are the sensors data served through authenticated 
APIs on DEMO. Other data stored in other organizations is not accessible for us. 

DEMO: DMO did receive an Excel sheet of the Polish case with apartment number and name of the resident. 
Likewise, DMO received a list of Danish addresses linked to sensor IDs. 

HighSkillz: HS do not access any data not stored by HSz. 

Maastricht Uni: age, sex, data on thermal comfort and physical activity. 

HIA: None, Huygen collects the data. 
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Aalborg Uni: Data from the MOBISTYLE database 

PoliTo: No personal information goes to POLITO except to the email address of the guest that is transferred 
to POLITO in person by the hotel staff. 

IRI/UniLju: IPs of questionnaires response via 1ka online analysis tool. 3 
IAQ measurements 
Data from SCADA stored in SFTP. 

Tauron: TAU has possibility to access data from different smart meters – TAU smart meters communicate with 
gas and water meters, but TAU cannot assign it to the participant, have no authority to use this data so TAU 
do not collect it. 

Whirlpool: No 

 

G. Define the purpose for which personal data (MOBISTYLE related) is collected/processed in 

your organisation: 

Holonix: Personal data is collected exclusively for the purpose of authorizing access to the right application 
data to users and devices and providing UI elements to the application 

DEMO: Enabling data dispersal to authorised MOBISTYLE consortium members. 

HighSkillz: Personal data is collected exclusively for the purpose of: Authorizing access to the right application 
data to users and devices; Diagnose and troubleshoot application errors; Provide the core functionality of the 
application. 

Maastricht Uni: Data, not linked to personal data (name, email), but only data that is linked to information 
such as age, sex, comfort and physical activity will be linked indoor climate profiles. 

HIA: Collection of data in the right manner to share with Maastricht University for their analysis. 

Aalborg Uni: To be able to contact participants individually and as a group to provide information about the 
project and to call for workshops and meetings 

PoliTo: The only personal information that POLITO collects is the guest’s email address to do handover 
procedure. 

IRI/UniLju: To achieve MOBISTYLE project goals. Access to MOBISTYLE dashboard and mobile application 
(Holonix). Personalized feedback provision, evaluation process (personal information such as name, email, 
password, avatar is not required here). 

Tauron: Users personal data are collected/processed only to fulfil pilot purposes, i.e. to develop an application 
and communication platform with users and to examine its impact on users awareness about optimal energy 
consumption, improving the quality of the home environment, health and lifestyle. Each user accept the terms 
of pilot signing an agreement.  

Whirlpool: Personal data is collected exclusively for the purpose of Running the Whirlpool / proprietary app, 
for the washing machine, already running. 
Authorizing access to the right application data to users and devices Provide UI elements to the application 

 

2.2. Involvement of a legal expert: meeting in Turin, 19 Oct 2018 

During the MOBISTYLE General Assembly meeting in Turin, the lawyer Barbara Bottalico had been 

involved for a physical workshop with partners. It was 19th October 2018.  

The slide prepared for MOBISTYLE and presented by the lawyer Barbara Bottalico are attached in 

Annex 1.  

 

3 https://www.1ka.si/d/en/gdpr 

https://www.1ka.si/d/en/gdpr
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At the beginning of the meeting Barbara Bottalico presented herself and the objectives of the 

workshop: 

o Introduction to the GDPR principles (B. Bottalico) 
o Interactive exploration (all the consortium) 
o GDPR actors: assignment of responsibilities (B. Bottalico and the consortium partners)  
o Concluding: actions and measures (B. Bottalico) 
 

She explained that in core, the GDPR directive is not much more different from previous directive: now 

the self-responsibility is the key principle. The directive does not define any specific steps/rules to 

follow but the company need to ensure to be compliant. Barbara explains that we should always have 

good documentation of activities related to GDPR compliance, track everything to show that Ode 

everything in our power to be GDPR compliant. 

She explains that “sensitive data” are those related to health, as in MOBISTYLE measurements from 

FitBit, “personal data” are those related to personal names, IP address, location when associated with 

occupant and behavioural data, “pseudo-anonymized personal data” are those encrypted with code 

and “anonymized data” where GDPR does not apply. 

She explains that a data is considered processed when it is managed and store somewhere, including 

not just digitally but also on paper.  

She explains that the signed informed consent is the starting point to take care of a correct GDPR 

approach. In any case it is a good option to use data in the future if data are collected anonymized or 

pseudo-anonymized.  

She remarks the definitions of the different subjects defined in the GDPR:  

o Data subject: any identified or identifiable natural person; 
o Data controller: the body that communicates with data subject (direct relation) where data 

controller provides informed consent, collects data and are responsible for protecting this 
data. User gives data to controller and normally the controller implies what processor should 
do. 

o Data processor: Process data on behalf of the controller. Must keep a record of all processing 
activities they have done for a controller (audit trail) and of all controllers they conduct data 
processing activities for. Must inform the data controller when using or considering using the 
services of other data processors with the additional obligation to have a clear mandate for 
the described personal data processing activities. 

 
Data controller and processor sign the contract (or legal basis) in which they describe and agree on 
what data processor will do for the data controller, for how long, for which reasons, which types of 
data and categories of data subjects. Responsibility is shared between data controller and data 
processor where they can be fined if not compliant (they both need to be compliant). They must state 
who is responsible for what in case of a personal data breach (with a personal data breach notification 
duty from processor to controller), also if needed a data protection impact assessment or prior 
consultation.  
 
At the end of the workshop each demo case holder schematically presents the responsibilities within 

their demonstration case. Holonix gathered this input and prepared the slides with identified GDPR 
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roles per demo case. At the end of the workshop, everyone was aware of who is the project controller 

and who is the project processor and what each role’s responsibilities are.  

About DPO, at this first stage it seemed no one had a need for this figure in MOBISTYLE.  

The results of the GDPR workshop have been summarized in the following charts describing: 

1. the GDPR actors, 

2. a generic model of GDPR roles assignment in EU research projects, 

3. its application in MOBISTYLE demo cases.  

 

Fig. 1 MOBISTYLE GDPR relevant actors 
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Fig. 2 General model of roles assignment in an EU research project 

 

Fig. 3 MOBISTYLE GDPR roles assignment for DK demo case 
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Fig. 4 MOBISTYLE GDPR roles assignment for the SI demo case 

 

Fig. 5 MOBISTYLE GDPR roles assignment for the IT demo case 4 

 

4 “Uni Turin” is partner POLITO 
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Fig. 6 MOBISTYLE GDPR roles assignment for the NL demo case 

 

Fig. 7 MOBISTYLE GDPR roles assignment for the PL demo case 
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2.3. GDPR legal report 

The official legal report had been delivered by the lawyer Barbara Bottalico on 24th of January 2019.  

The entire version is available in Annex 2 of this document.  
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3. Third phase: implementation of steps  

According to the legal report, all the relevant parties will have to adopt and implement specific actions 

according to their roles and responsibilities assigned during the second phase.  

 

3.1. Privacy Policy in MOBISTYLE tools 

According to the guidelines given by the lawyer Barbara Bottalico, HOLONIX prepared a generic version 

of the Privacy Policy document.  

This document had been shared and confirmed by Bottalico and then shared among MOBISTYLE ICT 

partners. As a result, for each tool is actually available a confirmed version of the privacy policy 

document.  

In the following images is reported the generic version of the document, while the tools specific version 

of the privacy policy is reported in Annex 3.  
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3.2. Informed consent in MOBISTYLE Demo Cases 

For the informed consent, the legal departments of each Demo case holders had been involved, to 

ensure coherence with national laws and to provide the Informed Consent in national language with a 

formal translation to English.   

All the Informed Consent documents had been checked and approved by MOBISTYLE lawyer Barbara 

Bottalico. They are reported in Annex 4.  

3.3. Data Removal procedure in MOBISTYLE tools 

Each tool developer can have its own procedure for data removal. Here procedures are explained:  

HOLONIX (Dashboard and MOUP): According to GDPR users can request insight into, or correction, 

deletion or transfer of their personal data. Likewise, they can withdraw their permission or object to 

the collection and/or processing of their personal data. A written request addressed to info@holonix.it 

is sufficient. 

Upon receiving a written request to remove personal data ICT personnel will proceed to remove all 

matching data from persistent storage. 

mailto:info@holonix.it
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DEMO (Expert tool): At any point in time users can request insight into, or correction, deletion or 

transfer of their personal data. Likewise, they can withdraw their permission or object to the collection 

and/or processing of their personal data. A written request addressed to info@demobv.nl is sufficient.5 

Upon receiving a written request to remove personal data, ICT personnel will proceed to remove all 

matching data from persistent storage. 

HIGHSKILLZ (MOBISTYLE game): Not being the data controller, HS has on direct contact with users, 

and has on way to relate a user to its data. However, HS provides support for TAU and AAU in removing 

all data from a specific apartment or a specific user mobile phone by sending a request to 

gdpr@highskillz.com. After validation of authenticity of the requests (i.e., the requestor has the 

authority for the request), data will be removed from the database. In the case of removal from a single 

device, HS cannot force the device to access the API with a correct code, so HS may need to force 

reauthentication of other devices in the home and replace the new access code to be distributed by 

TAU/AAU. In the case of removal of an apartment HS can remove all data and further requests to 

access that home will be rejected. 

HUYGEN (Office app): As the data is not connected to any personal data, this issue is not likely to be 

risen. People are asked to put in the application a feedback about their indoor climate perception, but 

this entry is totally voluntarily. It is not registered that people are in the office and the entry is 

anonymous. However, if someone want his/her data to be removed, this is not an issue where it is 

needed to know which entries to remove. This request is to be sent to algemeen@huygen.net  

3.4. Other GDPR issues implemented 

Other contractual regulation can be put in place by partners in case, for example, of specific 

subcontracting activities. Details are listed here:  

DEMO Consultants subcontracts hosting of their servers to Nedzone Internet B.V. and Microsoft Azure. 

As stated in D2.1, DEMO has a data processing agreement with Nedzone Internet B.V. according to 

GDPR regulations. Likewise, Microsoft Azure is subject to privacy agreements on the safeguarding of 

personal data. More information can be found in each of their respective privacy statements.1 2 

DEMO shares collected data only with authorised parties within the MOBISTYLE consortium, which is 

covered by signed consent forms by data owners. However, a disclosure method to non-signatories is 

possible through use of the Open Platform as offered by Holonix, backed by DEMO. To ensure personal 

data protection all identifying references are removed or replaced with arbitrary numeric indices. 

Furthermore, the data offered is presented as the end result of KPI calculations according to non-

invertible formulae composed of aggregations as designed by WP3. Thus, there exists no relation 

between disclosed data and originators and data points cannot be related back to any one source. 

Holonix and HighSkillz: all used IT providers have GDPR compliant policies. There are on custom or 

specific agreements with them. 

  

 

5 https://www.demobv.nl/Pages/Privacy-statement.aspx 

mailto:info@demobv.nl
mailto:gdpr@highskillz.com
mailto:algemeen@huygen.net
https://www.demobv.nl/Pages/Privacy-statement.aspx
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4. Fourth phase  

In the fourth phase of the activity related to the GDPR assessment in MOBISTYLE, partners have to 

demonstrate to what extent issues have been managed. The GDPR validation procedure includes the 

verification of all legal requirements and a self-check.  

Informed consent forms that had been sighed by externals, privacy policies published on tools, and 

Roles assignments at partners had been checked through this D5.6 document, as shown. A final self-

assessment will be executed through a checklist which have been prepared as follows and distributed 

in the frame of D5.6.  

Results of the self-assessment checklist will be reported in the MOBISTYLE Final Technical report, to 

verify assessment until the very last day of the project.  

4.1. MOBISTYLE tools: self-assessment checklist  

Here follows the self-assessment checklist to be conducted at the very end of the project. The results 

will be reported in the final Technical report.  

 

 

  

Is my organization impacted?  

1. Do you manage personal data of EU residents, such as customers and employees?  

2. Do you process data of EU residents for offering them goods?  

3. Do you monitor customer or user behavior in the EU? 

If one of the above is yes, then proceed.  

Which is your role:  

4. Who are you? Data controller, Data processor, Data Subject. Check with D5.6 charts to 

verify if your position is still the same in all MOBISTYLE Demo Cases.  

Check people involved in the management of the data:  

5. Check if you have the DPO and if this is compliant.  

6. Review employee, customer and supplier contracts, and update them if necessary, to 

cover personal data processing.  

7. Verify if you have opened new contracts with third parties to be considered.  

Manage consensus:  

8. Ensure your data protection policies and privacy notices are in line with the GDPR. 

9. Verify you have explicit consensus in managing data.  

10. Verify your Privacy Policy is accessible. 

11. Verify your privacy policy is updated.  

12. Verify you have signed consensus by all users involved whose data are collected.  
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5. Conclusions 

Task 5.2 activities had been completed successfully. Additional activities had been put in place, in 

respect to the preliminary version of the Consortium Agreement and the GDPR regulation. Activities 

with a lawyer expertly support had enabled partners to completely understand the new regulation and 

to apply it to the organization activities and to the MOBISTYLE project. According to this, roles, 

documentations, procedures and assessments had been defined and verified. 

The continuous monitoring of the Information Services for Trust and Privacy, according to the new 

regulation GDPR, allows also a continuous improvement of the Data Protection both to partners and 

to external demo cases.  

External factors involved, including civil society that participated to the project, had been successfully 

invited also being informed on Data Protection methodology.  

Two deliverables had been submitted for this task: a first to ensure guidance to all the consortium, 

through the submission of D5.2, and a second one to report the activities done with the lawyer and 

the activities done effectively by partners, D5.6.  

Additionally, a final assessment checklist had been prepared and here shared. It will be checked again 

with the lawyer. Then it will be used by partners to complete a final self-assessment on data protection 

before the end of the project. Results will be stated in the Final Technical Report.  
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6. Definitions 

Personal data is defined as any information that relates to an actual living individual (not legal entities 

or deceased persons). Personal data provides information that might be used to identify a person, also 

referred to as ‘natural person’ and ‘data subject’ (see Art. 4, definition 1). It includes information such 

as name, surname, home address, e-mail address or location data acquired from the map on a mobile 

phone. This kind of personal data is most commonly collected from employees, clients, i.e. users of 

services, or from external suppliers of services. According to specific field of application, personal data 

can be additionally clustered in several groups, i.e. personal information types: financial data (bank 

account, IBAN), demographic data (name, gender, date of birth, age, nationality), contact channels 

(phone number, address, email), government identifiers (passport number, ID number, social security, 

driver license), digital identifiers (IP address, coordinate), social media (Twitter, FB, LinkedIn), and 

sensitive personal information (health, sexual orientation, political views, religious affiliations, genetic, 

ethnicity, etc.).  

Sensitive personal data, (see above, e.g. health, sexual orientation, political views, religious 

affiliations, genetic, ethnicity) according to GDPR, falls under the “special categories of personal data” 

(Article 9). Personal data relating to criminal convictions and offences are not included, but similar 

extra safeguards apply to its processing. The GDPR applies to both automated personal data and to 

manual filing systems where personal data are accessible. Therefore, data forms used to collect user’s 

Informed Consent at the MOBISTYLE demonstration sites might also fall within the scope of GDPR. 

Pseudonymised personal data may also fall within the scope of the GDPR if the pseudonym might be 

easily associated with a particular individual. 

Data Subject is defined as a person who can be identified directly or indirectly by means of an 
identifier. For example, an identifier can be a national identifier, a credit card number, a username, or 
a web cookie.  
 
Processor is defined as a natural or legal person who is appointed by Controller to processes personal 

data.  

 

Recipient is defined as natural or legal person, agency or any other body to whom the personal data 

is disclosed.  

 

Third party is defined as any natural or legal person, agency or any other body other than the Data 

Subject, Controller, Processor and persons who, under the direct authority of the Controller or 

Processor, are authorized to process the data. For example, in the MOBISTYLE consortium, partners or 

subcontractors who would have access to personal data of end-users would belong to this category. 

 

Data Protection Officer is defined as an individual working for a Controller or a Processor with 

extensive knowledge of the data privacy laws and standards. The Data Protection Officer (DPO) should 

advice the controller or the processor of their obligations according to the GDPR and should monitor 

its implementation. The DPO acts as a liaison between the controller/processor and the supervisory 

authority. A DPO for example can be a Chief Security Officer (CSO) or a Security Administrator.  
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Annex 1 – presentation from the lawyer 
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Annex 2 – Legal report about MOBISTYLE GDPR compliance 

MOBISTYLE: Legal Report about the GDPR Compliance. 

Dr. Barbara Bottalico 

1. Introduction: 

The main aim of MOBISTYLE project is to raise consumer awareness regarding energy use, indoor 

environment, health and lifestyle In MOBISTYLE. Hence, the partners – jointly – initially determined 

the purposes and means of processing personal data that were going to be collected. 

In particular, Information about energy use and behaviour are the first to be collected and they are 

made available to users. 

In MOBISTYLE, sensitive data according to article 9 GDPR are not collected or processed. 

The MOBISTYLE platform enables the flow of data across several ICT components, i.e. modules. 

This modular system (described in Deliverables D4.1 and D4.2) utilises the extended and adjusted 

software applications developed by DEMO (Re suite) and by Holonix /(i-Like). Regarding users’ 

interaction with the system, the following ICT tools are provided: Dashboard (mobile and desktop 

version) developed by Holonix and a mobile game that is under development by HighSkillz. The 

raw data coming from the five demonstration cases are collected, pre-processed and stored in 

the databases of RE suite, while the user profile data (Dashboard) are stored in the i-Like 

databases. 

In the Deliverable 4.1., par. 2 (p. 11) the types of “raw data” are listed, divided for Countries where 

each demonstration case is being run. Data are mainly referred to energy consumption, humidity, 

water temperature, electricity use, and window/door opening. 

In this phase, the crucial point is to properly identify the actors: 

- Data subjects are MOBISTYLE users, that is occupants of a building, users of apps etc. 

- Data Controllers are each MOBISTYLE partners (HIA, MU, Tauron, Polito, AAU, Whirlpool 

and demonstration site managers) as far as determine the purposes of the collection and 

processing of data. 

- Data Processors are those partners that are doing activities according to the finalities are 

provided by the Controllers, the companies and organization that run the buildings if they 

have access to the data, and those who process data, servers and data repository and 

manage services and tools. 
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In the following two paragraphs the roles Data Controller and Data Processor will be detailed in 

light of the GDPR and then specified with reference to the participants in the MOBISTYLE Project. 

Data Controller 

Article 4 of GDPR defines a data controller as “a natural or legal person, public authority, agency, 

or other body which alone or jointly with others determines the purposes and means of processing 

personal data.” A data controller could either be an organization/ company or an individual that 

collects and processes information about customers, patients, etc. Under GDPR, the data 

controller is responsible for ensuring that data is processed in compliance with the principles of 

lawfulness, fairness, transparency, data minimization, accuracy, storage limitation, integrity, and 

confidentiality. 

Reference to GDPR Practical Tasks of the Data Controller according to GDPR 

 

Art. 9 

Processing of special categories of personal 

data 

Prohibit the processing of certain classes of data (e.g. 

genetic/ biometric details), unless under certain conditions 

(e.g. 

the data subject has provided explicit consent to process the 

given data) 

Art. 13 

Information to be provided where personal 

data are collected from the data subject 

When personal data is collected, provide data subjects with 

relevant details such as the purpose of processing the data, 

recipients of the data, and period for which the data will be 

stored 

 

Art. 14 

Information to be provided where personal 

data have not been obtained from the data 

subject 

When personal data has not been collected, provide data 

subjects with relevant details such as the purpose of 

processing the data, recipients of the data, and period for 

which the data will be stored 

Art. 22, Section 3 

Automated individual decision-making, 

including profiling 

Implement measures to safeguard the data subject’s rights 

to contest decisions that were based on automated data 

processing, including profiling 

 

Art. 24, Section 2 Responsibility of the 

controller 

 

Establish appropriate data protection policies 
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Art. 25, Section 3 

Data protection by design and by default 

 

Demonstrate compliance with data minimization and 

protection principles 

 

Art. 32, Section 1b Security of processing 

Implement measures to ensure the confidentiality, 

integrity, availability, and resilience of processing systems 

and services 

 

Art. 32, Section 1d Security of processing 

Ensure ongoing testing, assessment, and evaluation of the 

effectiveness of data security measures 

 

Art. 32, Section 3 Security of processing 

Adhere to codes of conduct or certification mechanisms to 

demonstrate compliance with data security requirements 

 

Art. 35 

Data protection impact assessment 

Conduct a Data Protection Impact Assessment (DPIA) 

when a data processing activity is likely to result in a high 

risk 

 

Art. 35, Section 11 

Perform reviews to assess if data is being processed in 

accordance with DPIAs 

 

Art. 47, Section 2 Binding corporate rules 

Create binding corporate rules to regulate the international 

transfers of personal data.  

 

Art. 33, Section 5 

Notification of a personal data breach to the 

supervisory authority 

 

 

Document any personal data breaches 

Art. 46 

Transfers subject to appropriate safeguards 

Conduct assessments, and implement appropriate 

safeguards before transferring personal data to a third 

country or international organization 

 

Art. 24, Section 3 Responsibility of the 

controller 

Adhere to codes of conduct or certification mechanisms to 

demonstrate compliance with data protection requirements 

 

Art. 25, Sections 1 & 2 

Data protection by design and by default 

 

Implement technical and organizational measures to 

minimize the collection and processing of data 
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Data protection impact assessment 

 

Art. 47, Section 2j Binding corporate rules 

 

Conduct data protection audits to verify compliance with 

binding corporate rules 

Art. 12, Section 3 Transparent information, 

communication and modalities for the exercise 

of the rights of the data subject 

 

Respond to requests for information from data subjects in 

a timely manner 

 

Art. 15, Section 1f 

Right of access by the data subject 

Respond to requests from data subjects on their right to 

access their data, and to lodge a complaint with the 

supervisory authority 

Art. 16 

Right to rectification 

Respond to requests from data subjects on their right to 

rectify any data that is inaccurate or incomplete 

Art. 17 

Right to erasure 

Respond to requests from data subjects on their right to be 

forgotten 

Art. 18 

Right to restriction of processing 

Respond to requests from data subjects on their right to 

restrict the processing of data under specific conditions 

Art. 19 

Notification obligation regarding rectification or 

erasure of personal data or restriction of 

processing 

Notify data subjects on the actions taken to rectify or erase 

personal data, or restrict data processing 

Art. 21 

Right to object 

Respond to objections from data subjects on the 

processing of personal data 

 

Art. 22, Section 4 

Automated individual decision-making, 

including profiling 

Ensure that automated decision-making does not extend 

to special categories of personal data, unless suitable 

measures are in place to safeguard the data subject’s 

rights 

Art. 33 

Notification of a personal data breach to the 

supervisory authority 

Notify the supervisory authority of a personal data breach 

within 72 hours of becoming aware of it 
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Art. 34 

Communication of a personal data breach to 

the data subject 

Notify data subjects of personal data breaches without 

undue delay 

Art. 36 

Prior consultation 

Consult the supervisory authority when a DPIA indicates 

that processing would result in a high risk 

 

Art 38, Section 4 

Position of the data protection officer 

 

Ensure that DPOs can manage requests from data 

subjects with regard to data processing issues 

 

Art 28, Section 1 Processor 

Onboard only those data processors that can ensure 

compliance with data protection requirements 

 

Art 28, Section 3 Processor 

Implement contracts to govern how data processors store 

and process data 

 

Art. 32, Section 1c Security of processing 

 

Restore the availability and access to personal data quickly 

in the event of a physical or technical incident 

 

Data Processor 

Article 4 of GDPR defines a data processor as “a natural or legal person, public authority, agency, 

or other body which processes personal data on behalf of a controller.” Data processors could 

include organizations such as payroll firms, cloud service vendors, and data analytics providers. 

While data processors report to data controllers, they are also directly accountable for data 

protection under GDPR. Incidentally, data processors can also be data controllers. A typical 

example is that of a vendor conducting market research for another enterprise would be a data 

processor, but when managing the data of their own employees, they take on the role of a data 

controller.  

Within MOBISTYLE, it is the case of a company or an institution that are partners of the project or 

sub-contractor but, at the same time, collect data from data subject who are users of their devices 

(e.g. FitBit or Whirpool) or who are accommodated in the spaces owned or managed by them. 

 



   

H2020 MOBISTYLE_723032_WP5_D5.6   39 

  

 

Reference to GDPR Practical Tasks of the Data Processor according to GDPR 

Art. 46 

Transfers subject to appropriate 

safeguards 

Conduct risk assessments, and implement appropriate safeguards 

before transferring personal data to a third country or international 

organization 

 

Art. 28, Sections 3f and 3h 

Processor 

 

Assist the controller in ensuring compliance with GDPR requirements, 

and managing audits 

 

Art. 28, Section 5 Processor 

 

Adhere to codes of conduct or certification mechanisms to demonstrate 

compliance with GDPR 

 

Art. 32, Section 1b Security of 

processing 

Implement measures to ensure the confidentiality, integrity, availability, 

and resilience of processing systems and services 

 

Art. 32, Section 1d Security of 

processing 

Ensure ongoing testing, assessment, and evaluation of the effectiveness 

of data security measures 

Art. 47, Section 2j Binding 

corporate rules 

Conduct data protection audits to verify compliance with binding 

corporate rules 

Art. 33, Section 2 

Notification of a personal data 

breach to the supervisory 

authority 

Notify the controller of a data breach without undue delay (in case data 

are not encrypted or anonymized) 

 

Art 38, Section 4 

Position of the data protection 

officer 

 

Ensure that DPOs can manage requests from data subjects with regard 

to data processing issues 

 

Art. 28, Section 2 Processor 

 

Ensure approval of the controller before engaging another processor 

 

Art. 28, Section 4 Processor 

Conduct effective due diligence on downstream processors to ensure 

that they can comply with data protection requirements 



   

H2020 MOBISTYLE_723032_WP5_D5.6   40 

  

 

Art. 32, Section 1c Security of 

processing 

 

Restore the availability and access to personal data quickly in the event 

of a physical or technical incident 

 

 

2. Roles and responsibility in MOBISTYLE 

The actors within MOBISTYLE project will be identified according to their role in each 

demonstration case: 

1) Kilderparken (Denmark) 

Data controllers are Aalborg University, as demo case coordinator and Himmerland, as 

apartments manager. 

Data Processors are Varmekontrol (local database); Demo (Sensor Data repository) and Microsoft 

(Azur Cloud). 

The informed consent6 is collected by Aalborg University among the people who lives in the 

Himmerland apartments (data subjects) 

The following image (also the following ones) was part of the recap document prepared by Dr. 

Aleksandra Sojic (HOLONIX) after the workshop that took place in Turin in October 2018, and 

describes the flow of data: 

 

6 As a legal expert, Barbara Bottalico proof edited the consent (Italy and Denmark). 
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2) University of Ljubljana (Slovenia) 

The Data Controllers are IRI and the University of Ljubljana. The Data processors are Holonix, 

which runs the Dashboard; DEMO, which manages the sensor data repository; Amazon which 

operates with the INAP cloud for the IAQ Data management; Microsoft which runs the Azure 

Cloud; SACADA for Building Data Management; GE Historian which processes the database and 

SFTP. 

IRI does not have direct access to Demo and Azure7 but, as a controller it has the possibility to 

check on them, within the scope of the project. 

The informed consent is collected from the people working at the University of Ljubljana (data 

subjects)  

The following image describes the flow of data. 

 

 

7 After the delivery of Bottalico document, IRI-UL checked to confirm this sentence, but no 
access is available to Azure.  
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3) Orologio Living Apartments (Italy)8 

In the Italian case study, Politecnico di Torino and the Hotel Orologio are Data Controllers. 

The monitored data of the hotel are stored on the SQL database which is managed by an external 

company (Building Intelligence Group). The stored data are acquired by DEMO on their platform 

(sensor data repository) but can also be directly accessed by Politecnico di Torino (also “PoliTo”). 

PoliTo will also have access to the data collected by DEMO through an expert tool, currently in 

development. DEMO transforms the raw data from the SQL server into Key Performance 

Indicators and forwards them to Holonix. Key Performance Indicators can then be visualized by 

the end users for behavioral change (hotel manager/staff and guests) and by the data controller 

for evaluation purposes (PoliTo). Polito, as the main Data Controller will ask the consent of the 

 

8 After the legal report delivery, the way the project evolved made it necessary to readjust 
and clarify some legal aspects at demo case level. In the Italian demo case, due to a change 
in the relationship between POLITO and the Hotel, it has been necessary to review the text 
from the legal report as follow. POLITO can access quantitative (monitored) data from guests in an 
anonymous way. The only holder of personal data for the Italian demo case (apart for Holonix) is the 
Hotel Orologio Living Apartments. In this role, the Hotel informs the guests about the project through 
an inform consent, and agrees with them, via the sign of their privacy sheet, to treat and 
communicate their personal data for research purposes within the project. Contextually, guests 
agree also in providing qualitative data, gathered through questionnaires, which POLITO access as 
anonymous. POLITO, as Data Controller, cannot be considered as the holder of personal data 
treatment (as defined by the GDPR). Since there is no way that POLITO can link the data 
collected/processed to a specific guest, GDPR is not applicable. 
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users for data collection and analysis, while Holonix will gather direct (and personal) information 

from the users for creating access (login details) to their ICT solutions (Dashboard and mobile 

application).  

PoliTo (as a Controller) selects which data will be exported from BIG and sent to DEMO.  

Big (which manages the database); Demo (which manage the sensor data repository), Microsoft 

(which runs the Azure Cloud), and Holonix that runs the dashboard are the Data processors. 

The image below show the flow of data. 

 

 

4) Qeske (Netherlands) 

Data Controllers are the University of Maastricht, which is the demo case coordinator, and 

Huygen, which also collect the informed consents from the data subjects. 

Data Processors are FitBit, which manage the wereable devices, the server and data repository; 

and Microsoft which runs Azure Cloud. 

However, Fitbit is also data Controller with reference to the data directly collected through the 

wereable devices, since it autonomously collects and processes the same data of subjects, and 

for further purposes than those of MOBISTYLE. 
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5) Smart City Wroclaw (Poland) 

Data Controllers are Tauron, which is the demo case coordinator, and the Houses managers. 

Data processors are Highskillz, which provides for the games to users, Demo, as the sensor data 

repository, lerta (Husar labs); Sub-processors are Microsoft, which runs Azure Cloud, Whirpool, 

which collect data from the washing machines, and IBM which runs the cloud service. 

Whirpool, however, is also data Controller as it collects data directly from the users in their daily 

lives and processes them independently. 

The following image presents the flow of data. 
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More in general, Data Controller and Data Processor sign a contract in which they describe and 

agree on what activity, and the modality of it, the Data Processor will do for the Data Controller, 

for how long, for which reasons, which types of data it collects and processes, and the categories 

of data subjects. Responsibility is shared between data controller and data processor as detailed 

in the tables at the beginning of the document.  

 

 

3. The DPO in MOBISTYLE 

According to Article 39 GDPR, the data Protection Officer (DPO) is expected: 

1. to inform and advise the controller or the processor and the employees who carry 

out processing of their obligations pursuant to this Regulation and to other Union 

or Member State data protection provisions; 

2. to monitor compliance with this Regulation, with other Union or Member State data 

protection provisions and with the policies of the controller or processor in relation 

to the protection of personal data, including the assignment of responsibilities, 

awareness-raising and training of staff involved in processing operations, and the 

related audits; 

3. to provide advice where requested as regards the data protection impact 

assessment and monitor its performance pursuant to article 35 

4. to cooperate with the supervisory authority; 

5. to act as the contact point for the supervisory authority on issues relating to 

processing, including the prior consultation referred to in Article 36, and to consult, 

where appropriate, regarding any other matter. 

In the performance of his/her tasks, the DPO must have due regard to the risk associated with 

processing operations, considering the nature, scope, context and purposes of processing. 

The GDPR provides for the designation of the DPO in the following cases: (i) when the processing 

is carried out by a public authority or body, except for courts acting in their judicial capacity; (ii) 

when the core activities of the controller or the processor consist of processing operations which, 

by virtue of their nature, their scope and/or their purposes, require regular and systematic 
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monitoring of data subjects on a large scale; (iii) if the core activities of the controller or the 

processor consist of processing on a large scale of special categories of data pursuant to article 

9 GDPR (personal data revealing racial or ethnic origin, political opinions, religious or philosophical 

beliefs, or trade union membership, and the processing of genetic data, biometric data for the 

purpose of uniquely identifying a natural person, data concerning health or data concerning a 

natural person’s sex life or sexual orientation or personal data relating to criminal convictions). 

In MOBISTYLE project, the following partners already have a DPO9: 

- Huygen Installatie Adviseurs: YES/NO – internal/external 

- DEMO Consultants: YES/NO – internal/external 

- Maastricht University: YES/NO – internal/external 

- IRI University of Ljubljana: YES/NO – internal/external 

- Aalborg University: YES/NO – internal/external 

- Politechnico Torino: YES/NO – internal/external 

- Holonix: YES/NO – internal/external 

- Highskillz: YES/NO – internal/external 

- Whirlpool: YES/NO – internal/external 

- Tauron Polska Energia: YES/NO – internal/external 

 

MOBISTYLE’s partnership is composed by private and public institutions; for the purpose of this 

report it is relevant to understand if the collected and processed data requires a further 

designation of a DPO for the project, on the assumption that the monitoring on privacy issues by 

each single partner could not be enough in order to be compliant to the GDPR principles. 

First, in MOBISTYLE sensitive data according to article 9 GDPR are not collected or processed. 

Also, they would not have any relevance for the purposes of the project. 

As regards the second prerequisite, there is no partner institution whose core activities consist of 

processing operations which, by virtue of their nature, their scope and/or their purposes, require 

regular and systematic monitoring of data subjects on a large scale.  

 

9 This part of the document had been left to be completed with confirmed names, as stated at the 
beginning of the deliverable in chapter 2.1 letter C.  
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In the context of the Regulation, the large-scale processing has been interpreted as that aimed at 

processing a significant amount of personal data at regional, national or supranational level, and 

which could affect a large number of stakeholders. For example, a search engine complements 

this requirement. 

In this case, the sub-contractors – such as Amazon (which runs the cloud service) and Fit Bit – 

are undoubtedly involved in this kind of activity and, thus they have designated a DPO for their 

company’s business. The DPO is however expected to monitor the processing of all data collected 

by the companies and, as such, to monitor the implementation of GDPR. 

In the MOBISTYLE context, the analysis of the raw data is not going to be done on a personal 

information basis but rather on aggregated data according to the single location where data 

subjects are accommodated or are working and not on a large scale. 

In conclusion, the type of collected data, the activity of the DPO designated by partner institutions, 

combined with a proper contractual regulation between them and the sub-contractors, and – more 

in general – the attention given to privacy issues in the collective activities within the duration of 

the project (e.g. The workshop on privacy issues; this legal report; a constant update of the 

activities, and so son) is expected to guarantee for the correct implementation of GDPR principles.  
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Annex 3 – Privacy Policy 

Dashboard 

Here follows the privacy policy for the MOBISTYLE Dashboard, in desktop and mobile app version, 

made by HOLONIX.  
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MOBISTYLE Game 

Here follows the privacy policy for the MOBISTYLE Game, in mobile app version, made by HighSkillz. 
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EXPERT TOOL 

No data owners actually interact with this tool. Is a privacy statement necessary? Everything refers to 
‘your personal data’, which does not apply.  

Generic privacy statement: https://ww3.demobv.nl/en/privacy-statement 

 

https://ww3.demobv.nl/en/privacy-statement
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OFFICE APP 

The collected data is completely anonymous, therefor no privacy policy is applied. People are asked to 

put in feedback about the indoor climate, but this entry is totally voluntarily. It is not registered that 

people are in the office and the entry is anonymous. 
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MOBISTYLE OPEN USERS PLATFORM 

Only English version: 
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Annex 4 – Informed consent 

Here follows the list of Informed consent collected by all demo case holders in National language and 

in English translation.  

Danish demo case 

English version, shared together with the Danish version:  
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Italian demo case 

Italian version:  
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English version:  
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Slovenian demo case 

English version:  
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Slovenian version: 
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Polish demo case 

English version:  
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Polish version:  
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Dutch demo case 

Dutch version:  
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English version:  

 


